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Abstract.  This study explores the status of information security culture (ISC) of 

small and medium-sized enterprises (SMEs) in sub-Saharan Africa (SSA) using 

Tanzania as a case. To assess the ISC of SMEs, measurement criteria from or-

ganizational and environmental dimensions were compiled from the literature. A 

combination of quantitative and qualitative methods was employed to collect 

data. The ISC dimensions were assessed using surveys collected using both paper 

and online sources, from 39 SMEs in the roundtable and five focus group discus-

sions. The findings indicated lack of information security policy, absence of se-

curity education, training and awareness (SETA) programs, lack of human re-

source, poor risk assessment, and management and lack of national information 

security culture initiatives. These findings show the immaturity of ISC in SMEs 

in Tanzania. The results and implications of these findings suggest further re-

search and intervention is necessary to institutionalize ISC in the SME environ-

ment. 

Keywords: Information security culture, information security, security, culture, 

Small and Medium-sized Enterprises, Tanzania, Sub-Sahara Africa. 

1 Introduction 

Fifty-eight percent (58%) of small and medium-sized enterprises (SMEs) experienced 

security attacks and data breaches in 2018 [1]. In today’s ever-increasing information 

security threats landscape, cultivating information security culture (ISC) within an or-

ganization is critical. Not surprisingly, researchers are concerned with understanding, 

promoting, and assessing ISC in organizations. In response to this concern, several ISC 

theoretical frameworks have been proposed [2]–[6]. However, prior research has been 

focusing on assessment of ISC of large organizations. An SME is recognized as differ-

ent from a large organization by its size, culture, and shortage of human and financial 

resources [7]. The few studies about the assessment of holistic ISC of SMEs are from 

the developed world [3], and little is known about SMEs from sub-Saharan Africa 

(SSA). SMEs are a significant and an essential part of SSA countries’ economy, and 

information security is a critical success factor [8] for any enterprise. Thus, any security 

attack on SMEs harms the economy. For instance, for an SME to recover from a secu-

rity breach approximately US$955,429 to US$1,207,965 is required [9]. This high re-

covery cost threatens the existence of an SME especially those from the poorest parts 

of the world. 
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This study is motivated by limited empirical research on ISC of SMEs in sub-Sa-

haran Africa, and the need to develop ISC strategies that are context specific for SSA. 

The study aims to explore the status quo of ISC of SMEs in SSA using Tanzania as the 

case. We posit that for ISC one size does not always fit all due to the contextual and 

operational differences of the parent nations and organizations [10], [11]. We pose the 

following question: What is the current state of the information security culture of small 

and medium-sized enterprises in Tanzania?  

The rest of this paper answers this question by presenting ISC dimensions to explain 

the status of the ISC in Tanzania. The following section discusses the background lit-

erature and presents a list of ISC dimensions for assessment. Next, the research meth-

odology is presented. The analysis of the data and a discussion of the results follow. 

Finally, we present the conclusions of the study. 

2 Literature review  

2.1 Information security culture 

Information security is defined as “the protection of information and its critical ele-

ments, including the systems and hardware that use, store, and transmit that infor-

mation” [12]. Information security’s objective is to preserve the critical characteristics 

of information namely confidentiality, integrity, and availability (CIA) when infor-

mation is in storage, processing, or transmission [12]. Information security involves 

people, technologies and processes, yet the majority of security experts and 

organizations tend to look at the security problems from the technology viewpoint and 

as the solution [13]. However, people are the weakest link in information security [13]. 

It is evident that a majority of security violations cases results from behavioral issues 

such as human errors, and employee negligence [13], [14]. Hence to manage people’s 

problems; there is a need for cultivation of ISC in the organizations [15].  

Information security culture is referred to as the subset of the organizational culture 

[8]. Organizational culture is developed; is taught to new members, is learned on how 

to relate to the environment [16], is transferred from one generation another [17], and 

is necessary for problem-solving [16], [18], and it changes with time [16] to meet or-

ganizational visions [8]. Straub et al [10] classified definitions of culture into three cat-

egories, as (i) shared value views (sense of what ought to be) example Hofstede’s [17] 

(ii) outcomes-oriented (problem-solving ) views like Schein’s [16], [18] and (iii) as a 

way of being (unconscious view).  

Many information security culture scholars except for [2], [19] are defining ISC 

based what it is composed of and not what it is to accomplish. We argue that it is es-

sential to look at the ISC in a problem-solving viewpoint. A problem-solving view of 

culture looks at what ISC can accomplish in the organization [10]. The problem in the 

information security space is that an organization must survive from the external and 

internal threats. Hence information security culture must make it possible to cope with 

organizational problems of external adaptation (control external security threats and 

data breaches) and internal integration (have consensus for the acceptable security be-

haviors) [16].  
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Hence, in a holistic way we define information security culture as “a patterned way 

of security-based thinking shared within an organization; based on values, assump-

tions, and beliefs, which influences the behaviors and actions of the individuals so that, 

information security becomes a natural aspect in the daily activities in the organization. 

This ISC is developed, learned and changes with time with the aim to protect infor-

mation assets and preserve confidentiality, integrity, and availability of information 

and information systems resources so as meet to the core organization vision”[2],[19].  

2.2 Information security culture assessment  

The review of the literature indicates that there are various frameworks for the ISC 

assessment of an organization [2]–[6],[20].  The frameworks present different dimen-

sions including internal (organizational) and external (environmental) factors. Organi-

zational dimension includes top management support [2]-[6], information security pol-

icy & procedures (ISP) [2]–[6] , risk assessment & management [2], security education, 

training, & awareness (SETA) programs [2]–[6], technical and human resources [2]–

[6]. Environmental dimension includes national security culture initiatives [3, 4], sup-

pliers/vendors [3], and partner organizations. Despite differences among frameworks 

on the specific constructs and relationships, there are some convergences among them. 

Particularly on the importance of the constructs such as top management support, ISP, 

and SETA programs and national security culture initiatives [3], which has been re-

ported to have a positive influence on information security culture of an organization 

[21].  

Although [2], [4]–[6], [20] frameworks are valuable in assessing ISC of organiza-

tions, majority frameworks are for large organizations and not for SMEs. For instance, 

[2], [20] presents assessment frameworks and methodology that aims at pinpointing 

what areas in information security need attention for ISC to thrive in an organization. 

The frameworks emphasize an assessment based on the availability of a well-defined 

information security policy and the availability of information security officers in the 

organization. Besides, the frameworks are suitable for assessing a single organization, 

which has a well-defined ISC in place. Since in most cases SMEs lack formalized ISC 

[3] applying these assessment frameworks for SMEs may be impractical.  

Additionally, although framework by [3] was developed for SMEs, it lacks some of 

the factors that are necessary for SMEs in the SSA. Information security culture exists 

in its parent culture [18], and the SSA region's culture is different from that of Australia 

[17]. There is a need for assessment dimensions specific for SMEs in the SSA context, 

and method that can comprehensively assess ISC. Hence, organizational, and environ-

mental dimensions consisting of factors for measuring ISC of SMEs in the SSA context 

are presented in Table 1.  

Furthermore, most studies use a single assessment method. Assessment of ISC is 

complex, and it inherits its complication from the assessment of culture. One measure-

ment method such as quantitative  [2], [20] or qualitative [3] assessment is not enough 

to understand information security culture. Researchers propose that to understand the 

culture of an organization a combination of quantitative and qualitative techniques must 
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be utilized [16],[25]. It is proposed to conduct interviews with key personnel, observa-

tions, and questionnaires with the member of the groups. The succeeding section will 

explain the assessment method followed in detail.  
Table 1. Information security culture assessment dimensions 

 Sub-dimen-

sion 

Description 

O
rg

a
n

iz
a

ti
o

n
a
l 

D
im

en
si

o
n

 

Top manage-

ment support 

Support for ISC from the SME's management (owners) through enter-

prise's vision and strategy necessary for the protection of the infor-

mation resources. Allocation of resources for ISC issues as well as the 

trust between management and employees [21]. 

ISP Availability of formal or informal information security policy and 

procedures (ISP) that prescribes and states what is expected of em-

ployee’s’ behaviors for preserving information security of the SME 

[21]–[23]. 

Risk assess-

ment and 

management  

Capabilities that an SME has in identifying, measuring, controlling 

and minimizing losses associated with security threats [2]. 

SETA pro-

grams  

Availability of resources to support SETA programs. Security training 

creates awareness of information security protections, technologies, 

requirements, risks, and threats [23], [24].  

Technical re-

sources  

Availability of security countermeasures, i.e., technical resources nec-

essary for the protection of information systems, such as anti-mal-

ware, and firewalls [15]. 

Human re-

sources  

Availability of either a part-time/full-time employee hired by the 

SME who qualifies to be an IT security expert such as an information 

security officer (ISO) [20], [25]. 

E
n

v
ir

o
n

m
en

ta
l 

D
im

en
si

o
n

 

National ISC 

initiatives:  

 

Availability of government support on the promotion of national in-

formation security culture. Availability of strategic plans and guid-

ance on information security culture to SMEs. Also, the availability of 

clear regulations on the protection of information and information 

systems resources [3], [26]. 

International 

security 

standards:  

The use of international standards such as COBIT or BS7799 that af-

fects or influences the information security culture of an SME [27]–

[29]. 

IT suppli-

ers/vendors:  

 

These are security technology suppliers or vendor that might persuade 

an SME to invest in security technology mostly it is for the vendor's 

benefit, but also affects the ISC consciousness of an SME [3]. 

Partners or-

ganizations:  

 

These can be any external organization that partners with an SME for 

business or as a supporting system. The partner organization might 

have their security policy that forces an SME to practice security con-

scious culture while communicating or doing business transactions 

with that partner. 

 

3 Research methodology 

Considering the challenging nature of the assessment of ISC as a whole, a combination 

of measuring items and data collection methods are recommended [8]. Hence to assess 

the organizational and environmental dimensions of the ISC of SMEs a combination of 

quantitative (survey) and qualitative (roundtable discussions and focus groups) meth-

ods were employed.  
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3.1 Instrument development 

To improve the validity and reliability of results, we synthesized instruments from a 

comprehensive review of validated and tested survey instruments in the literature. The 

organizational dimensions included management support questions from Knapp et al. 

[21] information security policy and procedures from [21], [23], methods for risk as-

sessment and management [20], SETA [23], technical and human resources. For the 

qualitative data, open-ended questions were used to complement the survey data. The 

qualitative data was essential to gain a more in-depth understanding of the status of the 

ISC of SMEs in Tanzania.  

The survey instruments had two sections: the first section captured the enterprise 

data, which collected SMEs specific information such as the type of industry, number 

of employees and organization operation years. The second section captured the pri-

mary research data, this covered organizational and environmental dimensions. All pri-

mary research items were of five-point scale response format, the value of five (5) 

“strongly agree” and one (1) “strongly disagree” to show a respondent’s level of agree-

ment with the statements. Example survey questions: “Our organization management 

takes security issues into account when planning organization strategies”; “Our gov-

ernment demonstrates strong commitment to encouraging information security cul-

ture.”  

Pre-test of the survey instrument was done in two phases; the first phase included 

three doctoral students who reviewed the resulting survey instruments to identify un-

clear phrasing and determine the survey response time. Questions that seemed difficult 

to understand for an SME were removed or re-structure. The second phase included 

five volunteers, two representatives from the Tanzanian chamber of commerce industry 

and agriculture (TCCIA) and three SMEs. Final modifications were made to the instru-

ments for distribution. 

3.1 Case study organizations  

In Tanzania, SMEs are considered a pillar of the Tanzanian economy contributing 

around 27% of the GDP [31]. Overall, SMEs account for about 3 million Tanzanian 

enterprises and employ approximately 93.3% of all Tanzanian workers [31]. SMEs cat-

egorization is based on turnover, numbers of employees and capital investment. Nota-

bly, those engaging one to 100 people with the capital investment of a maximum of 800 

million Tanzanian Shillings (TZS) (1 USD = 2285 TZS). Tanzania’s SME national 

policy refers to SMEs as micro, small and medium enterprises [30]. The micro-

enterprises fall under the informal sector with a capital investment up to TZS 5 million 

and recruits up to four employees. Small enterprises are formalized employing between 

5 and 49 staff and medium enterprises employ between 50 and 99 staff. These SMEs 

include a wide range of ventures that cover non-farm economic activities manufactur-

ing, mining, commerce, and services. The SMEs differs in their focus, technology in-

novations, and risk-taking attitudes.  
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3.2 Data collection 

Data was collected from the SMEs situated in the city of Dar es Salaam, a prominent 

commercial capital of Tanzania located on the coast of the Indian Ocean. According to 

the Tanzanian SME Development Policy [30] and the national baseline survey on SME 

[31], the majority of SMEs are situated in Dar es Salaam. Recruitment of the subjects 

of this study was done through the Tanzanian chamber of commerce industry and agri-

culture (TCCIA)1. TCCIA has chambers in 21 regions, and 90 district centers; with the 

central office in Dar es Salaam. TCCIA is a private sector association established in 

1988 with support from the Tanzanian government to strengthen and promote the de-

velopment of privately owned enterprises. TCCIA receive backing from international 

organizations and government to promote training and mobilization of the business 

community. All respondents in this study were obtained from the TCCIA SMEs mem-

bers’ database.  

Roundtable and focus group discussions. We organized one roundtable discussion in 

Dar es Salaam, Tanzania. Thirty-nine distinct SMEs took part in the study; representa-

tives included SMEs owners, managers, and employees. This interactive setup of qual-

itative data collection is suitable for explorative studies that involve managerial people 

with a diverse organizational culture like SMEs. In addition, roundtable discussion 

stimulates the exchange of ideas and allows complex issues and factors to be discussed 

adequately. Apart from not only collecting data we also intended to create awareness 

of the need for ISC in the SME environment.  

The roundtable discussion lasted 4 hours; the meeting was divided into five small 

discussion focus groups where each group consisted of 6 to 10 participants. Informed 

consent was reviewed and obtained in writing before starting discussions. Participants 

completed a demographic questionnaire and the main survey questionnaire before be-

ginning discussions. Data were collected in the form of digitally audio-recorded ses-

sions. Data were transcribed verbatim and analyzed thematically with Atlas.Ti. Data 

collected from the focus group discussions is used to complement the survey data in 

this paper. 

Survey. Two survey modes, paper-based and web-based questionnaires were 

administered to the SMEs. The mixed-mode survey has been shown to be better in in-

creasing the response rate from SMEs [32]. The paper-based questionnaires were 

distributed to 39 SMEs attendees of the roundtable discussion linked to this study, 

among those 26 responded to the survey. The online-based survey was distributed 

through TCCIA SMEs members e-mail list. One hundred and thirteen e-mails were 

sent, only fourteen SMEs responded to the survey.  

The paper-based response rate was 68%, while online survey response rate was 

12.4%. The online survey response rate was very low; nonetheless, studies [32, 33] 

have shown that web-based survey has a lower response rate compared to the paper-

based survey.  Furthermore, research [33] indicate that lower electronic-based response 

rate is to be expected especially when the respondents include top managers than the 

employees, which was the case in our study.  In total forty responses were received 

                                                           
1 http://www.tccia.com/tccia/  
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from the SMEs. Data was analyzed with SPSS Statistics software package. Screening 

of data for outliers, missing responses, non-normal distribution [34] and erroneous data 

was done to the data. Six incomplete responses were removed and resulted in 34 SMEs 

responses for analysis.  

4 Analysis and discussion  

This study presents 34 cases of SMEs from Tanzania; the majorities 18 of SMEs were 

small enterprises and 16 medium enterprises. Eighteen (18) of the respondents were 

SMEs owners, eight managers, and eight employees. Most SMEs (14) have been oper-

ating for 6-10 years, 10 SMEs operating for 11-20 years, 6 SMEs operating for more 

than 20 years and 5 SMEs operating from 3-5 years and 2 SMEs operating for less than 

three years. A wide range of SMEs industries was from agricultural services, finance 

banking, and insurance and Information and communication technologies. Fifteen (15) 

industries were represented with top being from Agriculture Services (7), Finance, 

banking and insurance (6), Information & communication technology (ICT) and Tele-

communication (5), Retail & Wholesale merchandising(5), Manufacturing (3), Con-

sulting services (3), Healthcare (3),  Education (3), Legal (3), Tourism & Hotel (2), 

Transportation (2), Food Processing (2), Export (2), Oil & Gas  (1) and Entertainment 

(1).  

The next segments analyze the organizational and environmental dimensions to de-

termine the status of ISC of SMEs in Tanzania. Due to the small sample size (n=34) 

data analysis is limited to descriptive analysis. The descriptive analysis included the 

means for measuring the central tendency and standard deviation (SD) for the average 

amount that a response deviated from the mean.  

The overall mean is the interpretation of the mean values for a specific sub-dimen-

sion holding several statements. The responses were collected from a five-point Likert 

scale response format, for all items, the value of five (5 strongly agree) is the highest 

score, and one (1 strongly disagree) is the lowest score. Therefore, the mean score of 

4.0 (agree) on a sub-dimension is used for indication of an acceptable level of infor-

mation security culture. This cutoff point is similar to a 4.0 mean presented in the ISC 

assessment by Da Veiga & Martin [20]. Their study used a survey approach to assess 

the ISC of an organization by identifying what components of an organization was to 

be enhanced or obstructed to improve the protection of the organization’s information. 

4.1 Organizational dimension  

The mean score values of organizational factors (Table 2) as computed from responses 

of 34 SMEs show no sub-dimension with an overall mean of 4.0 or higher. Mean com-

parisons between small vs. medium enterprises were also computed as seen in Table 2. 

Results indicated a higher mean score for medium enterprises than small enterprises for 

all sub-dimensions.  
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Table 2. Organizational dimension means for SMEs in Tanzania 

Organizational dimension Small En-

terprises  

Medium En-

terprises  

Overall 

  

 Mean SD Mean SD Mean SD 

Technical resources 3.56 0.82 3.81 0.92 3.68  0.88 

Top management support 3.37 0.99 3.67 0.71 3.5 0.87 

SETA  programs  2.94 0.90 3.33 0.66 3.12 0.81 

ISP 2.97 0.99 3.27 0.81 3.11 0.91 

Human resources 2.76 0.76 3.32 0.60 3.03 0.73 

Risk assessment and management 2.81 1.06 3.28 0.73 3.03 0.94 

 

Technical resources. Majority of SMEs appears to invest more in security technology 

than any other sub-dimensions. A higher technical resource mean score indicates that 

SMEs see technology tools as the key to their security problems. This result is in line 

to other SSA studies that report SMEs to be more interested in security technology [35]. 

Interestingly, qualitative findings support this observation. Majority of focus group par-

ticipants expressed that their first thinking on security protection is to install anti-mal-

ware and firewall and consider their enterprises are safe with these technologies. In 

addition, participants from sectors such as agriculture services, finance, ICT, and tele-

communication reported to use and prefer cloud computing for their business. These 

SMEs believed that their data are safe in the cloud. “Yes, of course, we have normal 

measures, for instance, all our documents are saved in the cloud. If a person quits, they can no 

longer access our organizational document because once we remove the person from the cloud, 

they can no longer access our information. Also, it is easy to track the projects trail, who saved 

and who deleted from the cloud, we have a lot of restrictions in place [SME_R3a]” 

... the good thing is it is sitting somewhere in the cloud, so it does not matter, even if the 

person loses the laptop. [SME_R2a] 

 

Top management support. Top management support is the most significant factor in 

influencing the cultivation of ISC in the organization [21]. However, in this study, the 

results showed an incredibly low mean value of 3.5 compared to the technology invest-

ment. This poor top management support for ISC reflected on the investment of other 

sub-dimensions such as information security policy, the absence of SETA programs, 

lack of human resource investment and inadequate risk assessment and management.  

The findings from the focus group indicated a lack of facts about ISC as the main 

obstacles in top management support of ISC. SMEs owners and managers are aware of 

information security but lack the know-how on the cultivation of ISC and the im-

portance of strategizing about ISC to their organizations. The size of the enterprises 

influenced how SMEs saw the importance of ISC in their organization. Participants 

reported their size and lack of financial resources as the hindrance factors. “You know 

how to handle information security differs. For example, for my business, I do not know the 

importance of information security. Those who are in the large organization they might know 

because they have a lot to lose. For SMEs like us, it is hard to deal with security; it is expensive." 
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ISP. Results from the focus group showed a strong perception that the size of the or-

ganization determined the formality of SME’s information security policy and 

procedure. Verbal ISP reminders seemed to be the approach preferred by most SMEs . 

“Our information policy is implemented verbally; people know what not to do. Moreover, we 

have antivirus and firewall our policy is implemented there” [SME_R1a]. 

 

Risk assessment and management. In this construct, 67.6% (n=23) of SMEs reported 

that risk assessment was too complex for their organizations. Participants reported a 

lack of measures for assessing and managing security incidents and a lack of pre-pre-

defined procedures in case of security incidents. Moreover, majority of the participants 

reported that their organizations conduct fewer or no assessments of their systems. 

Human resources. SMEs management biggest concern was the complexity of hiring a 

full time IS security expert due to lack of finances and lack of trust.... Let us say we are 

using one system. I do not want to hire an IT specialist because, one, it is not cost effective. And 

another thing, I think I am not utilizing him fully. Even if I employ the person, on the salary that 

I am paying he is [probably] working for one or two hours for the rest of the day. [This way] I 

am not utilizing the person properly. This is what we always feel as employers. Ooh, now if I 

outsource, [I think about] my information, someone else can look at it and hack. So that is some-

thing that comes up, that we do not outsource…, we also don't want to employ an IT personnel. 

So that is where the problem arises[ SME_R2a]. 

4.2 Environmental dimension  

Like the organizational dimension, the environmental dimension (Table 3) results indi-

cated a higher mean score for medium enterprises than small enterprises. The mean 

values of the variables ranged from 2.85 to 3.49. SMEs responses show that their ISC 

is more influenced by vendors (3.38) and partner organization (3.49) than the national 

ISC initiatives (2.91). Overall, the environmental factors in Table 3 show that SMEs 

are unsure of the existence of environmental support for the ISC of SMEs in Tanzania. 

Table 3. Environmental dimension means for SMEs in Tanzania 

Environmental dimension 

 

Small Enter-

prises  

Medium En-

terprises  

Overall 

  

Mean SD  Mean SD  Mean  SD  

Partner organization  3.38 0.22 3.61 0.25 3.49 0.97 

Vendor pressure  3.11 0.29 3.66 0.24 3.38 1.13 

National ISC initiatives 2.72 0.16 3.11 0.15 2.91 0.68 

International security standards 2.33 0.26 3.37 0.19 2.85 1.06 

 

Partner organization and vendor pressure. From the environmental dimension, we 

see that SMEs' partner organizations and vendors mean score were higher than the rest 

of the sub-dimensions. This shows that SMEs are more likely to be persuaded to invest 
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in security technologies by vendors and their business partners. IT vendor and partners 

influence were reflected in SME’s choice of cloud computing, many report cloud com-

puting as the best and secure way to store data. “…cloud computing is the thing. We host 

remotely; we choose the partners who are serious with IT security [ SME_R4a].” However, 

literature shows that cloud computing does not always guarantee security [37] because 

the security of data in the cloud is to a higher extent user's (subscriber's) responsibility 

and not only service provider's. 

National information security culture initiatives. There was a consensus among par-

ticipants of the focus group that in Tanzania there are poor national initiatives for the 

cultivation of ISC in SMEs environment. "Lack of information security culture in our 

organizations is not about the country's national culture, but it is [just] lack of information se-

curity culture in the country” [SME_R1a].  

Most SMEs were unaware of the national information security related laws, regula-

tions, national acceptable standards, or even international security standards. Tanzania 

for instance is a member of the International Organization for Standardization (ISO) 

through Tanzania Bureau of Standards (TBS). However majority of SMEs are unware 

of recommended information security strategies or framework to follow. When report-

ing on the influence of international security standards, only two SMEs (medium en-

terprises) dealing with information and communication technology business indicated 

to be aware of and use international information security standards such as ISO 27001. 

Scholars argue that national initiatives for ISC can be a positive contributor to moti-

vating SMEs to engage in security protection actions [3]. As it has been for IT adoption 

[36], external support, such as government and private sectors initiatives can directly 

stimulate information security practices of SMEs. In Tanzania, SMEs are expected to 

receive institutional support from different government and parastatal organizations. 

The Tanzania SME policy [30], mentions information technology-based institutions 

such as the Tanzania Commission for Science and Technology (COSTECH) and Tan-

zania Communications Regulatory Authority (TCRA). However, SMEs reports a lack 

of institutional support especially on issues related to Information security culture. 

SMEs in Tanzania requires external support such as government institution to push for 

the cultivation of ISC in SMEs environment as it is done in other countries [26]. 

5 Conclusion  

The findings of this exploratory study show an unfavorable status of the ISC of the 

participating SMEs in Tanzania. The results and implications of these findings suggest 

further research and intervention is necessary to institutionalize ISC in the SME envi-

ronment. This study proposes the development of frameworks for the institutionaliza-

tion of ISC of the SME in SSA environment using design science research. We also 

call for the national level ISC initiatives to motivate SMEs to nurture ISC. Furthermore, 

there is a need for theoretical based national level SETA-programs interventions to 

SMEs owners, managers, and employees. The main limitation of this study was the 

small sample size on a quantitative part of the study; future research may benefit from 



11 

a larger sample size by including SMEs from other regions of SSA for a cross-country 

comparison to identify country-specific factors. 
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