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Abstract. Ransomware has emerged as one of the biggest security threats to or-

ganizations and individuals alike. As technical solutions are developed the crea-

tors of ransomware are also improving the sophistication of such attacks. A 

combination of technical and behavioral measures is required to deal with this 

problem. This study investigates computer users’ motivation to adopt security 

measures against ransomware, using protection motivation theory (PMT) as a 

theoretical foundation. We conducted empirical research, using a survey meth-

odology, collecting data from 118 respondents. Using partial least squares 

structural equation modelling our analysis provides support for several factors 

influencing protection motivation in this context. These include perceived threat 

severity and perceived threat vulnerability, mediated by fear. Self-efficacy is 

shown as a significant coping factor. Maladaptive rewards and response costs 

both have a significant negative influence on protection motivation. The results 

provide support for the use of fear appeals and PMT to influence protection mo-

tivation in the context of ransomware threats.  

Keywords: Ransomware, Malware, Cybersecurity, Protection Motivation The-

ory, Fear Appeal. 

1 Introduction 

Data is one of the most valuable assets in any organization. Ensuring the availability 

of data is a main objective of information security [1]. There are numerous threats to 

the availability of data, but one of the fastest growing in recent years is ransomware. 

Ransomware is a type of malware which makes data inaccessible until the victim pays 

a ransom to the attacker [2]. 

Ransomware has impacted organizations worldwide and across industries. Since 

2014 there has been significant growth in the number of reported attacks [2]. There 

have been several high-profile attacks, including major incidents in the healthcare 

industry [3]. Attacks have also targeted users and their personal data, increasingly 

through mobile devices [4, 5]. Considering the bring your own device (BYOD) trend 

this presents another attack vector for organizations to manage. While detection and 

recovery tools have improved, there are indications that ransomware attacks are be-

coming more sophisticated and will continue to be a threat to organizations and indi-

viduals [5, 6]. 

mailto:jacques.ophoff@uct.ac.za


2 

Mitigating ransomware is as much a behavioral as a technical problem. From a be-

havioral information security perspective the focus is on users and their performance 

of important security measures [7, 8]. Several measures are advised in response to the 

increasing number of ransomware attacks, such as backing up critical data and not 

opening suspicious (phishing) email links or files. However, there is evidence that 

technically unsophisticated users do not implement such measures [4]. 

In this paper we investigate computer users’ motivation to adopt security measures 

against ransomware from a behavioral information security perspective. We use the 

term computer user broadly to include both employees using organizational systems 

as well as individual users of personal devices. We address the following research 

question: Which factors influence user motivation to adopt security measures against 

ransomware attacks? To answer this question, both theoretically and empirically, we 

base our research on protection motivation theory (PMT). We use PMT because of its 

ability to explain voluntary security-related actions, for instance the adoption of anti-

spyware [9] and backing up data [10]. 

The remainder of this paper is organized as follows. First, the conceptual and theo-

retical background will be presented. This includes our research hypotheses and con-

ceptual model. Next, we discuss the research methodology that was used. This is fol-

lowed by data analysis and a discussion of the results. Lastly, the conclusion summa-

rizes the research contributions. 

2 Background 

In the following subsections we first provide some context around ransomware and 

end-users’ behavioral security issues. Then we discuss PMT as theoretical foundation 

for the study. This is followed by the hypotheses for the study. 

2.1 Ransomware 

Ransomware is a type of malware that threatens the availability of data, with the in-

tention of gaining a financial reward. To gain access to a system social engineering 

tactics are frequently used to exploit a potential victim [11]. Once ransomware is 

installed on a system it encrypts data files and demands payment in return for a de-

cryption key [5]. The typical method of ransom payment is in a digital currency, such 

as Bitcoin, as it provides anonymity and can be used globally [12]. This also means 

that there is no guarantee of receiving a valid decryption key even if the ransom pay-

ment is made. 

Ransomware can have a severe impact on organizations, potentially halting all op-

erations. This often damages the organizations reputation, leading to further financial 

losses [5]. Small and under resourced organizations are prone to being targeted, espe-

cially if it is known that they are willing to pay the ransom [13]. Although there are 

technical measures to mitigate ransomware, such as anti-malware software, these are 

often temporary as ransomware is continuously evolving [4]. Due to the lack of a 
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permanent technical solution to ransomware, only awareness and protective behaviors 

of users can help to reduce the impact of ransomware attacks [8].  

The central idea behind ransomware is to leverage the victim’s fear of data loss. 

The current problem is that users do not necessarily put in effort and time to secure 

their information assets [14]. Conceivably users are not aware of how vulnerable they 

are or how severe ransomware can be. From a protection motivation perspective, 

manipulating individuals’ fear has been shown to lead to change in behavioral inten-

tions [9]. In this regard the intention is to get users to adopt security measures when 

interacting with their information assets, to avoid falling victim to ransomware at-

tacks. This notion of using fear to modify security behavior is one of the main re-

search areas in behavioral information security and forms the foundation of PMT. 

2.2 Protection Motivation Theory 

PMT was developed by Rogers [15] with the objective of promoting healthy behav-

iors. It is applicable to any threat-related study for which there is a practical recom-

mended action that can be carried out. The theory conceptualized that persuasive 

communication, using a fear appeal, initiates a cognitive appraisal process involving 

the threat and a coping response [15].  

The threat-appraisal process is triggered by a fear appeal message which may, or 

may not, induce fear. Threat-appraisal consists of the perceived threat vulnerability 

and perceived threat severity constructs [10, 15]. PMT suggests that fear could be 

predicted as it is an emotion in response to a threat. Fear as a stimulus can influence 

an individual’s intention to take recommended protective actions. 

The coping-appraisal evaluates the belief that a recommended response can prevent 

the threat [15]. Coping-appraisal consists of the response efficacy, self-efficacy, and 

response costs constructs [10]. A user will engage in protection motivation if response 

efficacy and self-efficacy outweigh the response costs. 

In behavioral information security research PMT has been used and extended [e.g. 

16] to motivate employees and individuals to adopt security measures. Boss et al. [10] 

identifies two versions of PMT: the core model in its fundamental form and the full 

model (nomology). The core model consists of perceived threat severity, perceived 

threat vulnerability, response efficacy, self-efficacy, response costs, and protection 

motivation. This model is partially supported by a number of information security 

studies [e.g. 17, 18], but contains little or no emphasis on fear appeal manipulations. 

The full model includes fear, as a partial mediator between perceived threat severity, 

perceived threat vulnerability and protection motivation, as well as maladaptive re-

wards. The full model was used in this study. 

2.3 Hypotheses Development and Conceptual Model 

The threat of ransomware is used in combination with PMT in this study. Protection 

motivation includes the intention to adopt security measures aimed at mitigating data 

loss caused by ransomware. Measures could include backing up data, changing de-

fault passwords, updating the operating system and software applications, using an 
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anti-virus tool to scan the device for malware, setting user access controls, using a 

firewall, and using popup blockers in web browsers [14]. This study will consider two 

of these measures: using anti-malware software and backing up data. 

 

Threat-appraisal. In the full PMT model the threat-appraisal process consists of 

perceived threat severity, perceived threat vulnerability, and maladaptive rewards. 

Perceived threat severity refers to the degree of the consequences if the threat causes 

harm [19]. In the ransomware context the loss of data can lead to severe organization-

al consequences, such as halting of business operations and reputational damage. 

Perceived threat vulnerability refers to users’ judgment of the probability of being 

exposed to the threat [19]. In our research context this refers to users’ assessment of 

the probability of their devices being exposed to ransomware. We hypothesize that: 

 

H1a: An increase in perceived severity of ransomware threats increases protection 

motivation. 

H1b: An increase in perceived vulnerability to ransomware threats increases pro-

tection motivation. 

 

Fear is a negative emotion that can be triggered if the perceived threat is relative to 

the individual [20]. A ransomware fear appeal is a stimulus designed to trigger the 

threat-appraisal and coping-appraisal processes [19]. This could be achieved by in-

forming users of the consequences of ransomware and appropriate security measures. 

Fear influences both protection motivation and acts as a mediator between the threat 

and protection motivation [10].  With respect to fear we hypothesize that: 

 

H2a: An increase in perceived severity of ransomware threats increases perceived 

fear. 

H2b: An increase in perceived vulnerability to ransomware threats increases per-

ceived fear. 

H3: An increase in fear increases protection motivation. 

 

Maladaptive rewards can influence the threat appraisal process depending on the 

user’s assessment of the reward if the recommended action is ignored. The user may 

opt for the maladaptive reward if it holds more weight than the perceived threat [10]. 

An example is when a user chooses to install software from an unknown source, even 

though it may contain hidden ransomware. Therefore, we hypothesize: 

 

H4: An increase in maladaptive rewards decreases protection motivation. 

 

Coping-appraisal. The coping-appraisal process consist of the response efficacy, 

self-efficacy, and response costs. Response efficacy is the confidence users have in 

the effectiveness of the recommendation provided in the fear appeal. Self-efficacy is 

the confidence or belief of users that they can perform the recommendation. Response 

costs are the expenses users experience to implement the recommendation, such as 

time and effort [10]. Belief in the effectiveness of security recommendations and the 

user’s ability to perform them is required for a positive appraisal [19]. In the context 
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of preventative measures against ransomware, if users believe that making regular 

backups of their data and using anti-malware software will be useful to minimize the 

severity of ransomware, there will be a greater chance of protection motivation. We 

hypothesize that: 

 

H5a: An increase in response efficacy increases protection motivation. 

H5b: An increase in self-efficacy increases protection motivation. 

H5c: An increase in response costs decreases protection motivation. 

 

Based on the above discussion, Fig. 1 presents our conceptual research model. 

Based on the constructs from PMT the model predicts several factors which influence 

users’ protection motivation in the context of ransomware. 

 

Fig. 1. Conceptual model (based on Boss et al. [10]). 
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3 Methodology 

We evaluated our conceptual model empirically, using a cross-sectional survey. Data 

was collected from a random sample of staff and students at a large research universi-

ty. The university was deemed an appropriate organization as it had faced regular 

ransomware attacks, targeting both staff and students. 

We developed a fear appeal for the survey, which is shown in Fig. 2. The fear ap-

peal is a combination of ransomware communications (previously sent by the univer-

sity) and a typical ransom message (usually seen after a successful attack has encrypt-

ed data). Information about the threat was conveyed by both parts, while recommend-

ed actions were contained in the (university) communication. 

 

Fig. 2. Fear appeal with recommended actions. 

Respondents were asked to study the fear appeal before proceeding with the sur-

vey. The fear appeal was followed by questions related to each of the model con-

structs. To ensure research validity and reliability the item wording was based on 

Boss et al. [10]. The constructs and related measurement items are shown in Table 1. 

Each item was measured using a 7-point Likert scale. The survey concluded with 

several demographic and device usage questions. 

Table 1. Study measurement items. 

Construct Code Items (R = reverse coded) 

Perceived 

threat sever-

ity (PTS) 

PTS1 If I were to lose data from my hard drive, I would suffer a lot of pain. 

PTS2 Losing data would be unlikely to cause me major problems. (R) 

PTS3 If my computer were infected by ransomware, it would be severe. 

Perceived PTV1 I am unlikely to lose data in the future. (R) 
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threat vul-

nerability 

(PTV) 

PTV2 My chances of losing data in the future are less likely. (R) 

PTV3 It is likely that my computer will become infected with ransomware. 

Maladaptive 

rewards 

(MR) 

MR1 Not using an anti-malware application saves me time. 

MR2 Not using an anti-malware application saves me money. 

MR3 Not using an anti-malware application keeps me from being confused. 

Fear (F) F1 I am afraid of ransomware. 

F2 My computer might be seriously infected with ransomware. 

F3 My computer might become unusable due to ransomware. 

F4 I am frightened about the prospect of losing data from my computing 

device. 

F5 I am worried about the prospect of losing data from my computing 

device. 

Response 

efficacy 

(RE) 

RE1 Backing up my hard drive is a good way to reduce the risk of losing 

data. 

RE2 If I were to back up my data at least once a week, I would lessen my 

chances of data loss. 

RE3 When using anti-malware software, a computers data is more likely to 

be protected. 

Self-

efficacy 

(SE) 

SE1 Anti-malware software is easy to use. 

SE2 Anti-malware software is convenient to use. 

SE3 I am able to use anti-malware software without much effort. 

Response 

costs (RC) 

RC1 The benefits of backing up my hard drive at least once a week out-

weigh the costs. (R) 

RC2 I would be discouraged from backing up my data during the next week 

because it would take too much time. 

RC3 Taking the time to back up my data during the next week would cause 

me too many problems. 

Protection 

motivation 

(PM) 

 

PM1 I intend to back up my hard drive during the next week. 

PM2 I do not wish to back up my data during the next week. (R) 

PM3 I intend to use anti-malware software in the next three months. 

PM4 I predict I will use anti-malware software in the next three months 

PM5 I plan to use anti-malware software in the next three months. 

 

The survey was implemented online using the Qualtrics platform.1 A pilot study 

was conducted to pretest the survey fear appeal, item wording, and flow. After minor 

modifications a survey link was distributed via email. 

4 Data Analysis and Results 

A total of 234 responses were collected. From these 94 incomplete responses were 

removed. A further 22 responses were removed due to not answering a control ques-

tion correctly, leaving a final dataset of 118 responses for analysis. There were many 

responses in which no questions were answered, which could be due to a reluctance to 

read the fear appeal and no incentives being offered. 

                                                           
1  https://www.qualtrics.com/ 
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The demographic data indicates a younger (59 percent aged below 25) and slightly 

more female (52 percent) sample. Most of the respondents were regular users of com-

puting devices. A summary of the demographic data is provided in Table 2. 

Table 2. Demographic data 

Demographic Items Count Percentage 

Gender Male 55 47% 

Female 62 52% 

Prefer not to answer 1 1% 

Age Under 18 years 0 - 

18-24 years old 70 59% 

25-34 years old 27 23% 

35-44 years old 13 11% 

45-54 years old 6 5% 

55-64 years old 2 2% 

65 years or older 0 - 

Primary role I am an undergrad student   65 55% 

I am a post-grad student   33 28% 

I am an academic staff member   2 2% 

I am an admin staff member (Non-IT)   7 6% 

I am an IT staff member   11 9% 

Primary device Smartphone / Mobile phone   22 19% 

Tablet   2 2% 

Personal Computer   16 14% 

Laptop   78 66% 

Device experience Less than 1 year   5 4% 

1-2 years   11 9% 

3-5 years   12 10% 

6-10 years   28 24% 

More than 10 years   62 53% 

Device use Less than 1 hour a day   0 - 

1-2 hours a day   6 5% 

3-5 hours a day   35 30% 

More than 5 hours a day   77 65% 

 

Data analysis was performed using partial least squares structural equation model-

ling (PLS-SEM). PLS-SEM focuses on explaining the variance in dependent variables 

[21]. The approach is suitable for validating predictive models and can be used with 

small sample sizes [22]. The tool used for analysis was SmartPLS [23]. In analyzing 

our data we followed the recommended multi-stage process [22], which starts with 

estimating the path model and assessing the reflective measurement model. 

4.1 Analysis of the Measurement Model 

A model is said to be reflective if the indicators are highly correlated and inter-

changeable [21]. Due to the high correlations their reliability and validity should be 

thoroughly examined. The first criterion to be evaluated is internal consistency relia-
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bility (CR). In this regard we examined composite reliability, with all constructs 

above the recommended threshold (0.70). Next we examined convergent validity, 

during which three indicators with weak outer loadings (F2 and F3 <0.40; RE2 <0.70) 

were removed. The remaining indicators’ loadings were acceptable. The average vari-

ance extracted (AVE) for all constructs were above the recommended threshold 

(0.50). Finally, discriminant validity was assessed using the Fornell-Larcker criterion. 

This showed that all constructs were within acceptable ranges. The above results are 

summarized in Table 3. All model evaluation criteria were met, providing support for 

the measures’ reliability and validity. 

Table 3. Reliability and validity assessment results. 

 Fornell-Larcker Correlations 

Cons. CR AVE F MR PTS PTV PM RC RE SE 

F 0.896 0.742 0.861        

MR 0.818 0.601 -0.065 0.775       

PTS 0.808 0.585 0.666 -0.139 0.765      

PTV 0.85 0.658 0.338 0.087 0.218 0.811     

PM 0.89 0.627 0.29 -0.599 0.234 -0.036 0.792    

RC 0.849 0.652 -0.096 0.235 -0.045 -0.014 -0.482 0.808   

RE 0.759 0.615 0.201 -0.28 0.198 -0.144 0.415 -0.152 0.784  

SE 0.877 0.705 0.103 -0.581 0.052 -0.226 0.582 -0.293 0.418 0.839 

4.2 Analysis of the Structural Model 

The structural model was tested to estimate the path coefficients, which calculates the 

strength of the relationships between constructs. The coefficients of determination 

(R2) values indicate that the model explains approximately 48 percent of the variance 

for fear, and 59 percent for protection motivation. Compared to previous information 

security studies using PMT, the values show a medium to high effect size [10]. In 

addition, the f2 effect size showed a medium effect of maladaptive rewards (0.195) 

and response costs (0.196) on protection motivation, as well as a large effect of per-

ceived threat severity on fear (0.711). 

Bootstrapping with 5,000 samples [21] was used to test the significance of the 

structural paths (hypotheses). The results indicate that only H1a, H1b, and H5a are 

not significant. The PLS path modelling estimation, including path coefficients and p-

values, is shown in Fig. 3. The results of hypothesis testing are summarized in Table 

4. 
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Fig. 3. Structural model analysis. 

Table 4. Overview of findings. 

Hypothesis Path Coefficient T Value P Value Supported? 

H1a: PTS => PM 0.012 0.165 p > 0.1 Not supported 

H1b: PTV => PM -0.006 0.082 p > 0.1 Not supported 

H2a: PTS => F 0.622 9.663 p < 0.001*** Supported 

H2b: PTV => F 0.202 2.813 p < 0.01** Supported 

H3: F => PM 0.182 2.353 p < 0.05* Supported 

H4: MR => PM -0.354 3.535 p < 0.001*** Supported 

H5a: RE => PM 0.144 1.557 p > 0.1 Not supported 

H5b: SE => PM 0.209 2.33 p < 0.05* Supported 

H5c: RC => PM -0.298 3.089 p < 0.01** Supported 
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4.3 Discussion 

The results show strong support for the application of PMT in the context of a ran-

somware threat. The perceived threat severity and vulnerability seems to have no 

direct influence on protection motivation, but does strongly influence fear as an emo-

tional response. From our results there is evidence that fear acts as a mediator be-

tween the threat and protection motivation [10]. H2a and H2b explain that a user’s 

perception of fear of a threat must be high to motivate the user to perform a recom-

mended behavior as provided in the fear appeal message. The findings demonstrate 

that that fear is an independent and dependent multi-dimensional construct [7] which 

is affected significantly by perceived threat severity and perceived threat vulnerabil-

ity. 

It is interesting to note the significant influence of maladaptive rewards and re-

sponse costs on protection motivation. This indicates that there are significant barriers 

to overcome to influence users. We investigated this further using multigroup analysis 

[21], looking at the influence of the users primary device. When comparing 

smartphones and laptops there is a significant difference (p < 0.05) in the effect of 

maladaptive rewards (for smartphones) and perceived threat severity, where the per-

ception of a threat is less on smartphones. 

In terms of coping-appraisal response efficacy was not significant, which could indi-

cate that respondents did not fully understand the recommendations. Due to the cop-

ing responses being backing up data and using anti-malware software, a user’s per-

ception could be negatively impacted as there have been recent reports on ransom-

ware attacks [5].  

A fear appeal with recommended behaviors to protect oneself from ransomware 

was introduced to influence users towards protection motivation. The fear appeal may 

have induced fear which trigged the processes in PMT. However, the fear appeal mes-

sage could have been ignored by the user. Respondents’ answers would then be based 

on their personal experiences with similar threats and their means of dealing with 

those threats. 

Protection motivation is a dependent variable which is significantly affected by 

fear as well as some of the other constructs, as seen in the analysis section. In this 

study perceived threat severity, perceived threat vulnerability, and response efficacy 

did not play a significant role in influencing protection motivation. 

5 Conclusion 

This study examined the threat of ransomware, analyzing the factors that could influ-

ence protection motivation in users. This is motivated by the fact that the mitigation 

of ransomware requires both technical solutions as well as behavioral changes. The 

study used PMT as a theoretical basis. Based on our empirical results it was shown 

that PMT is a good foundation in this context. 

Several factors were shown to significantly influence user motivation to adopt se-

curity measures against ransomware attacks. These include perceived threat severity 

and perceived threat vulnerability, mediated by fear, as part of the threat-appraisal 
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process. Self-efficacy was shown as a significant factor in the coping-appraisal pro-

cess. Maladaptive rewards and response costs both had a significant negative influ-

ence on protection motivation. 

This study has several limitations which present promising directions for future re-

search. It could be argued that the research sample was limited and too homogenous, 

consisting only of university staff and students. However, within university environ-

ments ransomware threats have been a problem and thus it is argued as a valid organi-

zational context. Future research could expand the study using a larger and more het-

erogenous sample. 

We created a custom fear appeal, but did not extensively test differences in the de-

sign of this message. Future research could examine this aspect of PMT in more de-

tail, potentially using an experiment to test differences in fear appeal designs. A theo-

retical basis for the design which ties in with PMT would add credibility and extend 

existing behavioral information security research. 

In literature numerous recommended actions are given to mitigate ransomware. We 

only focused on two such recommendation, the use of anti-malware software and 

backing up data. Future studies could expand this with questions related to phishing 

emails, installing operating system and software updates, etc. In this way protection 

motivation can be formalized as a formative construct. 
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