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Abstract—The use of interconnected information and 

communication systems has broadened computer users’ 

vulnerability to cyber-attacks. However, effective information 

security measures are dependent on users’ willingness to apply 

available security technologies. Automation of security measures 

are often recommended, but not all security challenges can be 

solved in this way. In addition, users often bypass such measures 

through insecure behaviors. The purpose of this paper is to 

provide a systematic review of academic literature, analyzing 

existing research on information security behavior. The findings 

are synthesized to produce a theory-based perspective, indicating 

the dominant theoretical approaches used to date. It is found that 

limited research attention has been given to information security 

behavior in the home context. Our findings motivate for further 

research into information security beyond technical issues and 

the organizational context. 
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I.  INTRODUCTION 

The use of computing and mobile devices has become an 
integral part of our everyday life. In addition to organizational 
use, a US census bureau report reveals that the majority of 
modern households now have a computer at home [10]. A 
report from computer crime and security survey identified 
malware injection, phishing, computer thefts, and bot-attacks 
as common cyber-attack methods adopted to obtain sensitive 
information and subsequently cause damage to organizations 
[55]. Similarly, a PwC cyber security survey reported that 90 
percent of large organizations and 74 percent of small 
businesses had a security breach in 2015, while 59 percent 
believe that security incidents will increase in 2016. Further, 75 
percent of large organizational, and 31 percent of small 
business, breaches were said to be caused by employees (i.e. 
the human factor), while 69 percent of large organizations and 
38 percent of small businesses have been attacked by 
unauthorized outsiders [39]. The increase in cyber-attacks has 
resulted in worldwide financial losses of hundreds to billions of 
dollars on an annual basis [7; 39]. 

Increased adoption of modern ICT trends such as cloud 
computing, bring your own device (BYOD), access to high-
speed internet, and mobile computing have increased access to 
confidential organizational information. Organizations are 
aware of the vulnerability posed by the use of these 
technologies, hence the adoption of varying security measures 

such as administrative, technical, and physical controls to 
prevent risks [10; 34]. However, the ultimate success of 
implemented security measures is dependent on the 
information security behavior of computer users and actual 
adoption and use of security measures [2; 8; 43].  

Analysis of employee behavior according to an information 
security threat taxonomy identified security non-compliance to 
include passive violation non-compliance, non-volitional non-
compliance, and volitional (malicious) non-compliance [52]. 
These states show employee attitude to organizational 
information security. Many computer users do not use and 
adopt information security measures even when they are 
available and accessible [55; 56]. The provision of technical 
controls becomes ineffective if users don’t use them, hence the 
need for cognitive measures to keep the employee motivated 
towards information security. Recent research in information 
security has also adopted a physiological cognitive approach to 
find ways to motivate computer users to comply with 
organizational policies and adopt effective information security 
behavior [31].  

Existing research has primarily focused on employee 
behavior in the organizational context, with limited focus on 
computer users at home. The purpose of this paper is to analyze 
existing literature on information security behavior in the 
organizational and home context. This focus includes ways to 
cognitively motivate information security behavior. The 
research question is: what research and theories have been 
adopted to evaluate information security behavior in the 
organization and home context? The paper proceeds with a 
review of background information to define key concepts. It 
then describes the research methodology. An analysis and 
discussion of the results follow, after which the paper is 
concluded. 

II. BACKGROUND 

Information security encompasses measures to protect 
organizational information systems used for storing and 
transmitting information [30]. Confidentiality, integrity, and 
availability are important features of organizational 
information [39]. Different types of security technologies and 
measures exist, which usually depend on computer users for 
application [24]. Therefore, cognitive approaches to motivate 
users to implement information security in the organizational 
and home context are frequently adopted.  



The growing trends of remote ICT means that computer 
users can remotely access confidential information with 
personal devices that are not owned and managed by their 
organization. Remotely accessing organizational information 
has increased the attacking opportunity and reduces the 
efficacy of organizational security measures if the employee 
does not adopt needed information security measures [29; 37]. 
On the other hand, a cyber-attack “is an attack targeted via the 
cyberspace, aimed at an organization using the cyberspace by 
disrupting, destroying, disabling, or maliciously taking control 
of organization computing infrastructure” [17]. 

Therefore, there is a need for computer users to consistently 
practice good information security behavior. Such behavior can 
be defined as “applying recommended practices that would 
facilitate the achievement of information confidentiality, 
integrity and availability of computer systems resources” [33]. 
This paper discusses information security behavior in the 
organizational and home context as defined above. Computer 
users do practice some security measures and ignore others, 
abuse organizational information resources unintentionally or 
by reasoned action [6; 15]. Studying human behavior is vast 
and complex, hence understanding computer users’ intention to 
practice computer security could aid in keeping users 
motivated. 

A. The relationship between information security in the 

organizational and home context 

 Organizational computer applications and information can 
be accessed remotely over the internet, using personal 
computers and mobile devices at home, public hubs, cafes, etc. 
The use of a computer can be classified into work and non-
work based on the purpose of use. Further classification is 
based on context/place where the computer is used which could 
be at home or the workplace. Thus a classification of four 
contexts exist: work at home, work at workplace, non-work at 
home, and non-work at workplace [28]. The summary below 
from [28] describes the features and contextual factors which 
influence user behavior between the contexts. 

1) Information security awareness training is formal 
training aimed at making computer users conscious of 
information security. In a home context this could 
involve self-learning/self-experience, thus practicing 
computer security is voluntary. However, training in the 
work context is usually a norm which motivates 
information security behavior. 

2) Information security policy is management guidelines 
for the regulation of information, systems, and use of 
resources. The policy may not apply to the home 
context as there is no sanction and monitoring to 
enforce practicing information security. However, 
policy is available in the work context, with sanction 
and monitoring to ensure compliance and employee 
motivation to practice information security.  

3) Sanctioning/monitoring imply punishment for non-
compliance which is implemented to motivate 
practicing computer security. This may not be 
applicable in the home context, which depends on users 
to voluntarily practice required security behaviors. On 

the other hand, sanctioning/monitoring are applicable in 
the work context to keep employees motivated to 
comply with information security policies. 

4) Information technology support is technical assistance 
provided by professionals. Usually this is not available 
at home where the user tends to be the first to attend to 
IT issues/problems encountered. However, IT support is 
accessible to the employee if the organization can 
afford to invest in hiring professionals. 

5) Perceived fear (fear appraisal) is an assessment of 
computer information security risk by the user. The user 
determines risk in home context and whether security 
measures are needed. In the work context the employee 
has IT support to evaluate and do a risk assessment as 
well as enforce security measures to manage 
vulnerability. 

6) Safety climate (social effects) is the social environment 
(people around) influencing computer users’ intention 
to practice computer security measures. If people in the 
home context don’t see information security as 
important the user may get demotivated. Organizational 
security culture and colleagues influence employees’ 
intention to practice computer security in the work 
context (safety climate) [6]. 

7) Sharing of computer/resources involves sharing 
electronic computing devices and resources, e.g. a 
computer and printer. This is usual in the home context 
where someone might be sharing home computing 
devices with others. However, it is seldom done at 
work, with access control usually in place to 
differentiate each user. 

8) Network security is hardware and software measures to 
prevent security intrusion and provide security 
measures. The user decides the need to adopt and invest 
in security measures in the home context. However, IT 
support enforces security measures, such as the use of 
antivirus and firewalls, in organizational context. 

B. Why automation of information security measures is not 

sufficient 

Individual computer users are the weakest link in 
information security [2; 28; 33]. Automation and mandatory 
security measures are recommended. These include the use of 
periodic prompts to change passwords, automatic updates of 
antivirus, operating system, etc. However, in practice 
automation may be inefficient as a result of financial, 
situational, cultural, and technological limitations [55]. 

For instance, the use of automation to change passwords, 
updating software provide access controls, and protection of 
confidential organizational information which are common 
situational and cultural processes. From [34] an employee 
interviewed said “I disable my automatic virus scanning 
because it slows down my systems”. Thus, automation may 
still be dependent on user behavior. There are instances where 
users have to be responsible for the safety of organizational 
information and automation may not be applicable, such as 
during social engineering and phishing attacks [55]. 



Not all organizations have the resources and manpower to 
automate security measures, requiring employees’ discretional 
judgment to adopt necessary security measures [36]. As a result 
of an increasing need to work beyond the organizational 
perimeter, employee personal systems may require 
reconfiguration to access the internet and hence organizations 
may be limited in creating an automated static solution for all 
security bridges [55]. 

Finally, modern trends in ICT allow employees access to 
organizational files and resources from home. Monitoring of 
employee information security compliance may be limited to 
the organizational context [41]. If the employee deactivates 
automated security measures, when remotely accessing 
information, organizational security experts may have no 
knowledge about this. Therefore, adopting complete 
automation of security measures may be difficult and the user’s 
behavior towards information security is essential [3].  

III. RESEARCH METHODOLOGY 

To realize the purpose of this paper a systematic literature 
review method [18; 19] was adopted. This involved identifying 
and evaluating empirical research in information security 
behavior and interpreting research areas related to the topic. 
Google Scholar OpenURL-compatible link resolver, which 
aids subscribed university libraries to access quality literature 
from top-ranked peer-reviewed journals and conferences, was 
used as the search engine to access top ranked research 
databases. 

A keyword search, such as empirical research in 
information security behavior (also behaviour), information 
security behavior, etc. was performed. The research analysis 
was aimed at behavioral and empirically based publications. To 
ensure minimal ommision, a forward review of cited articles 
and backward review of reference article was done. Over 70 
publications were reviewed, with 36 meeting the review 
criteria (theory-based and context requirement).  Table I is a 
summary of the database from which processed publications 
were obtained, showing the totals in brackets. 

TABLE I.  SUMMERY OF LITERATURE SOURCES 

Source Type 

• AIS Electronic Library (9) 

• ScienceDirect (7) 

• ACM Portal (7) 

• Springer (5) 

• Emerald Insight (4) 

• ResearchGate (4) 

• Journal (29) 

• Conference (7) 

 

 

IV. ANALYSIS 

Employee information security behavior in the 
organizational context is influenced by the organization’s 
information security policy, sanction for non-compliance and 
rewards [7; 10; 54; 23; 64]. However, these factors are not 
applicable for users (employees) in the home context as 
monitoring is not visible, which may explain the reason for the 
change in information security behavior between the contexts 

[3]. Employees act based on belief and perception of security 
challenges when not being monitored in the organizational 
context. 

Conceptual research in the organizational context argued 
the importance of security culture by ensuring a stable 
psychological relationship between the employee and the 
organization [33]. Computer users are influenced by how 
closely they feel attached to entities around them. Also 
occurring in literature is the importance of cyber threat 
awareness, which explains the need for users to adopt measures 
to prevent being vulnerable to attacks [18]. Therefore, there is a 
need to explore ways to cognitively motivate computer users to 
adopt information security behavior and improve information 
security awareness programs. With this in mind, it is important 
to evaluate findings on information security behavior in 
previous research. Table II and III presents an overview of the 
reviewed publications. 

A. Context and methodologies 

The evaluation of information security behavior shows 67 
percent (24 publications) of research focused on employee 
information security behavior in the organization context while 
31 percent (11 publications) focused on the home context. Only 
3 percent (1 publication) of research focused on information 
security behavior of smartphone users, which could be 
applicable in both contexts. 

A review of the research methodologies commonly adopted 
shows a mixture of different approaches. The use of surveys 
(quantitative approach) is most common (28 publications) 
which focuses on better understanding and explanation of the 
research domain. Other approaches include experiments (2 
publications), literature reviews (2 publications), action 
research (1 publication), interviews (1 publication), or a 
combination of survey and experiment (2 publications).  The 
dominance of survey methodologies is noteworthy. 

B. Adopted theories 

Theories from different domains are adopted by 
researchers. A combination of multiple theories may be the 
reason for observed inconsistencies in results, as constructs 
have little influence in some instances. Commonly adopted 
root theories include the theory of planned behavior (TPB), 
protection motivation theory (PMT), and deterrence theory 
(DT). TPB with theory of reasoned action (TRA) accounted for 
more than 30 percent of research models where it was adopted 
as the main theory or incorporated with other theories. Up to 40 
percent of studies adopted PMT solely or in combination with 
other theories. Finally, DT accounted for over 8 percent as sole 
theory or combined with other theories. 

TPB in the context of information security behavior 
explains an individual’s intention to adopt security measures. 
Intention is dependent on behavioral beliefs which define an 
individual’s attitude towards information security behavior. In 
addition, the normative beliefs of people around an individual 
defines the individual’s subjective norms of what is expected. 
Lastly control beliefs influence an individual’s perceived 
behavioral control over information security behavior [1; 7].



TABLE II.  REVIEW OF INFORMATION SECURITY BEHAVIOR IN THE ORGANIZATION CONTEXT 

Author(s) Focus Theory Method 

• Topa & Karda (2015) 

• Sommestad et al. (2015) 

• Sommestad (2015) 

• Srisawang et al. (2015) 

• Siponen et al.  (2014) 

• Chu et al. (2014) 

• Ifinedo (2012) 

• Dinev et al. (2011) 

• Siponen & Vance (2010) 

• Johnston & Warkentin (2010) 

• Benbasat et al. (2010) 

• Li et al. (2010) 

• Puhakainen & Siponen (2010) 

• D’Arcy et al. (2009) 

• Boss et al. (2009) 

• Herath & Rao (2009) 

• Lee & Larsen (2009) 

• Myyry et al. (2009) 

• Workman et al. (2008) 

• LaRose et al. (2008) 

• Pahnila et al. (2007) 

• Leach (2003) 

• Weirich & Sasse (2001) 

• Straub (1990) 

• Information security 

policy compliance (13) 

• Abuse/misuse of 

organizational 

resources (3) 

• Intention to protect self 

from computer crime 

(2) 

• Intention to adopt 

computer security 

measures (2) 

• Intention to adopt anti-

malware software (1) 

• Improving user 

security behavior (1) 

• Persuade users to 

employ proper 

password practice (1) 

 

 

• Conceptual model (3) 

• Theory of planned behavior + Protection motivation theory (3) 

• Protection motivation theory (2) 

• Deterrence theory (2) 

• Rational choice theory (2) 

• Theory of planned behavior + Rational choice behavior (1) 

• Theory of planned behavior (1) 

• Theory of planned behavior + Deterrence theory + Protection 

motivation theory (1) 

• Protection motivating theory + Theory of reasoned action + 

Cogitative evaluation theory (1) 

• Protection motivation theory + Social cognitive theory + Threat 

control model (1) 

• Protection motivating theory + Fear appeal theory (1) 

• Protection motivation theory + Theory of reasoned action + 

Information systems success + Triandis’ behavioral framework and 

rewards (1) 

• Protection motivation theory + Elaboration likelihood model 

(involvement) + Social cognitive theory (self-regulation) (1) 

• Deterrence theory + Naturalization theory (1) 

• Universal constructive instructional theory + Elaboration 

likelihood model (1) 

• Control theory (1) 

• Theory of cognitive moral development + Theory of motivational 

types of values (1) 

 

• Survey (18) 

• Experiment (2)  

• Literature review (2) 

• Action research (1) 

• Interview (1) 

TABLE III.  REVIEW OF INFORMATION SECURITY BEHAVIOR IN THE HOME CONTEXT 

Author(s) Focus Theory Method 

• Komatsu et al. (2013) 

• Lee & Lee (2012) 

• Anderson & Agarwal (2010) 

• Liang & Xue (2010) 

• Wang (2010) 

• Lee & Kozar (2008) 

• Hazari et al. (2008) 

• Furnell et al. (2007) 

• Rhee et al. (2005) 

• Ng & Rahim (2005) 

• Woon et al. (2005) 

 

• Motivate home users to adopt information 

security measures (3) 

• Intention to keep personal computer and the 

internet safe and how marketing message could 

have an effect on information security behavior 

(1) 

• Intention to maintain information security (3) 

• Perception of computer users towards 

information security (1) 

• Optimistic bias and illusion of control on 

information security (1) 

• Intention of users to protect wireless network (1)  

• Impact of information security failure on 

customer behavior (1) 

• Conceptual model (2) 

• Theory of planned behavior (2) 

• Protection motivation theory (2) 

• Protection motivation theory + 

Elaboration likelihood model (1) 

• Protection motivation theory + Theory 

of planned behavior (1) 

• Theory of planned behavior + 

Innovation diffusion theory + IT ethics 

morality (1) 

• Model of technology acceptance (1) 

• Social comparison theory + Optimistic 

bias (1) 

• Survey (9) 

• Survey + experiment 

(2) 

 

 

• Das & Khan (2016) • Smartphone users information security behavior 

(1) 

• Conceptual model (alternate threat base 

model) (1) 

• Survey (1) 

 

PMT in the context of information security behavior 
evaluates users’ attitude towards information (a fear appeal) 
which is formed by an individual’s perceived threat appraisal 
and perceived coping appraisal. Thus an individual who has 
knowledge about potential security risks forms the attitude 
based on perceived threat and ability to cope with the threat 
[23]. 

DT is based on rational decision-making [7]. It is adopted 
to discourage abuse of organizational resources. DT states that 
perceived severity of sanctions and perceived certainty of 
sanctions/punishment influences users’ intention to comply 
with organizational security policies and demotivates abuse of 
organizational resources [8]. If the probability of being caught 

is high, and the certainty of sanction is high, the probability 
that people will be motivated to commit a crime is low [41]. 

C. Findings 

The review focused on the information security behavior of 
computer users. This included both the organizational and 
home contexts. In the organizational context some of the 
findings were related and other constructs obtained from 
combining theories had no influence on employee behavior. An 
analysis of employee information security behavior in the 
organizational context indicates the following: 

• Attitude, social influences (subjective norms), 
environmental influences, personal belief (behavioral) 



and self-efficacy have an influence on information 
security behavior. 

• Perceived threat severity (threat assessment), certainty 
of sanctions, and monitoring of information security 
activity better motivate information security 
compliance. 

• Access to information security training better prepares 
and motivates employees to adopt organizational 
security policies. 

• The belief that information security compliance is 
mandatory motivates employee information security 
compliance in an organizational context. 

Limited research has been focused on information security 
behavior in the home context. Findings in this context often 
appear inconsistent between studies. An analysis of end-user 
information security behavior in the home context indicates the 
following: 

• There is a distinct relationship and variation between 
security behavior in the organizational and home 
contexts. 

• Attitude, social influences (subjective norms), and 
perceived behavioral control (similar to self-efficacy) 
play a key role in users’ intention to practice computer 
security. 

• The individual’s perception of threat and their severity 
are important in forming an intention to practice 
computer security. 

• Knowledge, awareness, and beliefs are determinants 
which define users’ information security behavior. 

V. CONCLUSION 

This paper presented a theory-based systematic review of 
studies in behavioral information security. The use of 
technology results in computer users being vulnerable to cyber-
attacks if effective security measures are not adopted. Hence, 
there is a need to motivate users to adopt information security 
behavior in order to prevent the compromise of confidential 
information and systems. To achieve this there is a need to 
create cyber consciousness among users and a sense of 
responsibility regarding information security by adopting 
cognitive measures. 

A systematic and rigorous approach was adopted to review 
relevant literature on information security behavior. Errors in 
omitting relevant publications were effectively reduced due to 
the systematic approach adopted. However, the synthesized 
results were limited to the English search terms only.  Also, our 
search only focused on theory-based research related to 
information security behavior. Hence, future studies could be 
done to include other areas of information security. Due to the 
complexity of the research phenomenon, combinations of 
theories, and survey samples assumptions regarding the 
research focus and context were made in some instances where 
the authors failed to explicitly mention such key elements. 

This review of existing behavioral information security 
research shows the need for further studies beyond the 
employee/organizational context. Supporting contextual factors 
may not be accessible outside the organization to motivate 
users to comply and adopt information security behavior. This 
paper also recommends adopting other research methodologies 
to gain insight into the factors and beliefs which influences 
computer users’ information security behavior. It is hoped that 
this paper will serve as a catalyst to motivate further research 
into the information security behavior of home and mobile 
users. 
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