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Abstract: Two-factor authentication (2FA) is a protective technology designed to increase the security of 
online accounts. The enhanced security is achieved by using two layers of authentication to facilitate a login 
process so that should one layer become compromised (e.g. a password), the second layer will still ensure that 
the account is protected. Considering the prevalence of cybercrime and in particular, password attacks, it is 
important to examine the behaviour of individuals in terms of the effort they make to protect their online 
account(s). Studies surrounding 2FA have focused on the various technologies supporting it as well as issues 
concerning its usability and convenience. In general, users fail to protect themselves online due to the effort 
that is required. Enhanced security means increased effort and inconvenience, and although risks are present 
and perceived by Internet users, sufficient effort to protect their online accounts is not made. This study made 
use of a Protection Motivation Theory (PMT) approach in trying to understand the behaviour of Internet users 
surrounding their intentions to adopt 2FA to protect their online account(s). The PMT model is adapted to 
include an additional concept focusing on ‘Technology Awareness’. Empirical data was collected using an 
online survey, with 209 responses analysed using Partial Least Squares Structural Equation Modelling (PLS-
SEM). Results were in line with other protective technology literature in terms of the perception of online 
threat vulnerability and severity being less significant in determining behavioural intention than the perception 
of the technology itself. The results show that the perception of (1) the difficulty associated with using the 2FA 
technology (response costs) and (2) the effectiveness of the 2FA technology (response efficacy) prove to be 
significant in determining behavioural intention to adopt 2FA as protective technology. Lastly, awareness of 
online security issues and solutions was relevant in the adapted PMT model and significantly influenced 
intention. 
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1. Introduction 
Security concerns encompass a wide range of issues among a multitude of industries, but passwords are one 
weak link common to all (Amin, Haq, & Nazir, 2017). A password refers to single words, phrases or PINs which 
are used in the authentication process (O’Gorman, 2003). Passwords and associated usernames represent who 
we are online and since they are our personal presence and method of identification, it is crucial that we keep 
them safe (Richardson, 2015).  
 
With a rise in the number of online services, users are faced with managing multiple online identities and as a 
result resort to (1) using easier to remember passwords, (2) using the same password for multiple accounts 
and (3) storing them on machines, which all result in increased vulnerability to attack and password theft 
(Gunson, Marshall, Morton, & Jack, 2011; Cristofaro, Du, Freudiger, & Norcie, 2013; Kontaxis, Athanasopoulos, 
Portokalidis, & Keromytis, 2013; Amin et al., 2017). Petsas, Tsirantonakis, Athanasopoulos, and Ioannidis 
(2015, p. 1) also highlight password issues by stating that users need to “manage tens of different passwords” 
and have difficulties in remembering them. Aloul et al. (2009) emphasize that the use of static passwords 
presents opportunities for hackers to use a variety of techniques to steal them, with passwords being one of 
the easiest targets for hackers. Static passwords are susceptible to theft via various forms of attacks such as 
phishing, key logging or replay attacks (Goode Intelligence, 2012). To be successful, these hackers typically 
need only crack a small number of all passwords (Forget, Chiasson, van Oorschot, & Biddle, 2008).   
 
Security systems have become weaker because of the vulnerabilities and usability issues present in passwords, 
increasing the need for alternative and/or supplementary security mechanisms to prevent the dire 
consequences of a password leak (Gunson et al., 2011; Kontaxis et al., 2013). This research focuses on two-
factor authentication (2FA) as the supplementary method to enhance online security. The purpose of 2FA is to 
secure information by increasing the likelihood that a user is in fact the true owner of that identity during the 
authentication process (Amin et al., 2017). 2FA involves the use of two different authentication methods 
before granting access and the primary benefit is that security can be maintained by one of the factors in the 
case that the other factor becomes compromised (O’Gorman, 2003).  
 



 
 

Much of the research surrounding 2FA has focused on the various technologies facilitating 2FA and contexts 
within which it is used (Cristofaro, 2013; Watts, 2014a; Watts, 2014b). Research has also been conducted 
around the usability and convenience of 2FA technologies (Moller, Ben-Asher, Engelbrecht, Englert, & Meyer, 
2011; Gunson et al., 2011). Studies concerning protective technology adoption has been conducted 
(Chenoweth, Minch, and Gattiker, 2009; Vance, Siponen, & Pahnila, 2012; Tsai et al., 2016) but has not focused 
on determining adoption of 2FA as a protective technology. Hence, this study applies a protective approach to 
determine adoption behaviour of 2FA considering online security threats.  
 
The primary objective of this report is to understand the behaviour of Internet users considering online 
security threats by determining factors that may potentially influence their intention to adopt 2FA as a 
supplementary method of authentication to protect their online account(s) from potential threats. Although 
2FA adds security and helps to protect user’s online accounts, adoption is still very low (Petsas et al., 2015). 
This information is useful to researchers and companies in assisting to understand user’s behaviour regarding 
voluntary 2FA adoption. An increased understanding of the factors which are significant in motivating Internet 
users’ intention to use 2FA could potentially assist companies in getting more people to adopt the service by 
tailoring these services to align with consumer’s preferences. Password weaknesses and data hacks are a 
reality and providing insights into consumer behaviour around 2FA, which assists in combating these problems, 
is beneficial considering generally poor online security behaviour. The research question is thus presented as 
“What are the factors that could motivate a user’s intention to behave securely online by enabling 2FA to 
increase the security of their online account(s)?”. This question will be answered by formulating hypotheses to 
test the relationship between various factors and behavioural intention to use 2FA. 
 
This paper is structured in the following manner: Section 2 presents a literature review and presents a variety 
of research already conducted around the topic of 2FA including its formal definition, motivation for use, 
technologies and usability. Section 3 outlines the research design and how empirical data was collected. 
Section 4 presents an analysis of the data collected and determines reliability, validity and significance of the 
research model and subsequent hypotheses. Section 5 discusses the results obtained from data analysis, with 
Section 6 concluding the report by outlining limitations and suggestions for further research. 
 
2. Literature review 
Cybersecurity is defined as various tools, policies, technologies and more which are designed to “protect the 
cyber environment and organization and user’s assets” (ITU, 2008, p.2). Eight dimensions are defined to 
provide protection against security threats and are applied by organisations providing services to customers to 
secure their assets (ITU, 2008). These dimensions include (1) access control, (2) authentication, (3) non-
repudiation, (4) data confidentiality, (5) communication security, (6) data integrity, (7) availability and (8) 
privacy (ITU, 2008, p.10). Two-factor authentication falls within the authentication dimension of cybersecurity 
and introduces a more secure authentication method, but tends to increase overheads (ICU, 2008).  
 
Authentication refers to the use of one or more methods to prove your identity, granting access when 
validated (Aloul, Zahidi, & El-Hajj, 2009). Authentication factors encompass three universally accepted 
categories, namely: what you know (or the ‘knowledge’ factor); what you have (or the ‘possession’ factor); and 
what you are (or the ‘self’ factor) (O’Gorman, 2003; Aloul et al., 2009; Watts, 2014a; Amin, Haq, & Nazir, 
2017). 2FA refers to an authentication system that makes use of two of the three factors of authentication to 
create a stronger and more secure method of authentication when compared to traditional single factor 
authentication methods (Aloul et al., 2009).  
 
2.1 Description of 2FA technologies 
Various implementation options for 2FA are available and presented below to assist in understanding current 
methods of using 2FA to access online accounts.  
 
Knowledge-based authentication: This type of authentication is characterised by the fact that it is a ‘secret’ or 
‘obscure’ and includes passwords (O’Gorman, 2003). This method of authentication is suggested to become 
less secure each time the information is shared, as it becomes successively less secret. 
 
ID-based authentication: This method of authentication is defined in terms of uniqueness to a person, so 
encompasses elements such as identity documents (e.g. driver’s license or passport) as well as biometric 
information such as fingerprints or retina scans (O’Gorman, 2003).  



 
 

 
Object-based authentication: This type of authentication is characterised by physical possession, or something 
that the user physically owns and uses in the authentication process (O’Gorman, 2003). The most prominent 
flaw in this method of authentication is that the item may become lost, which compromises security. 
Cristofaro et al. (2013) found that most used 2FA technologies involved the use of codes generated by security 
tokens, codes sent to the user via SMS or email or codes generated and received using a smartphone 
application, which combined with a username and password (knowledge-based authentication) constitutes 
2FA (Watts, 2014b). Object-based methods fall within two categories, namely as token-based 2FA and token-
less 2FA. In the context of online account authentication, tokens refer to physical devices which facilitate 2FA 
by generating one-time passcodes (or machine-generated passwords that are more complex that traditional 
passwords) used to complete certain online activities enabled with 2FA (O’Gorman, 2003; Watts, 2014a). 
Token-less 2FA is made possible using mobile phones. The supplier is no longer in possession of the unique 
seed/code but instead the code is generated dynamically in two parts: the first part being generated locally on 
the client’s side and the second part uses information that is specific to the mobile phone being used, e.g. IMEI 
number (Watts, 2014a; Watts, 2014b). In this way, each time a passcode is requested, the user’s device will 
decrypt the first part of the seed and define the second part itself. 
 
2.2 Usability and convenience of 2FA technologies 
In practice, users may struggle to “get along with security features” which results in them making mistakes or 
not bothering with the features at all, and while there has been an increased awareness of the need for 
security this does not mean users are necessarily more enthusiastic about learning how to use new features 
(Furnell, 2016, p. 5). Usability plays a large role in security, as users are likely to back away from tasks which 
require too much effort or are too complex (Furnell, 2016). Even though 2FA may decrease the chances of 
unauthorized access to private data, adding more authentication steps does require more action from the user 
(Moller et al., 2011) and thus it is important to consider this tradeoff between usability and security in the 
context of 2FA.  
 
In the study conducted by Gunson et al. (2011) a comparison between the use of 1FA and 2FA concluded that, 
while 2FA was perceived to be much more secure, it took more time and scored higher in terms of increased 
complication, frustration, concentration, and number of input details required. This study also considered the 
age of participants, concluding that older participants scored 1FA higher in terms of the study’s usability 
metrics, namely: confusion, concentration, flustered, complication, knew what to do, ease of use, willingness 
to use, friendly, enjoyment, and amount of input required. These older participants also felt considerably more 
stressed during the process (Gunson et al., 2011). Weir, Douglas, Carruthers, and Jack (2009) measured 
usability in their study in terms of efficiency, effectiveness, and satisfaction. Altinkemer and Wang (2011) 
suggests that “new interfaces, new devices and new authentication processes” (p. 394) may result in 
inconvenience and increased time needed to complete tasks.  
 
In terms of the perceptions of usability, convenience and security of 2FA technologies (namely the use of 
token-based authentication methods), it was found that while users do consider security as important, it is not 
to the extent that it may overpower their need for usability and convenience (Weir et al., 2009). A comparison 
of both token-based and token-less 2FA against a single-factor authentication (1FA) method found that the 
usability of both token-based and token-less technologies did not differ from each other but did differ 
significantly from the 1FA method and were perceived more usable (Weir, Douglas, Richardson, & Jack, 2010). 
Familiarity or experience with a technology introduces reluctance to change, i.e. those users already aware 
and familiar with the 1FA method (secondary password) showed resistance to the newly implemented 2FA 
methods (Weir et al., 2010). 
 
2.3 Adoption of 2FA 
2FA has not been adopted on a large scale, according to results from a study conducted by Petsas et al. (2015) 
which analyzed 100 000 Google accounts in an attempt to ascertain if the user had enabled the 2FA 
authentication service that Google offers to access their account. The study revealed that only 6.4% of the 
sample had chosen to enable the 2FA service. In a study conducted by Cristofaro et al. (2013), adoption of 2FA 
was found to reside in three core areas. These will be examined below in terms of the motivation, 
environment/context (work, personal and financial) and the most common technology used (token, SMS/email 
and mobile application).  
 



 
 

2.3.1 Mandatory adoption of 2FA 
The underlying motivation to use 2FA in this case is that users did not have a choice but were forced to use it, 
and this occurred mostly in the context of a work environment. Users responses suggested that they were 
forced by an employer or bank, with the most common type of technology being a token (Cristofaro et al., 
2013). Some users were frustrated, stating that it was not “worth spending 5 minutes for a $1.99 purchase” 
(Cristofaro et al., 2013, p. 3). However, from the perspective of the business the decision to implement 2FA 
can be very beneficial. Watts (2015) highlights that 47% of international businesses and government groups 
were victims of security breaches over the previous two years, of which many of these instances could have 
been avoided through use of 2FA. Watts (2015) presents some of the key advantages of using 2FA within the 
context of business, from the perspective of the business (especially in the case of mobile phone-based 
authentication): it is easy to use for users in the firm; IT managers do not have to assist users in moving their 
identity among devices; assists the firm in complying with multiple regulations; and supports BYOD (bring your 
own device) which reduces training time and costs 
  
2.3.2 Voluntary adoption of 2FA 
In this case, the users were not forced to make use of 2FA, but rather voluntarily chose to adopt it. This case 
occurred mostly in the context of the personal environment, in order to access personal online accounts not 
associated with their work, for example Facebook or Twitter (Cristofaro et al., 2013). The study showed that 
SMS/email was the most used technology within the context of the personal environment. 
 
Lastly, users also suggested that in some cases they were incentivized to use 2FA. In this case, the users were 
not directly forced but had an incentive to adopt 2FA. Incentive to use 2FA occurred relatively evenly across 
environments with all showing low levels of incentive as a motivation (Cristofaro et al., 2013). Incentive refers 
to being granted additional functionality or access, for example increased online banking transfer limits 
(Cristofaro et al., 2013).  
 
2.4 Theoretical approach: understanding security behaviour 
The effectiveness of technologies (such as 2FA) which are designed to protect users’ systems (also known as 
protective technologies) is negatively affected by low adoption of these types of technologies (Chenowet et al., 
2009). The nature of a protective technology differs from other technologies in that its primary aim is not to 
provide direct benefits in terms of productivity and efficiency as is the case of ‘positive technologies’, but 
rather aims to negate the effects of ‘negative technologies’, such as viruses, designed to harm systems (Dinev 
& Hu, 2007). Hence, the adoption of protective technologies tends to rely on different factors than that of 
protective technologies (Dinev & Hu, 2007; Chenoweth et al., 2009). It may seem that positive and protective 
technologies both benefits users, which is true, but the user’s perceptions of these technologies are different, 
with positive technologies being viewed as essential (Dinev & Hu, 2007) and protective technologies often 
viewed as inconvenient (Al Abdulwahid et al., 2015).  
 
Liang & Xue (2010) highlight that while the technology may exist to protect users, human behaviour 
surrounding security measures means that technology alone is not sufficient. In studying behaviour 
surrounding protective technology, a ‘Threat Avoidance Perspective’ is often adopted to try and understand 
the motivation surrounding intention to adopt a protective technology and makes use of theories designed to 
understand this motivation (Dinev & Hue, 2007; Chenoweth, 2009; Vance et al., 2012; Tsai et al., 2016). These 
studies typically find that perceptions of (1) the threat itself and (2) the ability to manage to avoid the threat 
are good determinants of intention to adopt a protective technology. While traditional IS acceptance models 
that typically model adoption of positive technologies can be useful in understanding protective technologies, 
it may be useful to use models from other fields to better represent the protective nature of security 
technologies (Chenoweth et al., 2009).  
 
2.4.1 Adapted Protection Motivation Theory (PMT) 
In understanding the specific nature of a protective technology, this study uses PMT as the base theoretical 
framework. PMT was developed by Rogers (1975) from within the health industry and is based on the Theory 
of Reasoned Action developed by Fishbein and Ajzen in 1975. The framework highlights two main ideas: the 
threat appraisal (or how threats are perceived) and coping appraisal (or how people are able to cope with the 
threat) which are considered under PMT’s ‘core nomology’ and are explained below in terms of this study 
(Rogers, 1975; Floyd, Dunn, & Rogers, 2000; Chenoweth et al., 2009; Vance et al., 2012; Tsai et al., 2016).  
 



 
 

Threat appraisal refers to how online threats are perceived by Internet users and is determined by: 

• Perceived threat vulnerability, which refers to the perceived probability of having their online 
account(s) hacked/leaked. This construct was used to measure how likely Internet users perceive a 
threat to their online account(s) to be and the effect this has on their behavioural intention to adopt 
2FA to protect their account(s).  

• Perceived threat severity, which refers to the perceived extent of the effect of a potential account 
hack. This construct was used to measure how severe the perceived consequences of an online attack 
are and the effect this has on their behavioural intention to adopt 2FA to protect their online 
account(s). 

 
Coping appraisal refers to how people behave in coping with a threat. It has been found that coping appraisal 
constructs were most powerful in predicting online security behaviours (Tsai et al., 2016). Coping appraisal is 
determined by: 

• Response efficacy, which refers to the belief in the efficacy of 2FA to protect their online account(s). 
This construct was used to measure how effective Internet users believe 2FA to be and the effect this 
has on their behavioural intention to adopt 2FA to protect their account(s). 

• Self-efficacy, which refers to the perceived ability or confidence in being able to successfully use 2FA 
to protect their account(s). This construct was used to measure the Internet users’ belief in their own 
ability to behave securely and the effect this has on their behavioural intention to adopt 2FA to 
protect their account(s). 

• Response costs, which refers to the non-monetary costs such as effort required to use 2FA. This 
construct was used to measure the difficulty associated with using 2FA and the effect this has on their 
behavioural intention to adopt 2FA to protect their account(s). 

 
The use of PMT in Information Systems research has shown that threat appraisal and coping appraisal 
constructs have been found to have a significant effect on behavioural intention within the context of online 
security threats and behaviour (Chenoweth et al., 2009; Liang & Xue, 2010; Vance et al., 2012; Tsai et al., 
2016). 
 
Dinev and Hu (2007) discuss the concept of technology awareness, which was introduced in Innovation 
Diffusion Theory introduced by Rogers in 1995. Dinev and Hu (2007) suggest that not only are the negative 
consequences of technology not always known but more importantly, the potential solutions and their 
benefits that may mitigate these consequences are also not always known. Hence, the concept of 
technological awareness is also considered, with an aim of providing insights into the effect of levels of 
awareness surrounding online security threats and solutions and how this could potentially affect behaviour to 
adopt 2FA. Since 2FA is a protective technology, considering the levels of awareness surrounding the 
technology may prove useful conjunction with PMT, resulting in the ‘Adapted PMT’ model. The more an 
Internet user is aware of the problems and consequences, and 2FA solutions and benefits, the greater their 
intention to voluntarily activate a 2FA service. 
 
2.4.2 Hypotheses 
Hypotheses have been generated using the ‘Adapted PMT’ model and outline the effect of six core constructs 
on behavioural intention to adopt 2FA to determine the behaviour of Internet users in protecting themselves 
from online threats.  
H1: Perceived threat vulnerability will positively affect an Internet user’s intention to use 2FA.  
H2: Perceived threat severity will positively affect an Internet user’s intention to use 2FA. 
H3: Technology awareness will positively affect an Internet user’s intention to use 2FA.  
H4: Response efficacy will positively affect an Internet user’s intention to use 2FA.  
H5: Self-efficacy will positively affect an Internet user’s intention to use 2FA.  
H6: Response costs will negatively affect an Internet user’s intention to use 2FA. 
 
3. Research design 
This research made use of a survey strategy. An online questionnaire was used as the data collection 
instrument. The questions within the questionnaire were obtained from literature in which authors utilised the 
relevant theories within their studies, as illustrated in Table 1. The questions were designed to cover the 
various constructs within the theory and have been tested in these studies. The questions were adapted to fit 



 
 

2FA, the technology in focus. Each construct in the model was allocated various questions for which the 
participant had to state the extent to which they agreed or disagreed with each question/statement on a 7-
point Likert scale. 
 

Table 1: Construct sources 

Items/Construct Source(s) 

Demographics: 2FA usage, usage type, gender, age Self-developed 

Demographics: Technical skill/experience Chenoweth, Minch, & Gattiker (2009) 

Perceived threat vulnerability Woon, Low, & Tan (2005); Liang & Xue (2010) 

Perceived threat severity Woon et al. (2005); Liang & Xue (2010) 

Technology awareness Dinev & Hu (2007) 

Response efficacy Woon et al. (2005); Liang & Xue (2010) 

Self-efficacy Woon et al. (2005); Tsai et al. (2016) 

Response costs Woon et al. (2005); Liang & Xue (2010) 

Behavioural intention Liang & Xue (2010) 

 
The delivery and collection of data through the questionnaires was facilitated by Qualtrics. This service was 
used to design and create the online questionnaire and subsequently collected the results from participants. 
The delivery, completion and returning of the questionnaires were all facilitated online. The use of the 
Qualtrics online platform allowed for reduced input errors as well as increased access to participants by the 
researcher. Ethics approval was obtained before data collection proceeded. 
 
This survey was accessible online through a link that was distributed via email to students and staff at a large, 
research-focused South African university. The survey was open for a period of 5 weeks in 2018, during which 
time responses were captured from participants. At the end of the survey period a total of 308 responses had 
been recorded. However, only 209 responses were complete. The incomplete responses were removed from 
the dataset during the data cleaning process. In cases where questions were reverse-coded, a calculation was 
performed on the variable to correct for the reverse-code. On completion of the data cleaning process, a 
sample of 209 responses was considered valid for subsequent data analysis. 
 
4. Data analysis and discussion 
The sample consisted of 115 female participants (55%). In terms of age, the sample was made up of 131 
participants aged 18-24 years (63%). The seconds largest category shows 29 participants aged 25-29 years 
(14%), followed by 24 participants aged 30-39 years (11%). A total of 115 participants (55%) believed that they 
have “Quite a lot” of experience with computers and/or the Internet. There was an even split between those 
who had and those who had not voluntarily activated 2FA. A total of 96 participants stated that they had 
activated 2FA (46%) and 96 participants stated that they had not activate 2FA on one or more of their online 
accounts (the remaining 17 participants stated that they were not sure). In terms of 2FA mechanisms 65 
participants make use of SMS to facilitate 2FA login. This is followed by the use of a mobile application by 58 
participants, the use of email by 31 participants, and lastly the use of “Other” methods by 1 participant. The 
“Other” was described by the participant as the use of “Phone calls” to facilitate the login. 
 
4.1 Hypotheses testing 
The study used Partial Least Squares Structural Equation Modelling (PLS-SEM) for statistical analysis (Garson, 
2016). The SmartPLS software package was used to evaluate both the measurement as well as structural 
model. In terms of the measurement model internal consistency reliability, convergent validity, outer loadings, 
average variance extracted, as well as discriminant validity was assessed. Having established the levels of 
construct reliability and validity within the measurement model, the structural model identifies the 
relationships between the constructs to understand the model’s ability to predict (Hair et al., 2017). 
 
The significance of relationships between constructs was observed by applying a bootstrapping procedure in 
SmartPLS with 5000 subsample iterations. The resultant p-value was used to test the significance of each of 
these relationships. Based on the chosen significance level, obtaining a p-value lower than 0.05 (5% 
significance level) or 0.01 (1% significance level) indicates that the relationship between the constructs is 
significant (Hair et al., 2017). Table 2 presents the results of significance tests, presenting the relationship and 
its associated p-value to assess whether the relationship is significant. 



 
 

 
Table 2: Hypotheses testing results 

 
Finally, the coefficient of determination is used in examining the predictive power of the structural model, 
where values of R2 and Adjusted R2 are considered. The R2 value represents the amount of variation present in 
the dependent variable (i.e. adoption intention) that is explained by the six independent variables, with higher 
values of R2 indicating that the model is more accurate in its predictions (Hair et al., 2017). An R2 value of 0.459 
was obtained, explaining 45.9% of the variance present in the adoption intention construct (Adjusted R2 value 
of 0.444). This indicates a medium to high effect size. 
 
4.2 The effect of technology awareness 
Since technology awareness was added to the traditional PMT model in this research, the effect of the 
construct is examined in isolation to determine its effect on the other original PMT constructs, as well as on 
demographics including Gender, Experience and Age. Table 3 shows the correlations between technology 
awareness and the other constructs in the model. 
 

Table 3: Pearson correlations between Technology Awareness and various constructs 

  Technology Awareness 

Pearson Correlation Sig. (2-tailed) N 

Gender 0,082 0,239 209 

Computer/Internet Experience -.233** 0,001 209 

Age -.266** 0,000 209 

Perceived Threat Vulnerability .148* 0,032 209 

Perceived Threat Severity .147* 0,034 209 

Technology Awareness 1   209 

Response Efficacy -0,005 0,938 209 

Self-Efficacy .257** 0,000 209 

Response Costs -0,130 0,060 209 

* Significant at the 0.05 level 
** Significant at the 0.01 level 

 
As evident a significant positive linear correlation existed between “Technology Awareness” and “Perceived 
Threat Vulnerability”, “Perceived Threat Severity” and “Self-Efficacy” implying that (1) the more aware a 
person was of online threats and solutions, the more vulnerable they felt to these threats and vice versa, (2) 
the more aware a person was of online threats and solutions, the more severe they perceived the 
consequences of those threats to be and vice versa, (3) the more aware a person was of online threats and 
solutions, the more they believed that they would be able to successfully protect themselves from the threat 
using 2FA and vice versa. So, the more the person was aware of online threats and solutions, the more 
vulnerable they felt, the more severe they perceived online threats and the more they believed that they could 
protect themselves using 2FA. “Technology Awareness” was also seen to exhibit a significant negative 
correlation with “Computer/Internet Experience” and “Age”. The interpretation suggests that the older the 
respondent, the less aware they were of online threats and solutions and vice versa. Similarly, the more 
experienced the respondent was in using computers and/or the Internet, the more aware they were of online 
threats and solutions. 
 
5. Discussion 
Perceived threat vulnerability did not have a significant effect on behavioural intention to adopt 2FA. This 
implies that even if an Internet user perceived that an online account hack is probable, they were not 
motivated to behave in a secure manner by protecting their online account using 2FA. This is in contradiction 

Hypothesis P Values T Statistic Significant Significance level 

H1: Perceived Threat Vulnerability -> Intention 0.925 0.094 No p > .05 

H2: Perceived Threat Severity -> Intention 0.591 0.538 No p > .05 

H3: Technology Awareness -> Intention 0.000 4.097 Yes p < .001*** 

H4: Response Efficacy -> Intention 0.000 4.720 Yes p < .001*** 

H5: Self-Efficacy -> Intention 0.235 1.187 No p > .05 

H6: Response Costs -> Intention 0.001 3.384 Yes p < .01** 



 
 

to the PMT model but is not uncommon when using PMT in IS research. Studies conducted by Tsai et al. (2016) 
and Vance et al. (2012) also found that perceived threat vulnerability was not significant in understanding 
online security behaviours. Vance et al. (2012) suggested that respondents did not feel that non-compliance 
with IS security policies would make them vulnerable to online attack. This notion could be applied to 2FA, 
suggesting that perhaps Internet users did not feel that they would be more vulnerable to threats if they did 
not activate 2FA, and hence it did not motivate them to behave securely. 
 
Perceived threat severity did not have a significant effect on behavioural intention to adopt 2FA. This implies 
that even if an Internet user perceives an online threat to be severe, they were not motivated to behave 
securely by using 2FA. This also contradicts the PMT model but is in line with previous research by Tsai et al. 
(2016) who found perceived threat severity to be significant, but in a negative direction, also contradicting 
PMT. However, other research by Chenoweth et al. (2009), Liang & Xue (2010) and Vance et al. (2012) 
concluded that severity of threats was significant in the PMT-based models. Perhaps respondents in this study 
did not feel that having 2FA would make the online threats any less severe and thus were not motivated to use 
the protective technology. 
 
Response costs was found to have significant negative impact on behavioural intention to adopt 2FA as a 
protective technology. This means that if Internet users perceive that 2FA required less effort, less time and 
was more convenient, they were more motivated to adopt it. Response efficacy was found to have a significant 
positive impact on behavioural intention. This implies that if an Internet user believed that 2FA would be 
effective in protecting their online accounts from threats, they were more motivated to behave securely by 
activating the service. Self-efficacy was not found to have a significant impact on behavioural intention. This 
means that Internet users were not motivated to behave securely by the belief in their own ability to use 2FA. 
These relationships within the coping appraisal are confirmed by Chenoweth et al. (2009) and Tsai et al. (2016) 
who also found self-efficacy not to be significant on intention. 
 
Technology awareness (added to PMT in this research) was found to have a significant positive relationship 
with behavioural intention to use 2FA. This means that the more aware of online threats and solutions an 
Internet user was, the more they were motivated to use 2FA as online account protection. This construct was 
added to the original PMT model based on research conducted by Dinev & Hue (2007), who also found 
technology awareness to be a significant in determining behavioural intention to adopt protective 
technologies. The decision to include it in the PMT model in this research assumed that there is generally less 
awareness surrounding protective technologies when compared to positive technologies (Dinev & Hu, 2007). 
The results thus conform with the study by Dinev & Hu (2007) and the construct appears to be useful in 
considering the adoption of protective technologies, and in particular 2FA. 
 
These findings on threat and coping appraisals present interesting insights into Internet users’ online security 
behaviours. Internet users appeared to place a larger emphasis on the security solution (or protective 
technology) itself as opposed to their own ability to use it (self-efficacy), a phenomenon also present in 
research by Chenoweth et al. (2009). This meant that Internet users were more interested in (1) the level of 
difficulty associated with using the protective technology (response costs) and (2) the effectiveness of the 
protective technology at preventing online attacks from occurring (response efficacy) when deciding whether 
to behave securely by adopting 2FA as a protective technology. The conflict between usability and security is 
very prevalent in literature (Gunson et al., 2011; Al Abdulwahid et al., 2015; Furnell, 2016; Dhillion et al., 
2016). The results of this study aligned with the notion that if security solutions are too complicated or require 
too much effort, Internet users are not going to use them, even if they are aware of the associated risks and 
their consequences (perceived threat vulnerability and perceived threat severity). Weir et al. (2009) 
highlighted that even if the desire for security is important, it is not to the extent that it will overpower any 
need for usability and convenience. The results confirmed that this notion is applicable to the adoption of 2FA 
as a protective technology. The results also highlighted that, alongside convenience and effort, the perception 
of the effectiveness of protective technologies was also very important in determining behavioural intention. 
 
6. Conclusion 
The results indicated that response costs, response efficacy and technology awareness were significant factors 
influencing behavioural intention to adopt 2FA. Technology awareness was added to the PMT model in this 
research and provided useful insights into 2FA adoption. Awareness of online threats and 2FA as a protective 
technology is significant in determining adoption intentions. 



 
 

 
Overall, organisations who wish to increase adoption of 2FA services should start by emphasising that the 
technology is very effective at securing online accounts from online threats (given the high importance of 
response efficacy in the model). Organisations should also highlight that technology is easy to use and will not 
require considerable efforts from the user to behave securely and try to increase general awareness about 
online threats and solutions. 
 
Limitations in sampling and knowledge about 2FA may influence the results of this study. If awareness about 
2FA was low and the respondent had not engaged much with the technology, they could have difficulty in 
answering questions about its use. Information about 2FA was provided at the beginning of the survey to help 
the respondents, but a lack of experience with it could still have affected the ability to answer questions. 
Future research could be considered on a qualitative level to get more in-depth perceptions of threats and 2FA 
technologies and combat the issue where respondents lack knowledge on the subject. Online security 
behaviour could perhaps be examined more closely by understanding and documenting details of experiences 
of Internet users in using 2FA and how they feel about it as a protective technology. 
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