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Abstract 

At its conception mechatronics was viewed purely in terms of the ability to inte-
grate the technologies of mechanical and electrical engineering with Computer 
Science to transfer functionality, and hence complexity, from the mechanical do-
main to the software domain. However, as technologies, and in particular compu-
ting technologies, have evolved so the nature of mechatronics has changed from 
being purely associated with essentially stand-alone systems such as robots to 
providing the smart objects and systems which are the building blocks for Cyber-
Physical Systems, and hence for Internet of Things and Cloud-based systems. 
With the possible advent of a 4th Industrial revolution structured around these sys-
tems level concepts, mechatronics must again adapt its world view, if not its un-
derlying technologies, to meet this new challenge. 

How did we get to here? 

The concept of a central repository of computational power and associated stor-
age  and  systems of this nature were historically used by companies and universities 
to support remote users [1]. As the internet became increasingly available, so dis-
tributed computer power in the form of client-server architectures emerged when 
information could be streamed to and from a user and the interaction between the 
computer centre and a remote user eventually evolved into internet transactions 
packages [2,3]. 
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The web-based information industry is now invisibly connected to remote serv-
ers, data banks, and platforms with The Cloud providing application and distribu-
tion centres [4]. Information-heavy industries such as banks, investment houses, and 
government agencies were frontrunners in this mode of operation followed by on-
line retailers, virtual video game systems, voice-over internet protocols (e.g. 
Skype®) and search engines such as Siri® and Google®. This was followed by the 
introduction of remotely accessible smart devices or objects capable of being used 
for a range and variety of purposes such as environmental control, the opening and 
closing of garage doors, or activating and querying alarm systems [5]. 

 
Fig. 1. Timeline of Industrial Revolutions. 

 

Fig. 2. From mechatronic smart objects and systems to The Cloud. 
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Mechatronics, Cyber-Physical Systems, the Internet of Things & 
The Cloud 

As suggested by Fig. 1, mechatronics was a major driver of and for the 3rd In-
dustrial Revolution, itself structured around computing, information technology and 
robotics, that began around 1970. However, the advent of a 4th Industrial Revolution 
configured around Cyber-Physical Systems (CPS) [6], the Internet of Things (IoT) 
[7], Cloud technologies [8] and elements of Big Data [9] means that mechatronic 
devices and systems must now be configured to provide the intelligent or smart 
components and objects with which such a system is built. 

To put this emerging and evolving role for mechatronics into context, consider 
the structure of Fig. 2 and the system exemplars of Table 1 which bring together 
these various elements and identifies the relationships between the layers in the re-
sulting hierarchy. What is then immediately clear is that there is a requirement for 
on-demand access to a range of resources including infrastructure, software and 
platforms with the resulting system a dynamic entity with smart objects and users 
entering and leaving dependent on both context and need. This then means that both 
data and information become commodities to be traded by the system on request. 
Thus for instance, knowledge that a traffic incident is resulting in delays is only of 
value to a user if they were intending to travel on affected roads. 

Table 1. System exemplars 

 Exemplar 1 - Manufacturing 
System 

Exemplar 2 - Vehicle Systems 

Mechatronic 
Smart Objects 
& Systems 

Individual machine tools and 
robots serviced by autonomous 
guided vehicles. 
Each tool or robot carries out a 
task or tasks in accordance with 
the production schedule. 

Individual vehicle sub-systems & compo-
nents such as engine management, traction 
control, environmental controls, entertain-
ment and communications systems. 

 Operating time frame of µs to ms and possibly seconds 

Cyber-Physical  
System 

Task based groupings of ma-
chine tools & robots 
Islands of Automation 
Local materials transfer and 
transport 
Task scheduling 
Condition monitoring & report-
ing 

The complete vehicle integrating all on 
board systems at various levels such as: 
Driver support – Cruise control, autono-
mous headlights, blind-spot alert, etc. 
Driver assistance – Self-parking, emer-
gency braking, etc. 
Autonomous operation 
As determined by installed software 

 Operating time frame of ms to seconds and possibly longer 
Internet of 
Things 

Factory wide scheduling 
Materials transfer & transport 
Inventory management 

Communication with other vehicles in vi-
cinity 
Traffic alerts 
Routing information 
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Materials incoming & despatch Parking requests & allocation 
 Operating time frame of seconds to minutes and possibly longer 
Cloud Data storage & analysis 

Big Data analytics 
Performance data collection 
Inventory control 
Order handling 
Production planning 
 

Data storage & analysis 
Big Data analytics 
Performance data collection 
Fault detection across fleet 
Digital twin 
Traffic management systems 
 

 Operating time frame of seconds to minutes, hours or even days          
depending on context 

Other system elements included in Fig. 2 are: 

Edge Nodes – Support the operation of smart devices or components by avoiding 
the need to send information to the cloud for processing, thus avoiding network 
latency effects. 

Mist Layer – Provides an interface between the local processing associated with the 
edge nodes and the Fog. 

Fog Computing – This is defined by the National Institute of Standards and Tech-
nology (NIST) in the US as [10]: 

“… a horizontal, physical or virtual resource paradigm that resides between smart end-
devices and traditional cloud or data centres. This paradigm supports vertically-isolated, 
latency-sensitive applications by providing ubiquitous, scalable, layered, federated, and 
distributed computing, storage, and network connectivity.” 

Features of Fog Computing include [10-14]: 

Distribution – Supports highly distributed services. 

Cloud to Things - Fog nodes are positioned close to functional smart objects so that 
analysis and response times are reduced. 

Horizontal Architecture – Supports multiple application domains. 

Interoperability - Seamless service support requires the co-operation of different 
providers implying interoperability and the federation of services. 

Mobility - Directly associated with mobile devices. 

Real-Time Functionality – Analysis in real-time of streamed data. 

Sensor Networks – Includes real-time validation and verification. 
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Design Issues 

Conventionally, the design of complex engineering systems followed a struc-
tured path in which the design and development stages, including those for sub-
assemblies or sub-components, were linked to the implementation stages by valida-
tion and verification procedures intended to confirm performance to specification. 
The net result is that all system elements, hardware, software and firmware, are 
developed under the overall control and responsibility of the design team. This de-
sign pathway is increasingly being challenged by developments in mechatronics and 
Cyber-Physical Systems (CPSs) and their links to the Internet of Things (IoT) and 
The Cloud in which the transition from the (mechatronic) component to a CPS and 
the IoT results in increasing levels of abstraction, limiting the ability of the design 
team to maintain control over, or even input to, the entirety of the system. This 
means that those system elements drawn from the cloud will in general be unknown 
to the designers of smart (i.e. mechatronic) sub-assemblies and components while 
still being required to establish and define system functionality [5], a situation illus-
trated here by Fig. 3 when insertion of a new component can result in an, albeit 
unintended, system failure.  

   

Fig. 3. From design to real-world.      Fig. 4. Potential IoT architectures {after [15]} 
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Communications 
& Storage 

leverage the internet. This will lead to the availability of ubiquitous compu-
ting power where everyone has access to a supercomputer in their pocket, 
with nearly unlimited storage capacity. 

Internet of   
Things 

Smaller, cheaper and smarter sensors are being introduced in homes, clothes 
and accessories, cities, transport and energy networks, as well as in manufac-
turing. 

Artificial.          
Intelligence &  
Big Data 

Exponential digitisation creates exponentially more data about everything and 
everyone. The sophistication of the problems that can be addressed, and the 
ability for software to learn and evolve, is advancing in parallel. 

Sharing Economy 
& Distributed 
Trust 

The internet is driving a shift towards networks and platform-based social and 
economic models, creating not just new efficiencies but also whole new busi-
ness models and opportunities for social self-organisation. 

Digitisation of 
Matter 

3D printing as a process that transforms industrial manufacturing and allows 
for home based production. It also creates a new set of opportunities for hu-
man health. 

   

Fig. 5. Procedural and Process information      Fig. 6.  Manufacturing systems (a) Self contained  
            based system representation.                              and (b) Cloud based 
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tween the process layers is then associated with increasing levels of design abstrac-
tion as the nature, structure and context of the finally system will generally be un-
known at the mechatronics layer(s). 

In the context of Figs 4 & 5, this means that system intelligence is distributed 
throughout the system from the mechatronics layer(s) to the cloud, with each layer 
functioning to provide its own specific behavioural contributions within an overall 
system context. As mechatronic systems are the primary providers of data to the 
cloud, their design must take account of what is necessary to transmit the data in 
the form of the associated processes and protocols as well as the levels of transla-
tion and interpretation involved. 

Manufacturing Systems  

Why is it that The Cloud and the associated IoT paradigm so limited in effec-
tiveness in industrial mechatronic systems even in respect of Industry 4.0? Wu et al 
[20] proclaim that cloud based manufacturing is indeed a new exciting paradigm, 
while others, such as Wang et al [21], suggest that:  

“Computational cost and network communication (limitations) … present a bottleneck for 
effective utilization of this new infrastructure.” 

New technologies generally emerge from laboratories where they function flaw-
lessly under the guidance of their designers, and even beta test sites are generally 
friendly towards the technology. Referring back to Fig. 3, is not just the learning 
curve of the untrained user, or the integration of new technology into some existing 
application, that determines outcomes in service but the influence of what, in con-
trast to the laboratory, is often a hostile, demanding and unfriendly physical envi-
ronment.  

Since the industrial revolution, automation has increasingly featured in the oper-
ation and development plans of manufacturing and smart devices are now found in 
factories which when operating promote higher quality products for ever more se-
lective customers. Components such as automated materials handling, packing, au-
tonomous vehicles and flexible groupings of robots and machine tools all contribute 
to outcomes, yet are usually reliant on local computational support as suggested by 
Fig. 6(a) with information access to and by the outside world restricted to order 
processing, job scheduling and product delivery. Here, local computing supplies 
schedules, order data, and inventory management with information fed to the shop 
floor to set up machines and transfer production data.  

In contrast, Fig. 6(b) illustrates a cloud-based system, and shows the potential 
risk presented by a competitor being able to access company data. Access to large 
data sets may have significant commercial value but data centres are very expensive 
to fund, design and operate and the data they contain is vulnerable to access by 
others than for whom it was intended. Further, the inherent latency associated with 
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the transmission of data to and from The Cloud means that it cannot, as demon-
strated by Figs 7 & 8, be used to directly control shop floor operations and Cloud-
based systems thus tend to be more closely integrated with strategy than operations. 

Indeed, the small to medium enterprises (SME) which constitute a very large 
proportion of manufacturing, may only have one or a two facilities and consequently 
are not financially or strategically interested in cloud systems and as they are often 
suppliers of key components to larger clients there is the danger of their secrets 
being revealed to competitors. The number of such firms is large; in 2014 in the 
USA, over 97% of manufacturing was associated with firms employing under 500 
employees [22], and many have fewer than 50. 

             
Fig. 7. Cloud-serviced control.                         Fig. 8. Timing uncertainty 
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operational shift from device management to data management suggests that con-
ventional approaches to network security and individual privacy are no longer ac-
ceptable or viable, and that securing networks now requires more focus on securing 
what is important rather than trying to implement a lockdown approach intended to 
secure everything. This is particularly the case for Cloud-based systems structured 
around mechatronics, CPS & the IoT which are autonomously communicating and 
receiving information on behalf of their user.  

Many of the devices and systems associated with the IoT have the capability to 
rapidly accumulate large volumes of personal data, much of which is likely to be 
held in locations and ways unknown to the user. This data is then subject to the 
possibility of analysis using the techniques and methods of Big Data [32,33,34], 
with a significant risk of impacting on the privacy of individuals [35]. Of concern 
is the potential to use inference to suggest personal details and behaviour. A simple 
instance of this is the recommender systems used as a marketing tool by companies 
such as Amazon [36] which use information derived from past customer purchases 
and search profiles to generate focused advertising. Other examples include:  

• The potential to use information derived from, say, traffic routing apps or vehi-
cle systems linked to domestic environmental controls to identify if a house is 
currently occupied. 

• The potential use of information derived from eHealth systems to determine an 
individual’s ability to access or purchase elements of healthcare provision. 

The ability to analyse large volumes of data to extract potentially beneficial 
knowledge, particularly within the context of IoT based applications such as 
eHealth, for instance to provide an early warning of an impending outbreak of an 
infectious disease based on consolidated eHealth data, presents a major challenge 
to the concepts of individual privacy, and hence to system designers. And of 
course, there is also the potential for other, more nefarious, activities and actions 
based on accumulated individual data. These concerns have led to the concept of 
‘Digital or Algorithmic Discrimination’ [5,37-40] where the use of an individual’s 
personal data within a Big Data algorithm leads to their being in some significant 
degree being discriminated against, for instance by being denied access to specific 
services, or being unreasonably targeted in some way. In illustration O’Neill [5] 
provides (from among others) the following examples: 

• For profit colleges in the US used algorithms to generate advertising targeted 
at poorer and disadvantaged households to enable the college to access govern-
ment funding at 90%. 

• The use of geographically oriented law enforcement management programs 
such as PredPol and CompStat led to an emphasis on nuisance crimes in 
poorer neighbourhoods rather than on more serious crimes elsewhere. 

In broad terms, discrimination is defined as the unfair treatment of an individual 
because of their membership of a particular group and in this context, algorithmic 
profiling for the allocation of resources can be considered as inherently discrimina-
tory when data subjects are grouped into categories according to selected variables, 
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and decisions made on the basis of subjects falling within defined groups. In this 
context, machine learning can reinforce existing patterns of discrimination. If these 
are embodied in the training dataset, then they will be reproduced by the classifier 
with biased decisions presented as derived from an ’objective’ algorithm. It is a 
requirement that data controllers act to prevent such discriminatory effects when 
processing sensitive data which can include or encompass a wide range of personal 
information as for instance [40]: 

• Racial or ethnic information. 
• Religious or other beliefs. 
• Membership of organisations such as trade-unions. 
• Genetic or biometric data. 

Whatever the ultimate outcome of the continuing legislative debate over pri-
vacy, it is clear that there is an increasing burden on system designers to place pri-
vacy at the core of their work, and that this must be reflected in changes to the de-
sign process and the associated methods and tools used to support this [41]. This 
brings with it concerns in relation to the ability of current best practice to accom-
modate the intent of legislation, and hence to meet guidelines. 

The Consumer 

The impact of mechatronics is increasingly being felt at the consumer level and 
mechatronic devices are common in cars (driverless and otherwise), haptic video 
game consoles, self-focusing automatic cameras, home security systems, smart cit-
ies, smart houses, medical robots and a multitude of other applications. Mobile tech-
nology enables the locking of house doors remotely and checking the interior re-
motely while on holiday, or checking how many footsteps a person makes that day 
as part of a wellness program, and broadcasting that to the web for comparison with 
others1. 

The ability to establish an individual’s location from a satellite and a mobile 
phone, be it turned on or not, has introduced many benefits, but also creates a whole 
new set of privacy issues [42]. For instance, knowledge of an individual’s location 
and behaviour can be used to establish when they are away from home, and hence 
when their home is vulnerable. The implication is therefore that consumer mecha-
tronics must not only complement the users’ world, but must also autonomously 
adapt to unplanned circumstances and situations while recognising and responding 
to physical, legal and other constraints to act responsibly within an appropriate time 
frame. 

 
1  See for instance www.strava.com (as of October 2018) 
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Ethics 

Within the system structure of Fig. 2, ethical issues exist at a number of levels. 

Smart Object, Smart Device or Cyber-Physical System 

Consider the following scenario involving an autonomous vehicle2: 
“It’s a bright, sunny day and you’re sitting back in your self-driving vehicle travelling at 
the speed limit along a tree lined road. A school bus, driven by a human, is travelling 
towards you and suddenly veers into your path. There is no time to stop safely, and no 
time for you to take control of the car.” 

Does the car:  

• Swerve sharply into the roadside trees, possibly killing you but possibly saving 
the bus and its occupants?  

• Perform an evasive manoeuvre around the bus and into the oncoming lane, sav-
ing you, but sending the bus into the trees and possibly killing the driver and 
some of the children on board?  

• Hit the bus, possibly killing you as well as the driver and children on the bus?  

Whatever choice is made there is the likelihood that someone will be killed, so 
what should the autonomous vehicle do? Whatever decision is made, it needs to be 
made in a time frame of μs to ms [44,45]! 

Mist and Fog Layers 

At the next level up in the hierarchy of Fig. 2 and Table 1, that of the Mist and 
Fog layers, with information being shared with other vehicles and systems in the 
immediate vicinity, other questions arise as for instance how to allocate parking 
spaces to vehicles that request them, first-come, first-served or on some preferential 
basis. 

Imagine now an autonomous vehicle in an urban area whose passenger has lost 
consciousness3, should the vehicle now attempt to get to the hospital as fast as pos-
sible, and if so what is the risk to other road users and pedestrians? In this case, 
actions in the Mist and Fog Layers can act to warn other users and to clear a passage 
for the vehicle. Here connectivity acts to reduce risk, but not without the need to 
address ethical issues associated, for instance, with the assessment of absolute and 
relative risk for the particular set of circumstances [46]. 

 
2  Adapted from [43] 
3  Detected by the on-board sensors! 
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The Cloud 

Cloud based ethical concerns and issues [47.48] are primarily with the ability to 
access and analyse the data collected by the system, including the risk, as discussed 
earlier, of algorithmic discrimination. 

Trust 

Studies by the World Economic Forum [49] have suggested a general lack of 
confidence in the way in which the internet, and by implication the Internet of 
Things and Cloud-based systems are both structured and operated. Here, Fig. 9 
shows user responses to questions as to how their levels of trust could be increased 
with respect to the way in which their personal data is managed. The leading areas 
for change are seen to be associated with the ways in which personal data might be 
accessed, either by security breaches or by some form of data sharing and the ways 
in which such data might be used. When taken together with issues such as digital 
(algorithmic) discrimination, this again indicates the need for mechatronics design-
ers, as mechatronic components and systems are in general the primary data sources, 
to consider privacy issues from the very beginning of the design process. 

 
Fig. 9. User perception of changes required to improve trust of technologies and service provid-
ers {after [49]} 

Conclusions 

In a recent article, Xu [50] suggested that:  

Improved security to prevent data breaches

Transparency as to which companies could access my data
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Improving my own understanding of how to better manage my online presence
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Increasing own level of familiarity or experience with each technology & service provider
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40%
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“Cloud computing is changing the way industries and enterprises do their businesses in 
that dynamically scalable and virtualized resources are provided as a service over the 
internet. Specifically:  
• Cloud computing is emerging as a major enabler for the manufacturing industry.  
• Cloud computing technologies can be adopted in manufacturing.  
• Cloud manufacturing is a pay-as-you-go business model. 
• Distributed resources are encapsulated into cloud services and managed centrally.” 

What is missing from this argument is that many manufacturing machines are 
intrinsically mechatronic and already include mechanical, electrical, computing and 
intelligent components. If machines need skilled attention to keep them running, 
regardless of where its data is sourced, there is little benefit to be gained from com-
plicating what currently works!  Thus while it is true that on the corporate level 
cloud-based systems have much to offer in regard to planning and strategy, at the 
operational level there may be little gain, especially if the skilled workforce has 
been reduced at both the factory floor and professional levels. 

In looking at what is required, consider that Albert Einstein once commented 
that: 

“We cannot solve our problems with the same thinking that we used when we created 
them”, 

so how then should mechatronics be rethought, and indeed reinvented, to accom-
modate the demands of Cyber-Physical Systems, the Internet of Things and The 
Cloud. 

While a sound education in mathematics and systems engineering will always be 
a requirement for a mechatronics design engineer, rather than just creating “smarter 
mousetraps,” perhaps research and development should be equally targeted towards 
usability, longevity and sustainability [51,52]. Our throw-away society, in which 
defects and faults are excused and deferred to the next model or revision, unfortu-
nately remains largely unaware of such concerns.  

The paper has looked at some of the challenges facing a mechatronics in the era 
of Cyber-Physical Systems, the Internet of Things and Big Data and has attempted 
to isolate issues of concern and challenge facing systems designers, practitioners 
and legislators regarding privacy and ethical concerns in relation to the interaction 
between such systems as well as identifying contributing technical issues. 
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