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Abstract. Individuals have differing levels of information privacy concern, 

formed by their expectations and the confidence they have that organisations 

meet this in practice. Variance in privacy laws and national factors may also 

play a role. This study analyses individuals’ information privacy expectation 

and confidence across two nations, the United Kingdom and South Africa, 

through a survey of 1463 respondents. The findings indicate that the expecta-

tion for privacy in both countries are very high. However, numerous significant 

differences exist between expectations and confidence when examining privacy 

principles. The overall results for both countries show that there is a gap in 

terms of the privacy expectations of respondents compared to the confidence 

they have in whether organisations are meeting their expectations. Govern-

ments, regulators, and organisations with an online presence need to consider 

individuals’ expectations and ensure that controls that meet regulatory require-

ments, as well as expectations, are in place. 

 

Keywords: Information Privacy, Concern, Expectation, South Africa, United 

Kingdom. 

1 Introduction  

A data subject’s (i.e. individual, consumer, citizen) concern for information priva-

cy is an important topic receiving a lot of attention [1–5]. From an organisational 

perspective, data protection law research examines compliance and issues related to 

data breaches [6–11]. Consumer expectations, together with whether organisations are 

indeed meeting such expectations in line with regulatory requirements, is a topic re-

ceiving increasing attention. This addresses concern for information privacy [12–14], 

but also the enhancement of digital trust and organisational compliance [15]. 

Privacy expectations could vary across groups of citizens based on their demo-

graphic profile (such as gender, age, nationality) or varying factors such as culture or 
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recent data breaches that occurred in a country [16]. Some studies show that privacy 

expectations are lower in the United States, compared to Europe and the United 

Kingdom, and that women are more concerned about privacy than men [17]. Surveys 

also show that individuals in the same data protection jurisdiction could have different 

perceptions and expectations towards their personal information. For example, citi-

zens from Germany and the United Kingdom are more concerned about their personal 

information than the French [16]. Consumers indicate that they are becoming more 

concerned about the manner in which organisations are using personal information 

and are less likely to trust organisations with it [18]. Various studies have focused on 

concern for information privacy [4, 19–21], but do not necessarily consider individu-

als’ privacy expectations and confidence in whether organisations are meeting such 

expectations. 

This study aims to holistically measure individuals’ concern for information priva-

cy by considering their expectations and, in addition, whether they have experienced 

that organisations do indeed meet their expectations in practice. It aims to answer the 

following primary research question: How do individual privacy expectations and 

confidence in organizational practices align? It also considers whether differences 

could exist between nations. The study was conducted across two nations, the United 

Kingdom (UK) and South Africa (SA), providing data for comparative purposes. 

While there is a concern of consumers toward the use of personal information by 

government and invasion of their privacy from that perspective [25], it was excluded 

from the scope of this study.  

The remainder of this paper proceeds as follows. Section 2 provides an overview of 

relevant privacy literature and Section 3 briefly examines privacy legislation in the 

target countries. Section 4 reviews the research methodology, followed by results and 

a discussion of the findings in Section 5. Finally, this paper concludes by discussing 

opportunities for future research. 

2 Concern for Information Privacy 

Concern for information privacy relates to individuals who have certain concerns 

about the practices used by responsible parties when processing their personal infor-

mation [22]. While individuals could have certain privacy expectations there could be 

risk and potential negative consequences when organisations process their personal 

information, resulting in concern for their information privacy [4]. Westin developed 

several surveys to measure concern for information privacy from perspectives such as 

computer fear, medical, and consumer concerns. He proposed the Concern for Infor-

mation Privacy (CFIP) Index which is measured using a survey questionnaire. With 

the growth of the world wide web the Internet Users Information Privacy Concern 

(IUIPC) survey was developed [23]. The IUIPC or the CFIP of Stewart et al. [24], 

Smith et al. [22] and Westin [25] were further used in various studies to investigate 
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concern for information privacy. Examples include the work of Heales et al. [20] who 

integrated global cultural dimensions and investigated the influence of national cul-

ture. Fodor and Brem [26] applied the CFIP and IUIPC to study the privacy concerns 

of millennials in Germany. Similarly, Tanantuputra et al. [27] applied the CFIP of 

Smith et al. [22] and tested the influence of demographic factors, self-efficacy, com-

puter anxiety, and internet literacy in Malaysia.  

The Online Information Privacy Culture Index (OIPCI) [12, 29] was developed to 

measure consumers’ information privacy expectations and whether they experience 

that online organisations do indeed meet these expectations. This validated instrument 

was used in this study for data collection and the comparative analysis between SA 

and the UK. 

3 Privacy Regulation 

Regulating privacy through laws is a necessity to address information privacy con-

cern of data subjects [2]. Studies show that effective enforcement of privacy laws 

could decrease concern for information privacy in an online context, but when data 

subjects perceive that the governance of privacy regulation is weak they have greater 

privacy concern  [2]. Wu et al. [30] argue that while one needs to understand individ-

uals’ privacy needs one should also address regulatory requirements. The challenge is 

that each jurisdiction has its own privacy laws, which are regulated differently. In a 

global environment online users could be based, and their information processed, 

across jurisdictions making it a challenge for organisations (website owners) to com-

ply with privacy regulations in each jurisdiction. Wu et al. [30] argues that  privacy 

governance can aid in developing practices and policies meeting higher privacy 

standards across borders, however organisations could move operations to jurisdic-

tions with no or limited regulations. While this perspective focusses on the implemen-

tation of best practices where policies meet higher privacy standards, it cannot be 

done in isolation of consumer expectations. A consideration is therefore that organisa-

tions should understand the privacy expectations of their customers in line with gen-

erally accepted privacy principles. They should also map this to legal requirements of 

the respective jurisdictions they operate in. Where a customer base is in a predomi-

nant jurisdiction the generally accepted privacy principles can be mapped to the ap-

plicable privacy laws to ensure that legal requirements are complied with whilst meet-

ing customer expectations. From this perspective UK and SA privacy legislation is 

considered next.  

3.1 Privacy Legislation in the UK 

Through the Data Protection Act (DPA) 1984 [31] the UK implemented one of 

world’s first measures to protect people’s personal information. It was underpinned 
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by fundamental privacy principles and introduced criminal offences for failure to 

comply [32]. The DPA has since been revised and in its current format, the Data Pro-

tection Act 2018, is closely aligned with the EU General Data Protection Regulation 

(GDPR). It has modernised data protection laws in the UK to be relevant in an online 

world. 

While the DPA empowers citizens to take control of their data it also provides sup-

port to organisations to implement required operational changes. The Act is structured 

into seven parts and includes 20 schedules. In particular, Part 2 (Chapter 1 and 2) 

supplements GDPR by completing specific member state interpretations and imple-

mentations; this includes reference to lawfulness of processing, special categories of 

personal data, rights (as well as restrictions of rights) of the data subject, accreditation 

of certification providers, transfers of personal data to third countries, and specific 

processing situations. Part 5 confirms the Information Commissioner’s Office (ICO) 

as the UK’s supervisory authority. Since 2018 enforcement actions include monetary 

penalties, enforcement notices, prosecutions, and undertakings [33]. 

Industry reports indicate that the majority (57%) of UK consumers are concerned 

about the amount of personal data they have shared online. While consumers are con-

cerned about data sharing many (63%) know little or nothing about their rights or 

legislation such as GDPR [34]. However, indications are that these are declining 

numbers and that consumers are becoming ‘data pragmatists’ who are willing to share 

personal information for clear rewards [35]. Contradictions between the UK public’s 

perception of online privacy and behaviour is not unusual and this phenomenon has 

been widely studied in different contexts (e.g. Kokolakis [36]). An examination of the 

privacy paradox among consumers across four UK cities postulates that insufficient 

education, apathy, and underestimating risks could still be relevant in this context 

[37]. 

From an organisational perspective the introduction of GDPR has forced UK or-

ganisations to inspect their data processing practices. Research shows that many UK 

organisations may not be fully aware of the changes in data protection, also at the 

executive level [38]. This could have significant implications, considering that Sec-

tion 198 of the DPA includes liability of directors. Another challenge is interpreting 

the ‘regulation’s qualitative statements’ or accessing external support to do so. This 

issue can be acute in resource-constrained organisations, such as SMEs [39]. In an 

effort to support data protection the ICO has published an extensive set of organisa-

tional guidelines, specifically aimed at SMEs, that cover the DPA and GDPR as it 

applies in the UK [40]. 

3.2  Privacy Legislation in SA 

South Africa has lagged in implementing comprehensive privacy legislation. While 

privacy is addressed to some extent in legal frameworks (e.g. section 14 of the Consti-

tution of the Republic of South Africa (1996) [41] stipulates that all citizens have the 

right to privacy) the online processing of personal information has been a concerning 

gap. In this regard legislators have enacted the Protection of Personal Information Act 

(POPIA) [42] to promote the protection of individuals’ data processed by organisa-
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tions. POPIA incorporates some of the most effective elements from global privacy 

laws and parallels can be drawn with the EU’s approach in implementing the GDPR 

[43]. 

The POPIA regulates the processing of personally identifiable information by pub-

lic and private bodies, aligning with international standards. While exceptions and 

special cases to conditions exist (e.g. processing after obtaining consent from a data 

subject) the POPIA is a comprehensive privacy legislation. With the appointment of 

an information regulator in December 2016 the Act has moved one step closer to 

implementation. In line with global trends to establish a data protection authority [6] 

the information regulator will handle data subject complaints, investigations, and 

impose penalties. 

The POPIA presents a positive step for the protection of personal information and 

should be welcomed by consumers. Prior research has shown that South African citi-

zens have high privacy expectations regarding organisations processing personal in-

formation [44]. However, organisational compliance will take significant effort, un-

less an organisation is already compliant with similar international laws. A particular 

concern for organisations is how the law will be interpreted (since it is based on pri-

vacy principles) by the information regulator, and how penalties will be imposed. 

Practical difficulties could include change management, adapting employee culture, 

and implementing new security technologies [45]. It is also recognised that POPIA 

will impact data management professionals in particular, with several steps necessary 

to move towards legislative compliance [46]. 

4 Research Methodology  

A quantitative research approach, using a survey, was followed to measure the 

concern for information privacy in the UK and SA. Quantitative methods are fre-

quently questionnaire-based, which works well for descriptive research where attitude 

and opinion data are collected and statistically analysed to draw general conclusions 

[47, 48]. While qualitative methods could give more in-depth insight it was not in-

cluded in the scope of this study. 

4.1 Instrument and Data Collection 

As instrument the Online Information Privacy Culture Index (OIPCI) was used. 

This questionnaire consists of four sections, starting with questions about biographical 

data and concern for information privacy. The next sections include expectation and 

confidence items based on 11 components which map to the FIPPS privacy principles, 

conditions in the DPA (UK), and the principles in POPIA (SA). All measures use a 5-

point scale. The expectation items aim to identify whether the consumer has a high or 

low expectation of a specific privacy principle. The confidence questions measure 

whether the consumer perceives that organisations indeed conform in practice to meet 

the respective privacy principle. 
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An online research platform, Prolific [49], was used to distribute the survey to a 

representative sample in the UK. The survey was distributed electronically by InSites 

Consulting [50], a market research company, to consumers in SA. Ethical clearance 

was obtained prior to data collection to validate that the survey complied with re-

search principles such as being voluntary, anonymous, and that consent was obtained 

to use the data for research publications. 

4.2 Sample  

A total of 456 responses were collected in the UK, and 1007 in SA according to the 

demographic profile of the country (total responses was 1463). The majority of the 

UK sample were female (69.96%) whereas the SA sample was relatively balanced 

(51.9% male).  The SA participants represented the demographic profile of SA with 

two thirds being African (black) and in the UK two thirds of the respondents indicated 

that they were English, as illustrated in Table 1. 

Table 1. Responses per SA and UK demographic profile 

South Africa United Kingdom 

Demographic Percent Demographic Percent 

African 63.8% English 63.7% 

Coloured 11.3% Welsh 3.2% 

Indian 4.9% Scottish 6.2% 

Asian 0.2% Northern Irish 1.7% 

White 19.9% British 8.5% 

  Other  14.1% 

  Missing 2.6% 

 
The majority of the respondents use their mobile phone (58% SA; 59% UK), fol-

lowed by a laptop (22% SA; 23% UK), desktop (12%) and tablet (8% SA; 7% UK) to 

access the Internet. Individuals in both countries mostly go online for purposes such 

as browsing, e-mail, social media, and banking. Respondents indicated that the sce-

narios in which they provide their personal information to websites are mostly when 

purchasing a product or for social media purposes. 

5 Results  

The SA respondents indicated that they obtain privacy information from the Inter-

net/websites (71%), banks (40%), and organisations to whom they provide their in-

formation (29%). Similarly, the UK respondents indicated that they obtain privacy 

information from the Internet/websites (26.3%), the organisation where they work 

(10.2%), the government (9.6%), organisations to whom they provide their infor-
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mation (9.6%), and banks (9.4%).  Respondents indicated that the preferred places to 

obtain privacy information were the Internet/websites, banks, government, organisa-

tion to whom they provide their personal information, and organisation they work for.  

5.1 Expectation versus Confidence Means 

The expectation for privacy in both countries was very high, with the UK being 

slightly higher (mean of 4.45) than SA (4.43). This shows that consumers expect pri-

vacy when sharing their personal information on websites. This could be expected in 

the UK where data protection laws have been in place for a long time. However, 

while POPIA has not yet commenced, online users in SA still have a high expectation 

of privacy. 

The difference in expectation versus confidence is illustrated in Fig. 1. The results 

for both countries show that there is a gap in terms of respondents’ privacy expecta-

tion compared to the confidence they have in whether organisations are meeting this. 

The UK respondents were more negative (2.63) compared to the SA respondents 

(2.93) in terms of their confidence in whether online companies are indeed meeting 

the regulatory requirements and their expectation for privacy. Correspondingly, the 

gap between the means for expectation versus confidence questions is higher for the 

UK (1.82) than SA (1.5). 

Fig. 1. Expectation and Confidence Means: SA and UK 

 
 

While the DPA has been in place since 1995, UK respondents were less confident 

that online companies are preserving their privacy. If consumers feel that organisa-

tions are not meeting their privacy expectations it indicates that organisations might 

not meet regulatory requirements as the expectations are in line with the POPIA and 

DPA requirements. 
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5.2 Expectations and Confidence regarding Privacy Principles 

The majority of expectation response means for both the UK and SA were above 

4.00. Only two statements with the lower means were recorded. The first was the 

expectation to keep personal information updated, which was higher for SA (3.67 

mean, 61% expected this) than the UK (3.32 mean, 42.9% expected this). The second 

related to whether respondents know where to submit a complaint if they believed an 

online company did not protect their personal data. More people in SA (3.29, 47.5% 

agreed) believed they know where to submit a complaint compared to the UK (2.66 

mean, 27.8% agreed).  

The statement with the highest mean for SA respondents related to the expectation 

that online companies should only use personal information for the purposes agreed 

with the data subject and never for other purposes (4.64 mean, 92.2% expected this). 

Secondly, to use personal information in a lawful manner (4.62 mean, 91.4% ex-

pected this). Thirdly, the expectation that online companies should have all the neces-

sary technology and processes in place to protect personal information (4.61 mean, 

91% expected this) as well as to protect it when sending it to other countries (4.61 

mean, 92.7% expected this). In the UK the expectation statement that had the highest 

mean was to correct or delete personal information upon request (4.73 mean, 91% 

expected this). Secondly, to honour the choice if one decides not to receive direct 

marketing (4.72 mean, 90.4% expected this). Thirdly, to inform the data subject if 

personal information was lost, damaged, or exposed publicly (4.7 mean, 89.1% ex-

pected this). 

UK respondents were more negative in terms of whether online companies are 

meeting privacy requirements and expectations in practice (four statements with a 

mean below 2.5). They were most negative about whether online companies are only 

using their personal information for purposes they agreed (2.27 mean, 17.5% were 

confident). Secondly, they indicated that they are not confident that online companies 

are ensuring that third-party’s have all the necessary technology and processes in 

place to protect their personal information (2.37 mean, 22.4% were confident). Third-

ly, they were not confident that online companies were using their personal infor-

mation in lawful ways (2.48 means, 23.7% were confident), nor collecting it with 

their consent (2.49 mean, 25% were confident). The lowest means in the SA data 

related to the confidence that online companies are informing one if personal infor-

mation was lost, damaged, or exposed publicly (2.75 mean, 35% expected this). Sec-

ondly, respondents were less confident that online companies protect their infor-

mation when sending it to other countries (2.81 mean, 34% were confident). Thirdly, 

that personal information is only used for purposes data subjects agreed to (2.84 

mean, 36% were confident). 

5.3 Significant Country Differences 

Table 2 in Appendix A portrays the means of the items for the SA and UK data. The 

last column indicates the difference in means, in descending order of difference. A 

positive number indicates that the SA mean was higher. A negative number indicates 
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the UK mean was higher. There were 30 items with a significant difference (indicated 

with “*”) based on Levine’s test of significance. The Sig. (2-tailed) value was 0.000 

for all the question pairs (significant if p<0.05) and was supported by the t-values.  

The SA respondents were significantly more positive than the UK respondents for 

22 of the confidence statements. This indicates that, compared to the UK, SA re-

spondents are more confident that online companies are implementing data privacy 

requirements and thereby meeting their privacy expectations. A reason could be that 

UK respondents are more aware of the regulatory requirements, having had data pri-

vacy law in place for a long time as well as an active regulator issuing fines. In SA 

POPIA has not yet commenced which could result in less awareness amongst con-

sumers regarding compliance with the law. However, it could also relate to a differ-

ence in national culture or compliance of organisations. This aspect requires further 

investigation for influencing factors and additional data collection once POPIA has 

commenced. 
Respondents from both countries were negative in terms of whether online companies 

(websites) take their responsibility to protect individuals’ personal information seri-

ously, with the UK (2.77 mean, 31.85 were confident) respondents being significantly 

more negative compared to the SA respondents (2.98 mean, 39% were confident). It 

should be noted that in the case of both countries none of the confidence-expectation 

item pair means correspond, indicating a gap in terms of what online users expect and 

how they experience their information being used in practice. Of importance is that 

there are statistically significant (based on the t-tests conducted) differences for all 

paired items in the SA and UK data. Thus, respondents from both countries have a 

high expectation for privacy, but are significantly less confident that online compa-

nies meet this in practice. This emphasises the concern for privacy from an expecta-

tion and compliance perspective for both countries. 

6 Conclusion 

This study aimed to measure individuals’ concern for information privacy by consid-

ering their expectations and perceptions whether organisations do indeed meet expec-

tations in practice. The study was conducted in two countries, the UK and SA, provid-

ing data for comparative purposes. The expectation for privacy in both countries are 

very high. The overall results for both countries show that there is a gap in terms of 

the privacy expectations of respondents compared to the confidence they have in 

whether organisations are meeting their expectations. The UK respondents are more 

concerned that online companies are not meeting expectations, which also indicates 

that regulatory requirements might not be met. Governments, regulators, and organi-

sations with an online presence need to consider the expectations of individuals and 

ensure that controls for privacy expectations and regulatory requirements for data 

privacy are in place.  

The results highlight the transdisciplinary nature of information privacy and that it is 

important to consider synergies between individual and organisational research [51]. 
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As POPIA is not yet implemented in SA the study can be repeated in future to identi-

fy whether concern for information privacy changes once legislation is in place. Fur-

ther work should also focus on the concern for information privacy between biograph-

ical groups and to expand the data collection to qualitative methods. 
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7 Appendix A 

Table 2. Means and Significant Differences (items from [14]) 

 Items - Experience SA UK Diff. 

I know where to submit a complaint if I believe an online company (web-

site) did not protect my personal information.* 
3.29 2.66 0.63 

I expect online companies (websites): 

…to keep my personal information updated.* 
3.67 3.32 0.35 

…to explicitly define the purpose for which they want to use my infor-

mation. 
4.59 4.51 0.08 

…to inform me of the conditions for processing my personal information. 4.56 4.49 0.07 

…to notify me before they start collecting my personal information.* 4.48 4.43 0.05 

…to only use my personal information for purposes I agreed to and never 

for other purposes. 
4.64 4.61 0.03 

…not to collect sensitive personal information about me. 4.31 4.3 0.01 

…to obtain my consent if they want to use my personal information for 

purposes not agreed to with them. 
4.59 4.62 -0.03 

…I expect privacy when an online company (website) has to processes 

my personal information for services or products. 
4.59 4.63 -0.04 

…to only collect my personal information when I have given my consent; 

or if it is necessary for a legitimate business reason. 
4.58 4.62 -0.04 

…to only collect my personal information from myself and not from 

other sources. 
4.49 4.53 -0.04 

…to use my personal information in a lawful manner. 4.62 4.67 -0.05 

…to have all the necessary technology and processes in place to protect 

my personal information. 
4.61 4.66 -0.05 

…to ensure that their third parties (processing my personal information) 

have all the necessary technology and processes in place to protect my 

personal information. 

4.51 4.56 -0.05 

…to protect my information when they have to send it to other countries. 4.61 4.67 -0.06 

…to protect my personal information.* 4.56 4.65 -0.09 

…to inform me if records of my personal data were lost, damaged or 4.59 4.7 -0.11 
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exposed publicly. 

…to give me a choice if I want to receive direct marketing from them.* 4.51 4.63 -0.12 

…to honour my choice if I decide not to receive direct marketing.* 4.58 4.72 -0.14 

…to correct or delete my personal information at my request.* 4.56 4.73 -0.17 

…to only keep my personal information for as long as required for busi-

ness purposes or regulatory requirements.* 
4.26 4.44 -0.18 

…not to collect excessive or unnecessary information from me.* 4.35 4.55 -0.2 

…to tell me what records of personal information they have about me 

when I enquire about it.* 
4.41 4.68 -0.27 

Items - Confidence       

I believe that online companies (websites) are only using my personal 

information for purposes I agreed to and never for other purposes.* 
2.84 2.27 0.57 

I feel confident that online companies (websites): 

…ensure that their third parties have all the necessary technology and 

processes in place to protect my personal information.* 

2.89 2.37 0.52 

…are requesting only relevant and not information other than what is 

needed for them to offer me a service or product.* 
3.04 2.54 0.5 

…are collecting my personal information only with my consent, or for a 

legitimate business reason.* 
2.92 2.49 0.43 

…keep my personal information up to date.* 2.95 2.53 0.42 

…are explicitly defining the purpose they want to use my information 

for.* 
2.92 2.5 0.42 

…are notifying me before collecting my personal information.* 2.92 2.51 0.41 

…have all the necessary technology and processes in place to protect my 

personal information.* 
3 2.62 0.38 

…respect my right to privacy when collecting my personal information 

for services or products.* 
2.87 2.5 0.37 

…are using my personal information in lawful ways.* 2.84 2.48 0.36 

…adequately inform me of the conditions.* 2.9 2.57 0.33 

…are collecting my personal information from legitimate sources. * 2.91 2.62 0.29 

…protect my information if they have to send it to other countries.* 2.81 2.53 0.28 

…are protecting my personal information.* 2.86 2.59 0.27 

…only collect sensitive personal information.* 2.92 2.65 0.27 

…are obtaining my consent to use my personal information for purposes 

other than those agreed to with me.* 
2.88 2.62 0.26 

…inform me if records of my personal data were lost, damaged or ex-

posed publically.* 
2.75 2.52 0.23 

I believe that online companies (websites) take their responsibility seri-

ously to protect my personal information.* 
2.98 2.77 0.21 

I feel confident that if I submit a complaint, believing that an online com-

pany (website) did not protect my personal information, that it will be 

dealt with appropriately by the relevant authorities.* 

2.92 2.74 0.18 
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…will correct or delete my personal information at my request.* 2.98 2.82 0.16 

can tell me what records or personal information they have about me. 2.99 2.86 0.13 

I believe that online companies (websites) are keeping my personal in-

formation indefinitely. 
3.26 3.14 0.12 

Online companies (websites) always give me a choice to indicate if I 

want to receive direct marketing from them. 
3.14 3.06 0.08 

…honour my choice if I do not want to receive direct marketing. 2.93 2.87 0.06 

* significant difference between SA and UK mean 


