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ABSTRACT

Micro-businesses are disproportionately exposed to cyber threats yet remain underserved by
generic ‘one size fits all' cybersecurity guidance that often fails to reflect their resource
constraints and operational realities. To address this research-practice gap, this study adopts a
user-centered design (UCD) approach to synthesise and articulate the cybersecurity needs of UK
micro-businesses. Thirty semi-structured interviews were conducted across three subgroups:
Digitally Dependent, Digitally Based, and Digital Enablers. Thematic analysis generated 36 user
needs, expressed using the UK Government Digital Service (GDS) format and organised into
four categories: Guidance, Posture, Resources, and Return on Investment (ROI). Guidance needs
were most prominent, highlighting demand for actionable, simple, tailored, and trustworthy
support that reaches businesses proactively, avoiding fear appeals. While resource constraints
were universal, subgroup differences emerged particularly in ROl and regulatory awareness,
underscoring the limitations of homogeneous SME engagement strategies. Rather than offering
new findings on barriers to adoption or proposing empirically validated interventions, the study
contributes a structured, user-needs-led benchmark and a literature-informed ‘opportunity
space’ for designing more contextually aligned cybersecurity support. Overall, the findings
suggest that improving SME cybersecurity engagement may depend less on generating new
knowledge and more on translating existing insights into accessible, actionable, and user-
aligned forms of support.
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increasingly digitally exposed. SMEs account for 99%
of UK private businesses, 60% of employment, and
50% of turnover (Federation of Small Businesses

1. Introduction

This study aims to identify and articulate the cybersecur-

ity needs of UK micro-businesses by: (1) eliciting user
needs through interviews and translating these insights
into an actionable, accessible benchmark expressed in
the voice of micro-business owners; (2) examining how
these needs differ across micro-business subgroups (Digi-
tally Dependent and Digitally Based), while drawing on
insights from Digital Enablers (e.g. SME cybersecurity
consultants to provide provider perspectives to contex-
tualise) and triangulate the findings, rather than treating
them as direct representations of micro-business user
needs; and (3) reviewing literature-informed approaches
that may address the identified needs. In doing so, the
study contributes a design-oriented benchmark of
micro-business user needs to support policymakers,
practitioners, and researchers in tailoring interventions
beyond ‘one size fits all’ guidance.

This focus is important because SMEs, particularly

2023). According to the Companies Act (2006),
micro-enterprises employ fewer than 10 staff, small
enterprises 11-50, and medium enterprises 51-250
(UK Government 2006). As most UK SME:s fall within
the micro-business category, and most start-ups begin
as micro-enterprises, the resilience of this subgroup is
strategically significant (DBT 2024). This centrality is
mirrored globally, with SMEs forming the backbone of
most economies and driving employment, innovation,
and growth (Aranitou and Arachovas 2024).

At the same time, SMEs’ reliance on digital technol-
ogies has intensified due to post-COVID shifts to online
working and accelerated digitalisation (Klein and Todesco
2020). The UK Cyber Security Breaches Survey (2024)
highlights the extent of this trend, reporting that 91% of
SMEs are digitally exposed through activities such as
online banking, customer data storage, smart devices,

micro-businesses, are economically important yet  and e-commerce (DSIT 2024). While increased
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digitisation offers operational benefits, it also expands
SMEs’ digital footprint and associated attack surface,
heightening vulnerability to cyber-attacks (Alahmari and
Duncan 2020). Accordingly, this study begins by examin-
ing the prevalence of cyber-attacks affecting small and
micro-businesses alongside their appraisals of cyber risk.

1.1. Cyber attacks and risk appraisal in SMEs

Small businesses remain frequent targets of cyber-
attacks, with 43% reporting incidents in the 2025 UK
Cyber Security Breaches Survey (DSIT 2025b). Since
the survey’s inception in 2016, this proportion has
remained relatively stable, fluctuating between 32%
and 50% annually. Extant research highlights a persist-
ent juxtaposition between SMEs’ sustained exposure to
cyber threats and their comparatively low perceived per-
sonal risk (e.g. Button et al. 2026; Rawindaran et al.
2023; Saban, Rau, and Wood 2021). Osborn and Simp-
son (2018) characterise this mindset as a form of ‘secur-
ity in obscurity’, whereby SMEs perceive themselves as
unlikely targets, assume they possess little of value,
and therefore deprioritize protective action. This
suggests a largely superficial understanding of attacker
motives and methods (Bitzer, Stahl, and Strobel 2021).
This limited risk appraisal may help explain why,
despite continued victimisation rates, SMEs frequently
deprioritize cybersecurity investment and preparedness
(Hoppe, Gatzert, and Gruner 2021). Regardless of per-
ceived risk, however, the consequences of cyber inci-
dents for SMEs can be substantial (Saha and Anwar
2024). Attacks may disrupt operations, compromise
financial stability, damage organisational reputation,
generate legal and regulatory liabilities, and weaken
supply chain relationships; in severe cases, they may
even threaten organisational survival (Haney and Lut-
ters 2018; Wolf, Aviv, and Kuber 2021). These potential
impacts underscore the importance of proactive cyber-
security practices, which we now explore further.

1.2. Implementation of protective controls

Existing literature indicates that SMEs demonstrate lim-
ited and uneven implementation of protective cyberse-
curity controls, resulting in suboptimal security
postures (Chidukwani, Zander, and Koutsakis 2026).
Many firms rely on basic safeguards, such as passwords,
while underutilising more robust controls including
multi-factor authentication, regular patching, and struc-
tured backup processes (Ncubukezi, Mwansa, and Roc-
aries 2020). Osborn and Simpson (2018) interpret this
pattern as symptomatic of a predominantly technol-
ogy-centric approach, whereby SMEs adopt isolated

technical tools rather than implementing a holistic
cybersecurity strategy.

Such approaches are often linked to limited cyberse-
curity knowledge, constrained in-house expertise,
resource pressures, and low awareness of best practice
(Cartwright and Cartwright 2025). Consequently, the
broader principles of best-practice cybersecurity, particu-
larly the integrated focus on people, processes, and tech-
nology, are frequently overlooked, resulting in uneven
organisational resilience. The literature also reflects
ongoing debate regarding the suitability of established
cybersecurity frameworks for SMEs. Tam, Rao, and
Hall (2021) argue that many frameworks are designed
for larger organisations and are therefore overly complex
and resource-intensive for SME contexts. Some research-
ers advocate the development of lightweight, SME-
specific frameworks tailored to organisational constraints
(Rae and Patel 2019), while others recommend adapting
existing standards to improve contextual fit (Van Haas-
trecht et al. 2021). However, empirical evidence evaluat-
ing the effectiveness of either approach remains limited.

In the UK, government-backed initiatives such as the
Cyber Essentials scheme promote the adoption of baseline
protective controls capable of mitigating common auto-
mated cyber-attacks (Such et al. 2019). Nevertheless,
uptake has remained comparatively low, as evidenced
by successive UK Cyber Security Breaches Surveys show-
ing that SME awareness of Cyber Essentials has remained
modest and, in some years, declined, particularly among
micro-businesses. This indicates a persistent gap between
the availability of best-practice guidance and meaningful
organisational engagement with, and implementation of,
recommended security measures. The following section
examines the antecedents of this limited uptake.

1.3. Barriers to cybersecurity guidance uptake

The literature identifies multiple factors contributing to
the limited uptake of cybersecurity measures among
SMEs. A lack of awareness remains a significant barrier,
with many firms simply unaware of available guidance
and support (Khan et al. 2025a; Khan et al. 2026).
Resource constraints further compound this challenge,
as limited time, finances, and in-house expertise make
it difficult to prioritise cybersecurity (Alahmari and Dun-
can 2021; Wilson et al. 2023). These pressures are exacer-
bated by business leaders’ difficulties in articulating, or
even recognising, the return on investment (ROI) associ-
ated with cybersecurity (Kosutic and Pigni 2022), despite
evidence that it can function as a strategic enabler and
source of competitive advantage (Barlette, Gundolf, and
Jaouen 2017). Under such conditions, cybersecurity is



frequently deprioritized when its value is perceived as
indirect or uncertain (Hoppe, Gatzert, and Gruner 2021).

SMEs also tend to rely on informal networks and
word-of-mouth for cybersecurity guidance (Renaud and
Ophoff 2021), which can be problematic when advice
originates from individuals lacking specialised expertise
(Cartwright, Cartwright, and Edun 2023). Even when
professional advice is sought, engagement outcomes are
often suboptimal due to content complexity, mismatched
communication styles, or fragmented support resources
(Khan et al. 2025b; Renaud and Weir 2016). Additionally,
the use of fear appeals to encourage adoption remains
contested; while intended to motivate protective behav-
iour, some evidence suggests such approaches may disen-
gage SMEs or reinforce misconceptions, whereas others
argue they may be necessary to counter complacency
(Bada and Nurse 2019; Renaud and Dupuis 2019).

Taken together, these findings align with broader
reviews indicating that SMEs commonly face limited
expertise, resource pressures, fragmented guidance,
and difficulties translating ‘good practice’ into action-
able implementation (Chidukwani, Zander, and Kout-
sakis 2022; Junior, Becker, and Johnson 2023). From a
behavioural perspective, resource limitations and
difficulties accessing or understanding cybersecurity
guidance can create an awareness-action gap, where
SMEs recognise cyber risks but still struggle to adopt
recommended security practices. Consistent with this
interpretation, Jamil et al. (2025) show that coping
appraisal factors, particularly self-efficacy, response
efficacy, and perceived costs, are stronger predictors of
secure behaviour than threat susceptibility alone. This
suggests that perceived vulnerability is insufficient to
drive adoption in the absence of feasible, contextually
aligned support. Consequently, a mismatch persists
between prevailing engagement approaches and the
practical realities under which SMEs operate. The fol-
lowing section therefore examines the limitations of
existing engagement approaches.

1.4. Limitations of existing engagement
approaches

Much of the existing research and policy literature treats
SMEs as a homogeneous group, resulting in generic
‘one size fits all’ strategies and recommendations that
often fail to account for organisational diversity and can
be impractical for resource-constrained small-business
environments (Chidukwani, Zander, and Koutsakis
2022; Heidt, Gerlach, and Buxmann 2019). This hom-
ogenised perspective overlooks critical contextual differ-
ences in organisational size, resources, and digital
maturity (Junior, Becker, and Johnson 2023), thereby
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reducing the relevance, uptake, and overall effectiveness
of proposed interventions (Khan et al. 2025a).

Recognition of SME heterogeneity has led to attempts
at subcategorization to better tailor support. The EU
Small Business Standard (SBS) framework, for example,
distinguishes between Digitally Dependent firms (reliant
on ICT for operations), Digitally Based firms (providers
of digital solutions such as websites or software), and
Digital Enablers (SMEs offering cybersecurity-related ser-
vices) (SBS 2020). Despite its conceptual value, relatively
few studies have operationalised these categories in
empirical research. Shojaifar and Jarvinen (2021) pro-
posed a five-part taxonomy ranging from ‘cybersecurity
abandoned’” to ‘cybersecurity provider’ SMEs, but this
classification was largely researcher-defined and only
lightly validated. Similarly, Van Haastrecht et al. (2021)
developed a socio-technical framework to differentiate
cybersecurity support needs, yet their work was entirely
literature-based and lacked direct SME input.

More recently, Wilson and McDonald (2025) explored
micro-business cybersecurity perspectives and engage-
ment preferences through interviews with Digitally
Dependent, Digitally Based, and Digital Enabler groups.
Their findings revealed notable differences in risk percep-
tions, IT practices, engagement preferences, and adoption
triggers across subgroups, providing important insights
into SME diversity. However, while this work advanced
understanding of subgroup differences, it did not system-
atically translate these insights into a clear user-centered
framing for cybersecurity support. As a result, protective
guidance that does not adequately account for SMEs’
specific contexts and constraints risks misalignment
with their everyday operational realities. In considering
how to address this issue, the following section examines
how user-centered design (UCD) approaches might be
adapted to more effectively align cybersecurity support
with the lived needs and practices of SMEs.

1.5. Understanding user needs through user-
centered design (UCD)

User-centered design (UCD) is an approach that places
users’ needs, contexts, and experiences at the core of
the design process, with the aim of producing systems
that are effective, efficient, and satisfying to use (ISO
2019). Formalised in ISO 9241-210 and rooted in
Human-Computer Interaction (HCI), UCD emphasises
active user involvement to ensure that solutions are
grounded in real-world contexts (Radnejad, Sarkar, and
Osiyevskyy 2022). Central to this approach is the premise
that, without a clear understanding of users’ environ-
ments, goals, and intended outcomes, valid and meaning-
ful requirements are unlikely to be identified (ISO 2019).
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A key step in developing such understanding is the
identification of ‘user needs’ (Lo et al. 2025). In service
design literature, user needs are typically conceptual-
ised as the underlying goals, motivations, and desired
outcomes users seek to achieve through interaction
with a service, rather than the specific features or sol-
utions the service provides (Suhaimi, Walters, and
Ward 2024). Expressing findings in terms of user
needs therefore serves an important translational func-
tion as qualitative research often generates rich but
complex insights that are not inherently design-
ready. By distilling these insights into clearly articu-
lated user-need statements, dispersed or densely pre-
sented knowledge can be reorganised into a coherent
and accessible framework that is more readily inter-
pretable and actionable for those designing interven-
tions (Suhaimi, Walters, and Ward 2024). In this
sense, a user-needs-led framing translates existing
knowledge into the voice of the user, in this case, the
micro-business owner, making explicit their goals,
constraints, and decision-making realities.

The importance of this translational role becomes
clearer when considered alongside the persistent
research-practice gap in SME cybersecurity: despite a
decade of research identifying barriers to adoption
and proposing strategies to address them, uptake of
recommended practices remains consistently low.
This persistence suggests that the challenge may lie
less in identifying additional barriers and more in
how existing knowledge is communicated, structured,
and translated into practice. A growing body of evi-
dence indicates that SME cybersecurity guidance
remains underutilised because it is often presented in
formats that are overly complex, insufficiently action-
able, or framed as generic solutions that fail to reflect
SME contexts (Junior, Becker, and Johnson 2023;
Khan et al. 2025a; Saha and Anwar 2024). A user-
needs-led framing offers one potential mechanism for
narrowing this research-practice gap by rendering
knowledge more design-ready, context-sensitive, and
aligned with the everyday realities of micro-business
decision-makers. To demonstrate the practical rel-
evance of this approach, the following section exam-
ines empirical examples of user-needs-led approaches
in practice and illustrates how articulated user needs
can inform more user-aligned and actionable design.

1.6. Evidence of user needs approaches in
practice

User-needs-led approaches are evident across a wide
range of academic domains as well as in industry. In

healthcare, synthesising user needs from both patients
and clinicians has been shown to shift design attention
away from technology-led features toward outcome-
oriented requirements that reflect real care practices,
workflows, and patient priorities, thereby supporting
more person-centered service development (Chute
et al. 2022). sSimilarly, Rooney and Jelenewicz (2026)
demonstrate that translating patients’ experiences with
medical devices into formalied user-need statements
helped designers move beyond surface usability issues,
enhancing empathy for users’ lived experiences and
enabling more contextually grounded design decisions
that accounted for physical, emotional, and situational
constraints. To increase the impact of government cen-
sus data, Lowry et al. (2023) found that eliciting user
needs from statisticians, researchers, and policy officials
revealed misalignments between existing system func-
tionality and users’ analytical and decision-making
tasks. Articulating these needs informed the redesign
of a national data infrastructure service, resulting in
improved usability, clearer information pathways, and
better-targeted support provision. The grey literature
also contains numerous examples of user-needs-led
approaches being used in industry to improve service
design. For example, Bank of America’s ‘Keep the
Change’ programme emerged from research into custo-
mers  everyday saving behaviours, which identified
unmet needs for low-effort, automated saving mechan-
isms. Rather than introducing new financial products,
these insights were embedded into service design by
rounding up transactions and automatically transferring
small amounts into savings, which was credited with
attracting over 12 million new customers and generat-
ing more than $2 billion in savings (Schmieden 2018).

Taken together, these examples demonstrate how
translating rich and often fragmented qualitative
insights, ranging from patient narratives and clinician
workflows to policy-user frustrations and everyday
financial habits, into structured user-need statements
can transform complex data into a coherent design
direction. By clarifying goals, constraints, and desired
outcomes, this reframing can make insights more inter-
pretable and actionable for decision-makers and
designers. Building on this cross-domain evidence, we
now outline how the present study applies a user-
needs-led approach within the context of micro-
business cybersecurity.

1.7. The present study

Against this backdrop, the present study adopts a user-
needs-led approach to reanalyse interview data collected
by Wilson and McDonald (2025) with EU-defined



micro-business sub-groups: Digitally Dependent, Digi-
tally Based, and Digital Enablers. Rather than identify-
ing new cybersecurity barriers, the study seeks to
translate qualitative insights into explicitly articulated
cybersecurity user needs, expressed in the voice of
micro-business decision-makers.

There is no single internationally standardised format
for expressing user needs (ISO 2019). Given the UK focus
of this study, the UK Government Digital Service (GDS)
format was selected as a pragmatic and contextually rel-
evant approach. GDS conceptualises user needs as the
goals or problems users are trying to achieve, expressed
from the user’s perspective (DSIT 2025a). Their format
of ‘As a [type of user], I need [what the user wants to
do] so that [why the user wants to do it]” facilitates the
synthesis of qualitative insights while maintaining a
focus on outcomes rather than predefined solutions.

Expressing needs in this format enables a structured,
user-centered representation of micro-business owners’
goals, constraints, and decision-making realities, providing
a benchmark against which potential solutions can be con-
sidered. This approach also supports systematic compari-
son across micro-business sub-groups, enabling clearer
examination of how cybersecurity needs differ across digi-
tal contexts. To explore the ‘opportunity space’ created by
identifying these needs, the study then draws on rec-
ommendations from the existing literature to consider
how the identified needs might be addressed. These litera-
ture-informed solutions are design considerations rather
than validated interventions, offered to illustrate how a
user-needs-led framing can support more targeted and
contextually grounded cybersecurity guidance.

Building on this rationale, the study is guided by the
following research questions:

RQ1. What cybersecurity user needs do UK micro-
businesses identify when these needs are elicited and
articulated using a UCD approach?

RQ2. How do these user needs differ across micro-
business Digitally Dependent and Digitally based sub-
groups, and how do Digital Enabler perspectives con-
textualize and help interpret these differences?

RQ3. What literature-informed approaches could
address the identified user needs?

2. Materials and methods

This section outlines the methodological approach used
to elicit user needs through interviews with Digitally
Dependent and Digitally Based micro-businesses, as
well as Digital Enablers. It provides an overview of the
study’s participants, procedures, materials, measures,
and data analysis. Ethical approval for this study was
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granted by the University Research Ethics Committee
(approval number 007675).

2.1. Participants and recruitment

Thirty participants recruited for this study were evenly
distributed across three groups: ten Digitally Dependent
(DD), ten Digitally Based (DB), and ten Digital Enablers
(DE). DD participants were small and micro-businesses
that relied on IT for day-to-day operations but did not
have IT as a core business activity. DB participants
were small and micro-businesses that delivered pro-
ducts or services through IT to other businesses, with-
out providing dedicated cybersecurity support. DE
participants were organisations whose primary role
was to support other firms in strengthening their
cybersecurity.

Across the Digitally Dependent and Digitally Based
groups, interviewees were typically owners, partners,
or managers with decision-making responsibility. Parti-
cipating organisations represented a range of sectors
and were predominantly micro-enterprises; however,
two Digitally Based organisations fell within the small-
business category (11-50 employees), albeit at the
lower end of this range. Most participants were based
in North East England and Yorkshire, UK. Purposive
sampling (Bernard 2017) was used to identify Digitally
Dependent and Digitally Based businesses through a
brief online screening survey (see Appendix A). DE par-
ticipants were recruited separately via the UK Cyber
Resilience Centres (CRC) network, comprising cyber
consultants and experts who specialise in helping
businesses improve their cybersecurity, typically
through services such as Cyber Essentials certification
and related advisory support.

2.2. Question design

Semi-structured interviews were employed to enable
flexible, in-depth exploration of the cybersecurity
needs, perceptions, and behaviours of small and
micro-businesses. The interview schedule was designed
using open-ended, exploratory prompts to elicit
accounts while allowing participants to introduce issues
most relevant to their organisational context. This gen-
erative approach is consistent with qualitative research
aiming to capture decision-making processes and lived
experiences in complex socio-technical settings (Braun
and Clarke 2013).

To ensure that the interview prompts were not only
exploratory but also theoretically informed, their design
was guided by prior cybersecurity behavioural research
that draws on preventative health frameworks to explain
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the adoption of protective behaviours among home
users, employees, and business decision-makers. Such
frameworks seem appropriate in cybersecurity contexts
because, like preventative healthcare, cybersecurity
involves proactive behaviours intended to mitigate
potential future harm rather than respond to immediate
incidents. Among these frameworks, Protection Motiv-
ation Theory (PMT) (Rogers 1975) and the Health
Belief Model (HBM) (Rosenstock 1974) are prominent
in cybersecurity research, where they have been widely
applied to examine risk perception, protective beha-
viours, and the adoption of security measures. Although
PMT and HBM share conceptual similarities, such as
perceived vulnerability, perceived severity, and response
efficacy, this study drew primarily on constructs derived
from the HBM to inform the interview design. HBM
was selected as the principal theoretical scaffold because
its construct of cues to action offered a useful lens for
discussing participants’ triggers that prompted cyberse-
curity adoption. Importantly, the selection of HBM is
not meant to imply that it is more suitable than PMT
for explaining cybersecurity behaviour, nor is this
study designed to test or validate HBM as a predictive
model. Rather, the framework was used to structure
and sensitise the interview prompts, ensuring concep-
tual coherence and alignment with established literature
while preserving the inductive nature of the analysis. In
this sense, HBM functioned as a conceptual lens rather
than a framework for generating and testing formal
hypotheses.

Table 1 outlines how the interview questions were
mapped to key HBM constructs (e.g. perceived suscep-
tibility, perceived severity, perceived barriers, self-
efficacy, and cues to action), while remaining sufficiently
open-ended to support inductive theme development.
The interview schedule also included additional non-
HBM inspired questions to capture SME cybersecurity

Table 1. Interview themes and question areas.

engagement preferences, the influence of external
news reporting and participants’ recommendations for
improving cybersecurity support for small and micro-
businesses.

Interview questions were piloted with cybersecurity
professionals, SME owners, and academics to ensure
accuracy, clarity, and neutrality. Interviews followed
core topics with flexible sub-questions, using laddering
to probe simple responses and reveal underlying motiv-
ations. Given the well-documented challenges of
recruiting SMEs in cybersecurity research (e.g. Osborn
and Simpson 2018), interviews were intentionally
designed to be concise (approximately 20-30 min) to
minimise participant burden and support engagement.
To mitigate potential limitations associated with shorter
interviews, the interview guide followed best-practice
recommendations for semi-structured interviews of
limited duration (McGrath, Palmgren, and Liljedahl
2019; Zavattaro and Gille 2026). These recommen-
dations include pilot testing, a focused set of core ques-
tions, the use of pre-prepared probes, and careful time
management, all of which are intended to maximise
the depth and quality of information gathered within
shorter interview formats.

2.3. Procedure

Interviews were conducted via video conferencing soft-
ware, without incentives, and lasted around 20 min.
Each session began with brief introductions to build
rapport, moved into the main questions guided by the
interview protocol but kept flexible to allow natural con-
versation, and concluded with a short wrap up outlining
next steps and giving participants the opportunity to ask
questions. Video conferencing software was used to
record the interviews and generate draft word tran-
scripts. These were checked against the audio to ensure

Construct / Theme Questions Group(s) Source
Perceived Vulnerability How vulnerable do you believe your business/SMEs are to cyber-attacks? DD, DB, DE Claar (2011)
Do you think SMEs are as vulnerable as larger organisations?
Do SMEs deliberately leave themselves vulnerable? DE Self-developed
What do you understand by the term ‘hacking’? DD, DB Self-developed
Perceived Severity If your business/SMEs were hacked, what might the impacts be? DD, DB Claar (2011)
Perceived Benefits What do you/SMEs see as the return on investing in cybersecurity? DD, DB, DE Ng, Kankanhalli, and Xu (2009)
Perceived Barriers What prevents you/SMEs from investing in cybersecurity? DD, DB, DE Ng, Kankanhalli, and Xu (2009)
Self-Efficacy How do you/SMEs maintain cybersecurity? DD, DB, DE Ng, Kankanhalli, and Xu (2009)
Cues to Action What motivates you/SMEs to adopt cybersecurity? DD, DB, DE Osborn and Simpson (2018)
Engagement What do SMEs usually ask you for help with? DE Self-developed
How do you currently receive cybersecurity guidance, and how would you DD, DB Self-developed
prefer to receive it?
Influencers How do news stories about cyber-attacks influence your security DD, DB Self-developed
practices?
Improvements What could improve the future of SME cybersecurity? DD, DB, DE Self-developed

DD = Digitally Dependent; DB = Digitally Based; DE = Digital Enabler.

Note: Table 1 is adapted with modifications from Wilson and McDonald (2025).



verbatim accuracy. To maintain anonymity, identifiers
were removed and participants were assigned pseudo-
nyms (DD, DB, DE) and numerical codes (1-10).

2.4. Data analysis

Word transcripts were subjected to thematic analysis in
Atlas.ti 25 using an inductive open-coding approach
conducted by the first author. While the interview
guide was theory-informed (HBM), analysis was con-
ducted inductively and was not structured around
HBM constructs. The purpose was to identify quota-
tions that explicitly or implicitly addressed participants’
cybersecurity needs, challenges, or preferences. Quota-
tions were retained when they provided substantive
insights, such as articulating participants’ perspectives,
rationales for their decisions, or the underlying reasons
for their needs, challenges, or expectations. Implicit
statements, where perspectives could be inferred rather
than directly stated, were also included. Text segments
that did not contribute relevant insights into user
needs were excluded. For Digital Enablers, quotations
were retained when they reflected perceptions or experi-
ences of small businesses’ cybersecurity needs, chal-
lenges, or preferences. Although Digital Enabler input
was analysed alongside micro-business data, it reflects
their experiences of working with SMEs rather than
the SMEs” own perspectives. Accordingly, these insights
were used to triangulate findings and provide contextual
understanding, not to replace the views of Digitally
Dependent or Digitally Based businesses. This process
yielded a grand total of 446 quotations.

2.4.1. Code development

The 446 quotations were subsequently coded by the first
author, through an iterative process in which quotations
of similar meaning were grouped together. Groups were
assigned labels that drew on words or phrases used
within the quotations themselves. The intent was to
ensure conceptual coherence, with all quotations
assigned to a group and none excluded. Through itera-
tive refinement, the groups were consolidated into
broader thematic categories, which constituted the
major codes of the analysis:

Cybersecurity Guidance - Participants’ needs for pro-
tective guidance, including desired content, forms of
support, and expectations of cybersecurity experts
(224 quotations).

Cybersecurity Posture — Participants’ needs relating to
the assessment of current cybersecurity practices,
threats, and risk management, with emphasis on present
activities and requirements (99 quotations).
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Resources - Needs concerning time, finances, and
expertise, as well as the ways in which resource limit-
ations contributed to the deprioritization of cybersecur-
ity in favour of competing demands (39 quotations).
Return on Investment (ROI) - Needs associated with
understanding, or difficulties in discerning, the return on
investment from cybersecurity measures (84 quotations).

2.4.2. Sub-Code development

Each major code was further refined into sub-codes by
the first author, enabling the identification of narrower
but conceptually related categories. The refinement pro-
cess was conducted iteratively until thematic saturation
was achieved. High-frequency sub-codes were further
disaggregated, whereas low-frequency sub-codes were
either merged or retained as stand-alone categories.
This process ultimately yielded a comprehensive set of
36 sub-codes. A codebook was subsequently developed
to document the definition, scope, and application cri-
teria of each code and sub-code (Appendix B).

2.5. Intercoder reliability

Intercoder reliability was used to evaluate the consist-
ency with which the first and fourth authors interpreted
and applied the codebook. Reliability was assessed at the
theme level. To facilitate this process, interview data
were exported to Atlas.ti 25 as a project containing
pre-defined quotations without assigned code labels.
The fourth author independently coded a pilot sample
of nine randomly selected interview transcripts (three
from each DD, DB, and DE participant group) using
the developed codebook. Intercoder agreement for the
pilot yielded a Krippendorff’s alpha of a = 0.72. Consist-
ent with iterative qualitative coding practices (Halpin
2024), the authors met to review coding discrepancies,
which primarily arose in the differentiation and allo-
cation between Guidance and Posture codes. These dis-
crepancies were resolved through discussion and minor
codebook clarification before proceeding to full double-
coding of all 30 transcripts, resulting in an improved
KrippendorfF’s alpha of a = 0.84, indicating strong inter-
coder reliability and consistent application of the coding
framework (Krippendorft 2004).

2.6. Presentation of user needs

User needs were derived by systematically translating
sub-codes and their quotations into statements using
the Government Digital Service (GDS) format
(GOV.UK 2017):
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As a [type of user], I need [what the user wants to do] so
that [why the user wants to do it].

The process followed three steps. First, the type of
user was specified (here, micro-businesses). Second,
the user’s goal (what the user wants to do) was con-
sidered by identifying the overall needs, wants, and
desires expressed by the quotations contained within
a sub-code. Third, the underlying rationale (the why)
was articulated by examining the sub-codes’ quota-
tions for clues as to why the goal was important.
Once the 36 draft statements were produced, they
underwent validation to ensure conceptual clarity,
distinctiveness, and representativeness of the under-
lying data.

2.6.1. Validation

Draft user needs were validated against the Government
Digital Service (GDS) criteria. This process involved
systematically assessing each need to ensure that it:

¢ Reflected the authentic voice of small business own-
ers (i.e. it reads like something a real owner would
say).

o Prioritised the articulation of problems rather than
solutions.

e Was concise, descriptive, and transparent regarding
user motivations.

e Was stable over time and unlikely to undergo sub-
stantive change.

* Was actionable for stakeholders engaged in small
business cybersecurity.

Conversely, users’ needs were rejected or revised if

they:

e Presupposed a specific solution, feature, or
technology.

e Were framed in terms too broad to permit meaning-
ful interpretation.

o Were excessively narrow, thereby precluding alterna-

tive possibilities.

2.6.2. Worked example

For transparency, the following illustrates how an inter-
view excerpt was translated into a GDS-style user need
by applying the three-step process and subsequent
GDS validation.

Interview Quotation: Nothing stood out enough to make
me think this is clear, easy and obvious as to what they’re
trying to get to and what would make sense as to what
steps to take.

Code and Sub-Code

e Code: Guidance - the quotation concerns needs
related to protective guidance received.

e Sub-code: Actionable - the quotation highlights a
need for guidance that clearly specifies steps to take.

Three-Step Translation Process

(1) Specify the type of user: The type of user is specified
as micro-businesses (here operationalised in the
statement as a micro-business owner).

(2) Identify the user’s goal (the ‘what’): From the quo-
tation, the central goal is to receive guidance that
translates into clear, concrete steps.

What = cybersecurity guidance I can act on.

(3) Articulate the underlying rationale (the ‘why’): The
quotation implies frustration with ambiguity and a
desire to know what to do next.

Why = so that I can actually do something with it.

Resulting GDS-style user need: As a micro-business
owner, I need cybersecurity guidance that I can act on
so that I can actually do something with it.
Validation Against GDS Criteria of the Example
The statement retains the user’s voice, frames a clear
problem/goal (guidance I can act on) without naming a
solution (e.g. no specific format or channel), is concise
and actionable, and is likely to remain stable across con-
texts where clarity of next steps is important.
Using this procedure, we produced 36 distinct user
needs, each directly linked to a unique parent sub-
code, which are presented in the Results section.

3. Results

The results are presented in two stages: first, interviewee
demographics and responses to the screening survey on
current IT use are described; second, user needs are
reported — organised by codes and sub-codes.

3.1. Interviewee demographics

Table 2 summarises the demographic characteristics of
interviewees, collected through a brief pre-interview
survey.

3.2. Screener survey

Table 3 outlines IT management approaches, current
practices, types of data processed, and prior incidents
of victimisation among Digitally Based and Digitally
Dependent groups.
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Table 2. Summarises the demographic characteristics of interviewees, collected through a brief pre-interview survey.

Demographic factor Digitally dependent (n = 10)

Digitally based (n=10) Digital enablers (n=10)

Micro (10)
Owner/Partner (7), Management (3)

Company Size

Respondent’s Position

Region NE & Yorkshire (9), East Midlands (1)

Business Sector
Wholesale (2), Events (1), Consultancy (1),
Construction (1)

Business Age Mean = 9.1 yrs, Median = 4.5, Range = 45

SMEs Worked With (Security) N/A

Food & Hospitality (1), Media (2), Charity (2), Retail/

Micro (8), Small (2) N/A
Owner/Partner (10) Owner/Partner (7),
Management (3)
NE & Yorkshire (10)
Cybersecurity
Consultancy (10)

NE & Yorkshire (9), Southwest (1)
Retail/Wholesale (1), Recruitment (2),
Software Development (6), Social

Media (1)
Mean = 11.5 yrs, Median =8, Range =43 N/A
N/A Mean = 862, Median =

175, Range = 4,890

Note: Table 2 is adapted with modifications from Wilson and McDonald (2025).

Table 3. IT practices of digitally dependent and digitally based SMEs.

IT practice Digitally dependent (n=10)

Digitally based (n=10)

DIY (6), In-house member (1), Outsourced (3)
Mean = 8.2, Median = 4.5, Mode = 2, Range =23

How IT is managed
Devices (number)

Logging No (10)
*Store/Process

PIl Yes (6), No (4)
Victim of incident Yes (1), No (9)

DIY (1), In-house member (4), In-house IT personnel (1), Outsourced (4)
Mean = 14.8, Median = 10, Mode = 6, Range = 45
No (8), Yes (2)

Yes (8), No (2)
Yes (2), No (8)

* Pll = Personally Identifiable Information e.g. names, addresses, email addresses, phone numbers, or financial details.

Note: Table 3 is adapted with modifications from Wilson and McDonald (2025).

3.3. Thematic analysis

User needs are organised alphabetically at both the code
and sub-code levels. Findings are reported using Code
Counts (CC), Sub-Code Counts (SCC), and Interviewee
Counts (IC) to capture both the volume of data associ-
ated with each need and the extent to which these needs
are shared across participants. IC percentages (IC%)
indicate the proportion of interviewees who mentioned
each need. These are calculated within each subgroup
(n=10) and across the full sample (n=30), enabling
comparison of how prevalent different needs are
among Digitally Dependent (DD) and Digitally Based
(DB) participants, alongside perspectives from Digital
Enablers (DEs) based on their experience supporting
SMEs. IC values reflect the number of unique partici-
pants who mention a need, rather than the frequency
of quotations. IC% is calculated using participant totals
(n =10 per subgroup; n =30 overall). Table 4 summar-
ises this analytical approach.

3.3.1. Code analysis
Table 5 presents the code-level analysis of interviews,
identifying four broad thematic areas of user needs.
Cybersecurity Guidance accounted for the highest
code and interviewee counts, indicating our sample’s
heavy reliance on external expertise to navigate cyberse-
curity. This prominence suggests that Guidance is a
foundational need, enabling small businesses to sub-
sequently assess their security posture, evaluate ROI,
and allocate resources. Other themes appear secondary,
reflecting how practical advice underpins SMEs’ ability

to engage with more strategic considerations. Tables
6-10 provide direct answers to RQ1 based on micro-
business participants (DD and DB), while also enabling
interpretation alongside Digital Enabler perspectives.
Interviewee-count (IC) cells outlined in black denote
cases of group incongruence (> 4 interviewees), a
threshold chosen to highlight meaningful differences
while reducing the risk of overinterpreting smaller
interview counts. Together, these findings show how
needs differ between Digitally Dependent and Digitally
Based micro-businesses.

3.3.2. Sub-Code analysis: cybersecurity guidance
Tables 6 and 7 present the sub-codes contained within
the cybersecurity Guidance category, listing 17 user
needs, presented in alphabetical order.

Taken together, the results suggest that most Gui-
dance needs in Tables 6 and 7 were widely reported
by Digitally Dependent and Digitally Based participants,
with similar patterns reflected in Digital Enabler per-
spectives. However, some notable differences emerged.
Digital Enablers (n=6), drawing on their consultancy
experience, highlighted the need to bring threats to life
more frequently than Digitally Dependent participants
(n=2). A similar pattern was observed for the need to
understand the right amount to spend, where DE per-
spectives (n=5) emphasised this more than Digitally
Dependent participants (n=1). In addition, Digitally
Dependent participants (n=6) expressed a stronger
desire for guidance to reach them automatically than
Digitally Based participants (n = 1), with comparatively
lower emphasis observed in DE perspectives (n = 2).
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Table 4. Presentation of user needs at the code and sub-code levels.

Code Description Group Code Count (CC) Interviewee Count (IC) IC Proportion (1C%)
Descriptive name of Code Description of user needs DD Individual count Individual count IC+ 10 x 100
captured within the code DB Individual count Individual count IC+10 x 100
DE Individual count Individual count IC+10 x 100
Total Cumulative CC count Cumulative IC count of IC + 30 x 100

of all groups all groups

Sub Code User Need Group Sub-Code Count (SCC) Interviewee Count (IC) IC Proportion (1C%)
Descriptive name of Sub Code User need associated with DD Individual count Individual count IC+10 x 100
the sub-code, presented DB Individual count Individual count IC+ 10 x 100
in GDS format DE Individual count Individual count IC+10 x 100
Total Cumulative SCC count Cumulative IC count of IC + 30 x 100

of all groups

all groups

Code Count (CC) = Total number of quotes assigned to a code.
Sub Code Count (SCC) = Total number of quotes assigned to a sub-code.

Interviewee Count (IC) = Number of unique interviewees who mentioned the code/sub-code.
IC Proportion (IC%) = Proportion of interviewees who mentioned a code or sub-code; calculated within each subgroup (IC + 10 x 100) and across the full

sample (IC + 30 x 100).
DD = Digitally Dependent.
DB = Digitally Based.
DE = Digital Enabler.
Total = Combined counts across DD, DB, and DE groups.

Note: Values for DD and DB represent direct expressions of user needs reported by micro-business participants. Values for DE reflect provider perspectives
based on experience working with SMEs and are included to help interpret and support the findings, rather than as direct expressions of user needs.

Table 5. Code-level analysis of interviews, showing four overarching thematic areas of user needs DD/DB = direct user needs; DE =

provider perspectives for contextualisation.

Code Description Group CC IC 1C%
Cybersecurity Guidance Interviewees' needs related to protective guidance - what they want included, the DD 66 10 100
help they require, and what they expect from cyber experts DB 68 10 100
DE 90 10 100
Total 224 30 100
Cybersecurity Posture Interviewees' needs in assessing their current cybersecurity from threat, protection, DD 38 9 90
and risk perspectives - focused on what they are doing and need now DB 24 8 80
DE 10 9 20
Total 99 26 87
Resource Interviewees' resource needs (time, money, and expertise), and how limited resources DD 16 6 60
precipitate the deprioritisation of cybersecurity in favour of competing demands DB 10 5 50
DE 13 7 70
Total 39 18 60
Return on Investment (ROI) Interviewees cybersecurity ROI (Return on Investment) needs (or difficulty in being to DD 16 9 90
discern cybersecurity ROI) DB 38 10 100
DE 30 10 100
Total 84 29 97
Grand Total DD 136 34
Grand Total DB 140 33
Grand Total DE 143 36
Grand Total Total 446 103

Table 8 now presents the sub-code analysis of the
cybersecurity posture theme.

3.3.3. Sub-Code analysis: cybersecurity posture

Taken together, the results in Table 8 indicate that most
posture-related needs were broadly consistent across
Digitally Dependent and Digitally Based participants,
with similar patterns reflected in Digital Enabler per-
spectives. The only notable difference was in Govern-
ance, where Digital Enablers (n=7), drawing on their
experience supporting SMEs, emphasised that, in their

view, SMEs need support in understanding which
cybersecurity regulations and compliance requirements
apply to them, compared with Digitally Based (n=2)
and Digitally Dependent (n =0) participants.

Table 9 presents the sub-code analysis of the cyberse-
curity resource theme.

3.3.4. Sub-Code analysis: cybersecurity resource

No areas of incongruence were identified within the
resource-related needs, indicating broad agreement
across Digitally Dependent and Digitally Based
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Table 6. Sub-code analysis of the Cybersecurity Guidance theme (first nine user needs).

Sub-code User need Group SCC IC  IC%
Actionable As a micro business owner, | need cybersecurity guidance | can act on, so that | can DD 0 0 0.0
actually do something with it DB 3 2 200
DE 1 1 100
Total 4 3 100
Bite Sized As a micro business owner, | need bite-sized chunks of information, so that its easier for DD 2 2 200
me to digest DB 0 0 00
DE 1 1 100
Total 3 3 100
Bring Threats to Life As a micro business owner, | need to see threats in action, so that | can understand them DD 3 2 200
better DB 4 3 300
DE 9 6 60.0
Total 16 11 367
Comparisons As a micro business owner, | need to be able to compare different cybersecurity products, DD 2 2 200
so that | can decide which is best for me DB 5 3 300
DE 0 0 0.0
Total 7 5 166
Engaging As a micro business owner, | need cybersecurity guidance that's interesting so that | don't DD 2 2 200
switch off. DB 4 4 400
DE 2 2 200
Total 8 8 267
Finding Help As a micro business owner, | need help finding cybersecurity support, so that | can be sure DD 5 5 500
I'm speaking to the right people DB 8 6 60.0
DE 7 4 400
Total 20 15 50.0
List As a micro business owner, | need a list of actions | should take, so that | know what I need DD 2 2 200
to do to keep my business safe DB 6 3 300
DE 1 1 100
Total 9 6 200
Longevity As a micro business owner, | need regular, ongoing support, so that | have someone | can DD 1 1 100
turn to whenever | need help DB 1 1 100
DE 4 4 400
Total 6 6 200
No Fear Uncertainty or Doubt As a micro business owner, | need cybersecurity guidance that doesn’t scare me, so that | DD 1 1 100
worry less DB 2 1 100
DE 5 4 400
Total 8 6 200
No Hard Sell As a micro business owner, | need cybersecurity sales without the hard sell, so that | know DD 1 1 10.0
I'm not just being sold to hit a target DB 1 1 100
DE 4 3 300
Total 6 5 166
Reach Me As a micro business owner, | need cybersecurity advice to reach me so that | don’t waste DD 6 6 60.0
my time looking for it DB 2 1 100
DE 3 2 200
Total 1 9 300
Right Amount To Spend As a micro business owner, | need to know how much | should spend on cybersecurity, so DD 1 1 100
that I'm investing the right amount to stay safe DB 2 2 200
DE 5 5 500
Total 8 8 267
Scale Up Actions As a micro business owner, | need to know what actions | should take if my business DD 3 2 200
expands, so that | can keep it safe DB 0 0 0.0
DE 1 1 100
Total 4 3 100
Simple As a micro business owner, | need jargon-free cybersecurity help, so that | can understand DD 5 3 300
it DB 5 3 300
DE 6 2200
Total 16 8 267
Tailored As a micro business owner, | need advice that’s tailored to my business, so that | know I'm DD 7 5 60.0
doing the right things to protect it DB 4 3 300
DE 12 4 400
Total 23 12 400
Trust Source As a micro business owner, | need to trust the advice | receive, so that | know it's in my DD 12 7 233
best interests DB 14 9 300
DE 17 7 233
Total 43 23 767
Understanding What To Prioritize ~ As a micro business owner, | need to know, out of all the things | could do, what | should DD 13 7 700
do, so that | know I'm doing the right things DB 7 4 400
DE 12 6 60.0
Total 32 17  56.7
DD 66 49
DB 68 46
DE 90 53
Total 224 148

(Continued)
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Table 6. Continued.

Sub-code User need Group SCC IC  IC%
No Hard Sell As a micro business owner, | need cybersecurity sales without the hard sell, so that | know DD 1 1 10.0
I'm not just being sold to hit a target DB 1 1 100

DE 4 3 300

Total 6 5 166

Reach Me As a micro business owner, | need cybersecurity advice to reach me so that | don’t waste DD 6 6 60.0
my time looking for it DB 2 1 100

DE 3 2 200

Total 1 9 300

Right Amount To Spend As a micro business owner, | need to know how much | should spend on cybersecurity, so DD 1 1 100
that I'm investing the right amount to stay safe DB 2 2 200

DE 5 5 500

Total 8 8 267

Scale Up Actions As a micro business owner, | need to know what actions | should take if my business DD 3 2 200
expands, so that | can keep it safe DB 0 0 0.0

DE 1 1 100

Total 4 3 100

Simple As a micro business owner, | need jargon-free cybersecurity help, so that | can understand DD 5 3 300
it DB 5 3 300

DE 6 2 200

Total 16 8 267

Tailored As a micro business owner, | need advice that’s tailored to my business, so that | know I'm DD 7 5 60.0
doing the right things to protect it DB 4 3 300

DE 12 4 400

Total 23 12 40.0

Trust Source As a micro business owner, | need to trust the advice | receive, so that | know it's in my DD 12 7 233
best interests DB 14 9 300

DE 17 7 233

Total 43 23 767

Understanding What To Prioritize ~ As a micro business owner, | need to know, out of all the things | could do, what | should DD 13 7 700
do, so that | know I'm doing the right things DB 7 4 400

DE 12 6 60.0

Total 32 17  56.7

DD/DB = direct user needs; DE = provider perspectives for contextualisation.

participants, with consistent patterns reflected in Digital
Enabler perspectives. This suggests that challenges relat-
ing to time, money, expertise, and resource allocation
are widely shared among micro-businesses, regardless
of their digital orientation.

Next, Table 10 presents the final sub-code analysis,
focusing on the cybersecurity return on investment
(ROI) theme.

3.3.5. Sub-Code analysis: cybersecurity ROl

Three notable differences emerged from the incongru-
ence analysis of ROI-related needs. First, the need for
cybersecurity to mitigate reputational damage from a
cyberattack was emphasised far more frequently by
Digitally Based interviewees (n=9) than by Digitally
Dependent (n=1) or Digital Enabler (n=4) perspec-
tives. Second, the need for cybersecurity to protect the
business from harm showed incongruence, with Digi-
tally Dependent interviewees (n=5) differing from
Digitally Based (n=1), while Digital Enabler perspec-
tives (n=3) reflected patterns similar to the Digitally
Based group. Finally, Digital Enablers (n =5), drawing
on their experience supporting SMEs, highlighted
cybersecurity as a source of competitive advantage,
arguing that strong cybersecurity could differentiate a

business and help win clients, whereas only one partici-
pant from each of the Digitally Dependent and Digitally
Based groups mentioned this.

Table 11 summarises sub-code user-need incon-
gruences (any group interviewee counts > 4), showing
each sub-code’s proportion within its parent code cat-
egory and pairwise agreement (v') or disagreement (X)
between Digitally Dependent (DD), Digitally Based
(DB) groups, and Digital Enabler (DE) perspectives.

While Guidance contained the largest number of
needs overall (n = 17), only 18% were incongruent. Pos-
ture displayed even fewer divergences (10%). In contrast,
ROI stands out, with 60% (n = 3) of its needs identified as
incongruent - suggesting that ROI considerations are
more contested than the Guidance or Governance codes.

This concludes the results section. The following dis-
cussion situates these findings within the existing litera-
ture and offers recommendations for addressing the
identified needs.

4, Discussion

This discussion proceeds in three parts. We begin by
analysing the user needs identified in the study (RQ1)
in relation to the extant literature, then consider how
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Table 7. Sub-code analysis of the Cybersecurity Guidance theme (remaining eight user needs) DD/DB = direct user needs; DE =

provider perspectives for contextualisation.

Sub-code User need Group SCC IC IC%
No Hard Sell As a micro business owner, | need cybersecurity sales without the hard sell, so that | know I'm not DD 1 1 10.0
just being sold to hit a target
DB 1 1 10.0
DE 4 3 300
Total 6 5 16.6
Reach Me As a micro business owner, | need cybersecurity advice to reach me so that | don’t waste my time DD 6 6 60.0
looking for it
DB 2 1 10.0
DE 3 2 200
Total 1 9 300
Right Amount To Spend As a micro business owner, | need to know how much | should spend on cybersecurity, so that I'm DD 1 1 100
investing the right amount to stay safe
DB 2 2 200
DE 5 5 500
Total 8 8 267
Scale Up Actions As a micro business owner, | need to know what actions | should take if my business expands, so DD 3 2 200
that | can keep it safe
DB 0 0 0.0
DE 1 1 10.0
Total 4 3 100
Simple As a micro business owner, | need jargon-free cybersecurity help, so that | can understand it DD 5 3 300
DB 5 3 300
DE 6 2 200
Total 16 8 267
Tailored As a micro business owner, | need advice that's tailored to my business, so that | know I'm doing the DD 7 5 60.0
right things to protect it
DB 4 3 300
DE 12 4 400
Total 23 12 400
Trust Source As a micro business owner, | need to trust the advice | receive, so that | know it's in my best interests DD 12 7 233
DB 14 9 300
DE 17 7 233
Total 43 23 767
Understanding What To As a micro business owner, | need to know, out of all the things | could do, what | should do, so that DD 13 7 700
Prioritise | know I'm doing the right things
DB 7 4 40.0
DE 12 6 60.0

the literature helps explain differences in needs across
micro-business contexts (RQ2), and finally draw on
the literature to explore design-oriented approaches
for addressing these needs (RQ3).

4.1. RQ1. What cybersecurity user needs do UK
micro-businesses identify when these needs are
elicited and articulated using a UCD approach?

At the code level, our findings reveal four overarching
categories of need: Guidance, Posture, Resources, and
Return on Investment (ROI). Cybersecurity Guidance
emerged as the most prominent category, both in sub-
code and interviewee counts. This suggests that micro-
businesses’ most pressing needs centre on receiving
clear and context-specific advice that they can feasibly
act upon, reflecting their constrained in-house cyberse-
curity capabilities. This interpretation aligns with the lit-
erature review by Saha and Anwar (2024), which
highlights the need for tailored, entrepreneur-focused
cybersecurity guidance that reflects the contextual

realities of small businesses. As Khan et al. (2025b)
note, in the absence of such guidance SMEs often rely
heavily on external experts to interpret risks and trans-
late technical recommendations into practical decisions.
This reliance can be problematic for micro-businesses,
many of which lack access to such expertise due to
cost constraints (Alahmari and Duncan 2020) or uncer-
tainty about where to obtain appropriate support
(Renaud and Ophoff 2021).

Importantly, the prominence of Guidance needs
appears to reflect not simply a deficit of information,
but a deficit of usable information. Participants repeat-
edly emphasised the need to know what to prioritise
and to receive guidance that is clear, concise, and easy
to locate. This aligns with principles in user-centered
design research, which emphasise that the way infor-
mation is structured and presented can either reduce
or increase the cognitive effort required for users to
act (ISO 2019). It may be that our micro-business par-
ticipants are not necessarily seeking more cybersecurity
information; rather, they are seeking support that
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Table 8. Sub-code analysis of the Cybersecurity Posture theme, listing 10 user needs DD/DB = direct user needs; DE = provider

perspectives for contextualisation.

Sub-code User need Group SCC IC IC%
Assessing IT Suppliers As a micro business owner, | need to know if my IT suppliers are up to scratch, so that they are DD 5 1 10
Competence keeping my business safe DB 2 2 20
DE 3 3 30
Total 10 6 20
Boundaries As a micro business owner, | need to know where my responsibilities end and my supplier's begin, DD 2 1 10
so that everything is covered DB 0 0 0
DE 0 0 0
Total 2 1 33
Doesn't Hinder As a micro business owner, | want cybersecurity that doesn’t make it hard for me to use my ITsothat DD 0 0 o0
I'm not slowed down. DB 2 110
DE 0 0 0
Total 2 1 33
Governance As a micro business owner, | need to know what cybersecurity rules apply to me, so that | can follow DD 0 0 o0
them DB 2 2 20
DE 10 7 70
Total 12 9 30
Hackers As a micro business owner, | need to know how and why hackers might attack me, so that | can DD 18 6 60
figure out if they are a threat DB 5 5 50
DE 3 3 30
Total 26 14 467
Identifying My Threats As a micro business owner, | need to know what threats | am likely to face so that | can put things DD 2 2 20
into place to stop them DB 1 1 10
DE 6 3 30
Total 9 6 20
Identifying My Weaknesses  As a micro business owner, | need to know what my cybersecurity weaknesses are, so that | can DD 5 4 40
improve them DB 2 2 20
DE 8 4 40
Total 15 10 333
Monitoring As a micro business owner, | need someone to watch my IT 24/7, so that I'm constantly covered DD 0 0 o0
DB 2 110
DE 0 0 0
Total 2 1 33
News Relevancy As a micro business owner, | need to know if cyber-attack news reports are relevant to me, so that | DD 2 2 20
can figure out if | need to do something DB 1 1 10
DE 1 1 10
Total 4 4 133
Quantifying Risk As a micro business owner, | need to know the likelihood of my business being attacked, so that | DD 4 4 40
can justify spending my money on security DB 4 4 40
DE 9 5 50
Total 17 13 433
DD 38 20
DB 21 19
DE 40 26

reduces their ‘translation work’ required to convert
abstract or complex recommendations into prioritised,
concrete actions within time - and resource-con-
strained environments. From a behavioural perspective,
this emphasis on prioritisation, clarity, and feasibility
reflects the importance of lowering perceived response
costs while strengthening self-efficacy. The Health Belief
Model (HBM) and Protection Motivation Theory
(PMT) suggest that effort, complexity, and inconveni-
ence can deter protective behaviour, whereas coping
appraisal, particularly confidence in one’s ability to
act, encourages adoption (Barlette, Gundolf, and Jaouen
2017; Jamil et al. 2025). In this sense, Guidance func-
tions not merely as information provision, but as an
enabling mechanism that makes protective action ‘low
effort to interpret’ and practically achievable.

By comparison, needs relating to Posture, ROI, and
Resources were mentioned less frequently. While still
important, these appear secondary, perhaps because
businesses require a baseline of structured guidance
before they can meaningfully assess their posture, justify
RO, or allocate resources effectively. Guidance therefore
operates as a gateway enabler: without clear direction on
what matters and what to do first, risk awareness alone is
unlikely to translate into protective action.

Turning to the sub-code findings, Tables 12-15 situate
the results within the existing literature, indicating where
they confirm prior work and where they extend current
understanding of micro-business cybersecurity needs.
For those needs that extend prior research, additional
discussion is provided beneath each table to explore
their contributions and practical implications.



BEHAVIOUR & INFORMATION TECHNOLOGY 15

Table 9. Sub-code analysis of the cybersecurity resource theme, listing 4 user needs DD/DB = direct user needs; DE = provider

perspectives for contextualisation.

Sub-code User need Group SCC IC IC%
Allocating Resource  As a micro business owner, | need to understand why cybersecurity should come before other demands, so DD 2 2 2
that | can decide if it's more important than the rest. DB 32 2
DE 2 2 20
Total 7 6 20
Expertise As a micro business owner, | need access to people who understand cybersecurity, so that | can tap into DD 3 3 30
their knowledge DB 0 o0 0
DE 3 2 20
Total 6 5 167
Money As a micro business owner, | need more money so that | can afford to pay for cybersecurity DD 32 2
DB 5 3 30
DE 5 4 40
Total 13 9 30
Time As a micro business owner, | need to more time so that | have the space to do cybersecurity DD 8 5 50
DB 2 2 20
DE 32 2
Total 13 9 30
DD 16 12
DB 10 7
DE 13 10

Table 10. Sub-code analysis of the cybersecurity ROl theme, listing 5 user needs DD/DB = direct user needs; DE = provider

perspectives for contextualisation.

Sub-code User need Group SCC IC IC%
Alleviate Worry As a micro business owner, | need my investment in cybersecurity to reduce my worry, so that | feel less DD 9 7 70
worried about attacks DB 6 5 50
DE 5 4 40
Total 20 16 533
Determining ROl As a micro business owner, | need to be able to determine what the return on my cybersecurity investments DD 4 4 40
are, so that | know I'm getting value DB 6 3 30
DE 7 6 60
Total 17 13 433
Reputation As a micro business owner, | need my investment in cybersecurity to protect my reputation, so that my clients DD 1 1 10
don’t leave me DB 16 9 90
DE 6 4 40
Total 23 14 467
Safer As a micro business owner, | need my cybersecurity investment to protect my business, so that | don't become DD 1 1 10
a victim DB 8 5 50
DE 3 3 30
Total 12 9 30
Winning Business  As a micro business owner, | need my cybersecurity investment to be stronger than my competitors’, so it DD 1 1 10
helps me win business DB 2 1 10
DE 9 5 50
Total 12 7 233
DD 16 14
DB 38 23
DE 30 22

Total 84 59

4.1.1. Cybersecurity guidance need

The extant literature highlights the value of
using analogies, metaphors, and narratives in
making abstract risks more relatable (Haney and Lut-
ters 2018). The user need, “I need to see threats in
action so that I can understand them better,” further
extends this area of understand ing by indicating that,
for many micro-businesses, effective comprehension
requires not only simplified explanations or
analogies, but also opportunities to observe how

cyber threats manifest in practice. Visualisation -
through live demonstrations or tangible represen-
tations — might help move beyond abstract or stereo-
typical notions of cyber risk and instead grasp the
mechanics of threats more concretely. This suggests
that more tangible forms of comprehension may
enable micro-businesses to make more accurate risk
assessments, as seeing potential attacks brings both
their likelihood and their consequences into sharper
focus.
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Table 11. User-need incongruences by code and sub-code, with
proportional representation and pairwise agreement.

Table 12. Guidance-related user needs compared with SME
cybersecurity literature.

Need code

category Proportion of
(Number of  incongruent sub code Incongruent Pairwise
needs) needs needs congruence
Guidance 18% Bring threats to DD & DB v/
(17) life DE & DD X
DE & DB v
Reach me DD & DB X
DE & DD X
DE & DB v
Rightamountto DD & DB v/
spend DE & DD X
DE & DB v
Posture (10) 10% Governance DD & DB v
DE & DD X
DE & DB X
Resources (4) 0% None N/A
ROI (5) 60% Reputation DD & DB X
DE & DD v
DE & DB X
Safer DD & DB X
DE &DD v
DE & DB v
Winning DD & DB v
business DE & DD X
DE & DB X

Similarly, while limited financial resources are fre-
quently cited as a barrier to cybersecurity adoption
(e.g. Button et al. 2026), the identified need to under-
stand how much to spend reveals a more nuanced chal-
lenge. For some micro-businesses, the issue appears
less about unwillingness or absolute lack of funds and
more about uncertainty regarding what they should
be spending. This tension is particularly salient given
persistent concerns in the SME literature about over-
charging or being misled by private-sector providers
(Cartwright, Cartwright, and Edun 2023), and con-
cerns that many SMEs underinvest in cybersecurity
and consequently leave themselves vulnerable (Cart-
wright and Cartwright 2025). In the absence of clear
financial benchmarks or reference points, micro-
business owners may struggle to judge what constitutes
sufficient or appropriate expenditure. Supporting cali-
bration of cybersecurity spending may therefore be as
important as reducing costs themselves.

Taken together, the prominence and pattern of Gui-
dance-related needs point to a structural gap in how
cybersecurity support is currently framed and delivered
to micro-businesses. Rather than lacking information
per se, owners appear to lack mechanisms for prioritis-
ing actions, interpreting relevance, calibrating invest-
ment, and integrating cybersecurity practices into
their everyday workflows. This suggests that effective
intervention design may depend less on increasing the
volume of guidance available and more on restructuring
how guidance is sequenced, framed, and delivered so

Sub code need

Actionable: Khan et al. (2025a) concluded SMEs need guidance
framed as actionable steps rather than abstract principles.
Bite Sized: Wilson et al. (2023) found participants wanted short,

digestible pieces of training and guidance.

Bring Threats To Life: Hoppe, Gatzert, and Gruner (2021), found
that SMEs often lacked a clear understanding of threats. Our
study extends this by showing that micro-businesses
specifically need to see threats visually to better comprehend
their nature and risks.

Comparisons: Haney and Lutters (2018), through interviews with
SME cyber consultants, found that SMEs often struggled to
interpret and evaluate different cybersecurity products.

Engaging: Khan et al. (2025) observed that much available SME
cybersecurity guidance was text-heavy and failed to hold
users’ attention

Finding Help: Renaud and Ophoff (2021) found that SMEs
needed to be able to actually find / locate cybersecurity
expertise

List: Renaud and Weir (2016), found SMEs preferred check lists of
things to do over abstract guidance

Longevity: Haney and Lutters (2018) found SMEs need ongoing
help rather than one time only support.

No FUD*: Bada and Nurse (2019) found that fear appeals in
cybersecurity engagement risks disengaging SMEs rather than
motivating them.

No Hard Sell: Haney and Lutters (2018) found SMEs were
frustrated by sales-driven vendor approaches.

Reach Me: Renaud and Ophoff (2021) observed that SMEs prefer
guidance to reach them automatically, rather than requiring
them to actively search for it.

Right Amount To Spend: While previous studies highlight limited
finances as a barrier for SMEs (e.g. Cartwright and Cartwright
2025), our findings reveal a related but distinct need: micro-
businesses want clarity on how much they should invest.
Although the right figure will vary by size, sector, and risk
profile, the demand for clear guidance on appropriate
spending was evident.

Scale Up Actions: Hoppe, Gatzert, and Gruner (2021) found that
SMEs often fail to revisit cybersecurity measures as they
expand, leaving emerging risks unmanaged.

Simple: The literature consistently highlights SMEs’ need for
simple, jargon-free, non-technical security guidance they can
easily understand (e.g. Renaud and Weir 2016).

Tailored: The literature consistently stresses that SMEs require
tailored, context-specific support aligned to their size, sector,
and circumstances (e.g. Shojaifar and Jarvinen 2021).

Trust Source: A consistent finding across the literature is that
SMEs want support from sources they trust. (e.g. Renaud and
Ophoff (2021)).

Understanding What to Prioritise: Ncubukezi, Mwansa, and
Rocaries (2020) found that SMEs often struggle to identify
which security actions to prioritise from the many available.

Finding

Confirms
Confirms

Extends

Confirms

Confirms

Confirms

Confirms
Confirms

Confirms

Confirms

Confirms

Extends

Confirms

Confirms

Confirms

Confirms

Confirms

* FUD = Fear, Uncertainty and Doubt (Fear appeals).

that it aligns with the operational realities and con-
straints of micro-business decision-makers.

4.1.2. Cybersecurity posture needs

4.1.3. Cybersecurity resource needs

4.1.4. Cybersecurity return on investment (ROI)
needs

ROI has long been recognised as a problem area in SME
cybersecurity. Prior studies show that SMEs often view
cybersecurity as a cost with little visible payback, par-
ticularly when benefits are framed in preventive rather
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Table 13. Posture-related user needs compared with SME Table 15. ROl-related user needs compared with SME
cybersecurity literature. cybersecurity literature.
Findings Sub code need Findings Sub code need
Confirms  Assessing IT Suppliers Competence: Cartwright, Cartwright, and Confirms  Alleviate Worry: Hoppe, Gatzert, and Gruner (2021) noted that
Edun (2023) found that SMEs often assume their IT suppliers once SMEs engaged in awareness-raising exercises (like demos
are competent but rarely verify this. or visualisations) and adopted recommended mitigations, they
Confirms  Boundaries: Chidukwani, Zander, and Koutsakis (2026) found reported greater confidence and reduced fear of attack.
that SMEs often lack clarity about where their responsibilities Extends  Determining ROI: Research on SME cybersecurity ROl is limited.
end and a provider's begin Prior work notes that SMEs often see little or no return (Wilson
Confirms  Doesn’t Hinder: Cartwright, Cartwright, and Edun (2023) et al. 2023) or fail to link risk management with financial
reported that some SMEs felt security often imposed outcomes (Hoppe, Gatzert, and Gruner 2021). Our study
restrictions or lengthy procedures that slowed productivity. advances this by identifying an explicit need for micro-
Confirms  Governance: Van Haastrecht et al. (2021) found that SMEs often businesses to determine whether their cybersecurity spend
lack awareness of cybersecurity regulations and struggle to delivers value.
understand their legal obligations (e.g. GDPR). Confirms  Reputation: Barlette, Gundolf, and Jaouen (2017), in their SME
Confirms  Hackers: Bitzer, Stahl, and Strobel (2021) found that SMEs often CEO survey, found that protecting business reputation was a
have only a superficial understanding of cybercriminals, key driver of cybersecurity investment, particularly to avoid
tending to see them as distant actors or irrelevant to their own the negative PR fallout of an attack. SMEs feared losing clients
context. and business opportunities if their reputation was damaged.
Confirms  Identifying My Threats: Rawindaran et al. (2023) found that SMEs Confirms  Safer: Wilson et al. (2023) found that SMEs often fail to connect
often struggled to identify the cyber threats relevant to their security actions with outcomes, leaving them uncertain
business. whether measures truly reduce risk.
Confirms  Identifying My Weaknesses: Saban, Rau, and Wood (2021) found Confirms ~ Winning Business: Kosutic and Pigni (2022) emphasise that
that SMEs often lack the ability to assess where their systems cybersecurity should not only be seen as a cost but as a
are vulnerable, noting that they rarely conduct structured potential source of competitive advantage.
vulnerability or risk assessments.
Confirms  Monitoring: Prior work notes that SMEs rarely have monitoring
capabilities, such as Security Operations Centres (SOCs)
(Chidukwani, Zander, and Koutsakis 2022) or Managed Specifically, owners need to know - is their investment
Detection and Response (MDR) services (Wilson et al. 2023). . : . ce s
Confirms  News Relevancy: Prior work links cyber-attack news to fear genumely protecting the business from attack, is it safe-
appeals (Bada and Nurse 2019) and SMEs struggling to judge guarding reputation and preventing financial loss, and is
Z‘:)hnette';‘ir(\sl\‘/‘;?o;egf;tls gg‘;;)e'e"am to their own business it providing a competitive advantage by helping to win
Confirms  Quantifying Risk: Hoppe, Gatzert, and Gruner (2021) found SMEs ~ OF Tretain customers? The implication is that micros’

rarely quantify cyber risks, relying instead on intuition or
qualitative judgments.

Table 14. Resource-related user needs compared with SME
cybersecurity literature.

Findings Sub code need

Confirms  Allocating Resource: Cartwright, Cartwright, and Edun (2023)
found SMEs often deprioritized security, against other
competing business demands.

Confirms  Expertise: Alahmari and Duncan (2020) found that most SMEs
lacked dedicated security staff, with responsibility often falling
to someone with a general IT interest.

Confirms  Money: Lack of funding for cybersecurity is a common theme in
the literature (e.g. Renaud and Weir 2016).

Confirms  Time: Lack of time to engage with cybersecurity is a recurring

finding in the literature (e.g. Alahmari and Duncan 2021).

than revenue-generating terms (Kosutic and Pigni
2022). This framing makes it difficult for owners to jus-
tify expenditure compared with other business invest-
ments that promise clearer growth or productivity
gains (Hoppe, Gatzert, and Gruner 2021). Our findings
extend this literature by identifying a different but
related need - once micro-businesses have invested in
cybersecurity, they want to be able to determine whether
that investment is actually paying dividends. The issue
here is not simply that ROI is viewed as a cost-versus-
value judgement, but rather that businesses lack ways
of evaluating whether their investment is working.

concern is not just about whether to spend on cyberse-
curity, but about how to measure and quantify the
impact of that spend once it has been made. In theoretical
terms, these concerns align with perceived benefits in
HBM and coping appraisal trade-offs in PMT: micro-
business owners appear to weigh whether protective
actions are worthwhile given limited resources and
competing priorities, and they evaluate benefits in
business terms (trust, reputation, customer require-
ments, and opportunity) as well as harm avoidance
(Barlette, Gundolf, and Jaouen 2017; Jamil et al. 2025).

This concludes our discussion of RQ1. The next sec-
tion addresses RQ2, examining how cybersecurity needs
differ across the Digitally Dependent and Digitally
Based micro-business groups, while incorporating Digi-
tal Enabler inputs included as provider perspectives for
contextualisation and triangulation.

4.2. RQ2. How do articulated user needs differ
across micro-business subgroups (Digitally
dependent and digitally based), and how do
digital enabler perspectives contextualise and
interpret these differences?

4.2.1. Guidance needs: group-level incongruences
Three key incongruences emerged within the Guidance
category. First, Digital Enablers (n=6), drawing on
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their consultancy experience supporting SMEs, high-
lighted more frequently the need to bring threats to
life than Digitally Dependent participants (n=2),
while Digitally Based firms (n = 3) showed a similar pat-
tern. This divergence between micro-business reports
and Digital Enabler perspectives suggests a potential
awareness gap: while Digitally Based participants and
Digital Enabler perspectives indicate an appreciation
of the value of making threats tangible, Digitally Depen-
dent participants may lack the IT knowledge or experi-
ence to perceive and articulate this need. This finding
aligns with Shojaifar and Jarvinen (2021), who note
that different SME groups often fail to recognise certain
cybersecurity needs because these are not framed in
ways that resonate with their context. They argue that
providers must tailor and contextualise cybersecurity
concepts within SMEs’ operational realities to make
such needs more visible and actionable, suggesting
that solutions aimed at bringing threats to life could
themselves help achieve this contextualisation.

While all groups expressed difficulty in finding help,
the need for guidance to reach businesses automatically
was voiced most by Digitally Dependents (n = 6), com-
pared with Digitally Based (n = 1) and Digital Enabler
perspectives (n = 2). This reflects a difference not in ‘if
help is needed, but in ‘how’ it is obtained. Dependents
appear to prefer push-based delivery, likely due to
time pressures and our sample’s younger business age,
suggesting they are in start-up or growth phases with
less capacity to seek support. In contrast, Based firms,
being slightly older and digitally literate, appear more
comfortable finding guidance proactively. However,
their continued difficulty locating support suggests
that the challenge is one of visibility and accessibility
rather than motivation. Notably, this need was less evi-
dent in Digital Enabler perspectives, which may indicate
a mismatch between how support is provided and how
micro-businesses seek and access guidance. This pattern
echoes earlier studies showing that SMEs frequently
struggle to identify and access trustworthy cybersecurity
assistance with engagement occurring reactively,
prompted by events or external cues (Renaud and
Ophoff 2021).

Questions about how much to spend on cybersecurity
were raised most often by Digital Enablers (n = 5), com-
pared with Digitally Based (n = 2) and Digitally Depen-
dent (n=1) participants. Enabler perspectives focused
less on SMEs’ ability to afford cybersecurity and more
on how spend available budget wisely. This supports
prior findings that SMEs often deploy their budgets
reactively or inefficiently, investing without a clear
understanding of risk exposure or return on investment
(Hoppe, Gatzert, and Gruner 2021). For Enablers, the

issue is strategic, allocating resources for maximum
value, whereas for the other groups, uncertainty persists
over what constitutes adequate investment. Improving
financial literacy around cybersecurity spending could
therefore help all groups move from questioning why
to invest toward understanding how to invest wisely.

4.2.2. Posture needs: group-level incongruences
Support for governance and regulatory compliance was
identified predominantly in Digital Enabler perspectives
(n=7), reflecting providers’ observations of regulatory
challenges faced by SMEs, compared with limited men-
tions from Digitally Based (n =2) and none from Digi-
tally Dependent participants (n=0). This pattern
suggests a gap between issues recognised by providers
working across multiple SMEs and those articulated
by micro-business participants, indicating that Depen-
dent and Based groups may have more limited aware-
ness of relevant regulatory requirements. Van
Haastrecht et al. (2021) describe this as an ‘institutional
visibility gradient’, where awareness of compliance obli-
gations increases with digital maturity and ecosystem
exposure. It may be that our Dependent and Based par-
ticipants are yet to encounter such compliance
demands.

4.2.3. ROI needs: group-level incongruences
Compared to Guidance (18%), Posture (10%), and
Resources (0%), ROI-related needs showed the highest
proportion of incongruence (60%). This indicates that
perceptions of ‘cybersecurity value’ vary more strongly
with a micro’s IT context than its Guidance, Posture,
or Resource considerations.

Reputation was raised most frequently by Digitally
Based firms (n =9), compared with Digitally Dependent
(n=1) and Digital Enabler perspectives (n=4). For
Based firms, whose credibility relies heavily on digital
trust and service reliability, the need to protect repu-
tation appears to be a critical concern. This aligns
with prior research showing that SMEs in digitally
focused sectors view cybersecurity as central to main-
taining trust and client relationships (Wolf, Aviv, and
Kuber 2021). For Dependents, whose operations are
less digitally service-oriented, reputational harm may
be perceived as a secondary issue. The moderate empha-
sis within Digital Enabler reputation perspectives
suggests a more strategic, provider-informed orien-
tation, where reputation is embedded within broader
notions of value creation and competitive positioning.
This interpretation is supported by the Winning
Business need, where five Enablers — compared with
one Dependent and one Based - explicitly give perspec-
tives that linked cybersecurity to long-term growth and



market differentiation. This reflects the paradigm shift
identified by Kosutic and Pigni (2022), whereby sol-
utions are needed to help businesses move beyond view-
ing cybersecurity solely as a protective cost and instead
recognise it as a potential source of strategic and com-
petitive advantage.

4.2.4. Cross-category synthesis of incongruent
needs
In summary, while resource constraints appear univer-
sal, some needs related to Guidance, Posture, and ROI
vary according to ICT context. From a solutions per-
spective, this provides further evidence that ‘one size
fits all’ interventions are unlikely to be effective.
Instead, cybersecurity support across these categories
may be more appropriately structured through tiered
approaches aligned with levels of digital maturity.
Importantly, the value of articulating and comparing
these needs across subgroups lies not simply in iden-
tifying differences, but in understanding how those
differences shape the interventions likely to be effec-
tive — an approach consistent with human-centered
design, which emphasises defining requirements in
ways that enable comparison across stakeholder
groups and surface tensions in what different users
require from a system or service (ISO 2019; Radnejad,
Sarkar, and Osiyevskyy 2022). By identifying where
Digitally Dependent and Digitally Based participants
converge and diverge, and interpreting these patterns
alongside Digital Enabler perspectives, the present
analysis moves beyond treating SMEs as a homo-
geneous group and instead reveals the underlying
differences and tensions that effective interventions
must address.

The next section draws on the literature to identify
potential interventions and examines them further in
relation to RQ3.

4.3. RQ3. What literature-informed approaches
could address the identified user needs?

Tables 16-19 map literature-informed approaches to
the identified Guidance, Posture, Resource, and ROI
needs. Where needs diverged between Digitally Depen-
dent and Digitally Based participants, and/or diverge
from Digital Enabler perspectives, approaches are
noted as being more relevant to specific groups.
Where all groups aligned, approaches are deemed uni-
versally relevant.

Having considered the research questions, the dis-
cussion now turns to the study’s approach, its limit-
ations, and directions for future research.
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4.4. Reflections upon approach

Reflecting on the usefulness of a user-needs-led
approach for improving understanding of the micro-
business cybersecurity problem space, the findings
suggest that it yielded relatively limited new insights
into barriers to cybersecurity adoption. A small number
of identified needs marginally extend existing knowl-
edge by surfacing under-articulated nuances that may
warrant greater attention in the design of cybersecurity
interventions. However, generating new findings was
not the primary rationale using this approach. Rather,
the intention was translational: to synthesise insights
from micro-business interviews into a structured set
of cybersecurity user needs and then draw on the extant
literature to identify ways of addressing those needs. A
key point for reflection, therefore, is to consider how
successful this synthesis has been and whether it has
produced a set of needs that are both practical to use
and genuinely valuable for informing cybersecurity ser-
vice design.

Empirically assessing whether the needs achieve
these outcomes falls beyond the scope of the present
study. However, based on our anecdotal observations,
the user needs presented in this study appear straight-
forward to apply: they require little training to interpret,
can be quickly reviewed, and readily support ideation
through ‘How might we ... ?" questions. Ultimately,
however, the real-world impact of this approach will
depend on how the needs are applied in service design
practice. As highlighted in ISO 9241-210, the value of
user-centered design (UCD) outputs is greatest when
they are incorporated into genuinely iterative design
and evaluation processes, rather than treated as a static
checklist.

Reflecting on the coverage of the identified needs, the
extant UCD literature recognises that user needs are not
always readily articulated, may evolve over time, and
can be shaped by elicitation methods and contextual
factors (Rooney and Jelenewicz 2026). Accordingly,
the needs presented in this study should not be inter-
preted as definitive or exhaustive, but rather as a first
step in applying a UCD perspective to the micro-
business cybersecurity domain. At the same time,
there are indications that our findings are credible.
First, the identified needs align closely with themes
repeatedly documented in the SME cybersecurity litera-
ture. Second, qualitative research guidelines suggest that
thematic saturation is often reached within approxi-
mately 9-17 interviews (Hennink and Kaiser 2022).
Therefore, the 30 interviews conducted in this study
may provide additional confidence that most needs
were identified, even if not exhaustively.
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Table 16. Literature-informed approaches for addressing micro
cybersecurity guidance needs.

Table 17. Literature-informed approaches for addressing micro
cybersecurity posture needs.

User need Literature informed approaches User need Literature informed approaches

Actionable Frame guidance as concrete, actionable steps rather Assessing IT Suppliers SMEs should seek accreditations, certifications,
than abstract principles (Khan et al. 2025a). Competence or third-party assurance schemes to verify

Bite Sized Prerecorded, point-of-need modules that could be supplier competence (Cartwright, Cartwright,
replayed for easier access (Wilson et al. 2023). and Edun 2023)

Bring Threats to Life  This need was more pronounced among Dependents, Boundaries Increase transparency and education to help

who were incongruent with Enabler perspectives.
Hacking demonstrations and case studies may help
make cyber threats more tangible and improve
understanding of the risks they pose (Osborn and
Simpson 2018).

Independent reviews or regulator-endorsed
benchmarks of cybersecurity products (Haney and
Lutters 2018).

Comparisons

Engaging Use engaging formats, such as visualisations, videos,
and interactive resources (Khan et al. 2025a)

Finding Help Increase awareness of available support channels and
how to engage with them (Renaud and Ophoff
2021).

List Provide checklists (Renaud and Dupuis 2016).

Longevity Prioritise long-term advisory support over single,

transactional engagements (Haney and Lutters
2018).

Replace fear based content with supportive and
constructive messaging (Bada and Nurse 2019),
except when addressing misconceptions e.g. I'm
too small to be attacked. In such cases, targeted fear
appeals may be appropriate, provided that they are
accompanied by clear guidance on how to reduce
the identified risks (Renaud and Dupuis 2019).

No Fear Appeals

No Hard Sell Avoid sales-driven or ‘hard sell’ approaches (Haney
and Lutters 2018).
Reach Me This need was more pronounced among Dependents.

Deliver cybersecurity advice through existing SME
channels, such as chambers of commerce (Renaud
and Ophoff 2021).

This need was more pronounced among Dependents,
who were incongruent with Enabler perspectives.
Clearer spending guidance is required; however,
prescriptive benchmarks risk being misleading/
anti-competitive given that optimal cybersecurity
investment is inherently uncertain and highly
business-specific, making it difficult for businesses
to judge appropriate expenditure (Rawindaran
et al. 2023). While indicative ranges (e.g. £10 - £50
per employee; Osborn and Simpson 2018) may
provide a useful starting point, adaptive tools, such
as risk-based calculators or sector-specific
benchmarks, are likely to better support decision-
making.

Embed threat reassessment and the scaling of
cybersecurity controls within regular business
growth cycle (Hoppe, Gatzert, and Gruner 2021)

Right Amount To
Spend

Scale Up Actions

Simple Provide simple, jargon-free cybersecurity guidance
that micro-businesses can easily understand (e.g.
Renaud and Weir 2016).

Tailored Provide tailored, context-specific cybersecurity

support aligned to business size, sector, and
circumstances rather than generic ‘one size fits all’
approaches (e.g. Shojaifar and Jarvinen 2021).

Help SMEs recognise trustworthy support channels
(e.g. government, regulators, police) (Renaud and
Ophoff 2021).

Develop context-aware risk assessment frameworks
that rank or filter actions by SME size and age
(Cartwright and Cartwright 2025).

Trust Source

What to Prioritise

It is important to acknowledge that adopting a user-
needs-led approach on its own will not resolve all
the challenges associated with making cybersecurity

SMEs understand where their responsibilities
end and a providers begin (Haney and Lutters
2018).

Automate tasks such as patch management
outside business hours so protections are
maintained without disrupting operations
(Van Haastrecht et al. 2021).

Enablers perspectives were incongruent with the
other groups, suggesting that Digitally
Dependent and Digitally Based participants
may benefit from greater regulatory
awareness to strengthen their understanding
of cybersecurity obligations (Van Haastrecht
et al. 2021).

Include attacker profiles, motives, and methods
in awareness efforts so micros better
understand why they may be targeted (Bitzer,
Stahl, and Strobel 2021).

Provide regular threat briefings and tailored
intelligence linked to relevant mitigations
(Hoppe, Gatzert, and Gruner 2021).

Encourage SMEs to conduct gap analyses or
structured vulnerability assessments to
proactively identify weaknesses (Chidukwani,
Zander, and Koutsakis 2022).

Improve awareness of monitoring options such
as Security Operations Centers (SOC), Security
Information and Event Management (SIEM) or
Detection and Response (MDR) services to
raise awareness of available solutions (Van
Haastrecht et al. 2021).

Provide sector-specific digests that filter cyber-
attack news by industry, size, and relevance,
paired with contextualised guidance to help
organisations interpret potential implications
(e.g. ‘This attack on a logistics firm matters if
you use supplier X - here’s what to check’)
(Wolf, Aviv, and Kuber 2021).

Provide simplified frameworks (e.g. likelihood x
impact matrices) that map security actions to
measurable risk reduction (e.g. ‘spam filters
block X% of phishing emails’) (Hoppe, Gatzert,
and Gruner 2021).

Doesn't Hinder

Governance

Hackers

Identifying My Threats

Identifying Weaknesses

Monitoring

News Relevancy

Quantifying Risk

Table 18. Literature-informed approaches for addressing micro
cybersecurity resource needs.

User need Literature informed approaches
Allocating Raise awareness of the risks of postponing cybersecurity
Resource and promote phased approaches (e.g. implement
basic hygiene first, advanced measures later),
embedding security into everyday business processes
(Cartwright and Cartwright 2025).

Expertise Increase access to cybersecurity expertise by raising
awareness of available UK Government support and
promoting affordable shared-service options, such as
virtual CISOs (Wilson et al. 2023).

Money Promote financial accessibility by signposting free or

subsidised government support and encouraging
providers to offer low-cost, flexible payment options
(Renaud and Ophoff 2021).

Time Save time by promoting automated updates, managed
services, and awareness of the risks created when
security tasks are delayed due to time pressures
(Wilson et al. 2023).




Table 19. Literature-informed approaches for addressing micro
cybersecurity ROl needs.
User need

Literature informed approaches

Alleviate Worry ~ Show businesses the tangible impact of their protective
actions through follow-ups, feedback, or progress
dashboards so they can see their efforts paying off
(Khan et al. 2025a).

Determining Develop specific ROl frameworks with KPIs such as
ROI reduced downtime, improved customer trust, or
avoided costs. Mechanisms could include tender
success tracking, customer satisfaction surveys, or cost-
avoidance metrics that connect cybersecurity actions
with measurable business performance (Kosutic and
Pigni 2022).

Digitally Based firms were incongruent Dependents and
Enabler perspectives in this need. Solutions may
involve obtaining trusted certifications and promoting
compliance through customer-facing materials (e.g.
websites, proposals) to signal trust and reliability to
clients and partners (Barlette, Gundolf, and Jaouen
2017).

Safer Based businesses were incongruent with Dependents in
this need, indicating a desire for reassurance that
security measures are effective. Solutions could include
demonstrating the impact of protections (e.g. showing
that a spam filter blocked specific phishing attempts)
to reinforce confidence that investments reduce risk
(Wilson et al. 2023).

Enabler perspectives were incongruent with the other
groups expressions of this need, suggesting that
Dependents and Based firms may need solutions that
help them recognise cybersecurity as a strategic
differentiator. Such solutions could demonstrate how
security investments create competitive advantage, for
instance, by meeting procurement standards,
strengthening customer trust, or improving supplier
relationships (Kosutic and Pigni 2022).

Reputation

Winning
Business

guidance for SMEs more understandable and action-
able. Nor does the articulation of user needs overcome
the persistent difficulties of bridging academic insights
into industry practice, or of encouraging non-academic
audiences to engage with and apply them. Furthermore,
in organisations where cybersecurity decisions involve
multiple stakeholders, needs may vary between individ-
uals. Such variation introduces additional complexity in
determining which needs should be prioritised and what
types of solutions may be appropriate in such scenarios.

Finally, reflecting on the use of the Health Belief
Model (HBM) to inform the interview design, the the
theoretical grounding of the questions appears metho-
dologically appropriate, given that reviews suggest that
studies drawing on established behavioural theory are
more effective at eliciting meaningful behavioural
insights than those relying on atheoretical or ad hoc
questioning approaches (Dalgetty, Miller, and Dom-
browski 2019). However, selecting HBM rather than
Protection Motivation Theory (PMT) may have con-
strained exploration of how threat appraisal and coping
appraisal interact to shape protective motivation, par-
ticularly in the context of threat or fear-based cyberse-
curity messaging. Consequently, the study may have
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missed some explanatory nuance related to threat
appraisal, which could have influenced both the identifi-
cation and interpretation of threat (Posture)-related
needs and the Guidance need concerning the avoidance
of fear, uncertainty, and doubt messaging.

Having reflected on the approach used in this study,
we now turn to the broader limitations and contextual
constraints that shape its findings.

4.5. Limitations

This study has several methodological limitations.
While most interviewees were micro-businesses, two
participants within the Digitally Based group were
small firms (10—49 employees) at the lower end of
that range. Although recruiting ten Digitally Based
micro-businesses would have been preferable, only
eight were secured, reflecting the well-documented
challenges of recruiting SMEs for cybersecurity research
(Osborn and Simpson 2018). Their inclusion is unlikely
to have materially affected the findings, as their
responses closely aligned with those of the micro-
business participants and did not introduce substan-
tively different patterns.

Interviews were relatively short (approximately
20 min), which was a deliberate strategy to encourage
participation from micro-business owners who are
often highly time-constrained and sensitive to partici-
pation demands (Wilson et al. 2023). While the shorter
duration may have limited the depth of some responses
and the identification of certain needs, this represents a
pragmatic trade-off commonly encountered when enga-
ging SME participants. For example, Alahmari and Dun-
can (2021) report distributing interview invitations to
hundreds of participants, yet only 20 agreed to partici-
pate. In the present study, 30 interviews were conducted,
generating approximately 10 h of qualitative data. When
considered alongside the strong alignment between the
identified needs and the existing SME cybersecurity lit-
erature, this provides reasonable assurance that the
study captured meaningful and substantively relevant
insights despite the relatively short interview duration.

The congruence analysis across the Digitally Depen-
dent, Digitally Based groups and Digital Enabler per-
spectives used a >4 interviewee threshold to identify
meaningful differences. While this threshold is inher-
ently somewhat arbitrary, it was selected as a pragmatic
balance: lower thresholds risk overstating apparent con-
gruence between groups, while higher thresholds risk
obscuring meaningful variation in responses.

The sample in this study is relatively small and not
statistically representative, with most participants
affiliated with UK Cyber Resilience Centers (CRCs).
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However, the sample size is comparable to other inter-
view-based studies in SME cybersecurity research,
where recruitment often relies on snowball or net-
work-based sampling approaches (e.g. Khan et al.
2025a). Such strategies are frequently adopted due to
the well documented difficulty of recruiting SMEs
through conventional sampling methods; for example,
Osborn and Simpson (2018) report that attempts to
recruit SMEs through random sampling of mailing
lists produced response rates of less than 1%. While
this approach enabled the recruitment of participants
who might otherwise have been difficult to engage, it
may have introduced a degree of positive bias.
Businesses connected to CRC networks may possess
higher levels of cybersecurity awareness and greater
access to support than those outside such networks,
which may have influenced the salience or absence of
certain identified needs.

Finally, the predominance of UK-based partici-
pants limits the contextual generalizability of the
findings. Organisations operating in other jurisdic-
tions may face different regulatory, institutional, and
cultural conditions that shape their cybersecurity
needs, particularly in relation to non-UK regulatory
frameworks.

4.6. Directions for future research

An important avenue for future research is to evaluate
whether the identified needs can meaningfully improve
cybersecurity service design and engagement. Empiri-
cal studies involving SME cybersecurity practitioners
could examine whether applying these needs in prac-
tice leads to more effective and user-aligned service
design. Extending the user-needs synthesis to small
and medium-sized firms would also enable compara-
tive analyses across SME subgroups and support the
development of more targeted cybersecurity
interventions.

4.7. Conclusion

This study set out to adopt a user-needs-led, UCD-
informed approach to understanding micro-business
cybersecurity and to translate qualitative insights into
a structured, design-relevant benchmark of user needs.
The primary contribution lies not in identifying entirely
novel barriers, but in synthesising existing cybersecurity
insights and articulating them in the voice of micro-
business decision makers. By organising 36 user needs
across the categories of Guidance, Posture, Resources,
and ROI, the study provides a translational framework
that others can use to improve cybersecurity service

design. The findings indicate that micro-business cyber-
security engagement is driven less by threat awareness
alone and more by the need for actionable, simple,
and contextually tailored guidance that reduces cogni-
tive load and fits within the severe time, resource, and
expertise constraints faced by micro-business owners.
Subgroup analysis further demonstrates that cyberse-
curity needs are not homogeneous across Digitally
Dependent and Digitally Based contexts, nor do they
align consistently with Digital Enabler perspectives,
reinforcing the limitations of ‘one-size-fits-all” engage-
ment strategies. Importantly, the identified literature-
informed solutions are design considerations rather
than validated interventions, offered to illustrate how
a user-needs-led framing can support more targeted
and contextually grounded cybersecurity guidance.
Accordingly, this research should be viewed as an initial
step toward opening an ‘opportunity space’ for design-
ing more user-aligned cybersecurity interventions.
More broadly, it reframes micro-business cybersecurity
not solely as a technical capability gap or a matter of
owner behaviour, but as a translational design challenge
in which the effectiveness of support depends on how
clearly cybersecurity insights are communicated, struc-
tured, and aligned with the realities of micro-business
contexts.
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Appendix A

Table A1. Screening questions used to collect data from prospective digitally dependent and digitally based interviewees.

Question

Response options

Inspiration

What is your main sector?
Have you suffered a previous cyber-attack?
Which area of the UK is your business located in?

What is the size of your organization?

Roughly, how many internet enabled devices does your business have? (e.g. laptops,
desktops, mobile devices, servers etc.)

Do you have a standardised set of IT equipment which you procure for your business
e.g. only Dell, HP or Apple?

Do you monitor logs? (logs are files which record network/computing events, which
occur on your devices / systems)

What cybersecurity products / tools / assessments does your business use?

(
select all which apply)

How dependent is your business on Information Technology?

Does your company use an online bank account?

Does your company hold personal information about customers electronically? (e.g.
names, dob, phone numbers, email addresses, postal addresses etc.)
Does your company allow customers to order, book or pay online.

Drop down list with 14 options

Yes/No
Prefer not to say

13 geographic locations including prefer

not to say
Micro (<10 employees)
Small (11-50 employees)
Medium (>51-250 employees)
Enter number (free text)

Yes
No
Yes
No
Don't’ Know
Cyber essentials, 15027001
Firewalls, Antivirus
2FA, IDS, Encryption
Vuln
assessments, Pen tests, Training,
Backups, Other (please state)
HighlyS
omewhatN
ot at all dependent
Yes
No
Yes
No
Yes
No

2025 Cyber Security
Breaches Survey

Self-Developed

2025 Cyber Security
Breaches Survey

UK Governments
Companies Act 2006

Self-Developed

Self-Developed

Self-Developed

Self-Developed

Self-Developed

Self-Developed
Self-Developed

Self-Developed

Appendix B

Table A2. Codebook of themes and their applications in digitally dependent, digitally based and digital enabler interviews.

Code Application

Cybersecurity Guidance  Interviewees’ needs regarding the protective guidance they receive, including what they would like to see included, the support
they require, and their expectations of cyber experts. For providers, this covers how SMEs have communicated these needs, or
how providers perceive SMEs as having such needs.

Interviewees’ needs in assessing their current cybersecurity status from threat, protection, and risk perspectives - focusing on
present activities and immediate requirements. For providers, this includes how SMEs articulate these needs, or how providers
perceive SMEs as experiencing them.

Interviewees’ needs related to resources (time, money, expertise), and how resource limitations contribute to the deprioritization of
cybersecurity in favour of competing demands. For providers, this refers to how SMEs articulate these resource-related needs, or
how providers perceive SMEs as experiencing such challenges.

Return on Investment Interviewees’ needs concerning cybersecurity return on investment (ROI), including difficulties in measuring or demonstrating ROI.
(ROI) For providers, this covers how SMEs have expressed ROI-related needs, or how providers perceive SMEs as facing such challenges.

Cybersecurity Posture

Resources
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