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Abstract

rna

Many mobile apps are developed specifically for use by children. As a consequence, children become actors in world where they use passwords to authenticate themselves from a very young age. As such, there is a need for guidance
to inform educators and parents about how to prepare children for responsible
password practice.
Very little attention has been paid to determining which password-related
principles young children should know, and the age at which this information
should be imparted. To address this deficiency, we commenced by deriving
an ontology of “best practice” password principles from official sources. These
password principles encode essential knowledge for password users of all ages
and provide a benchmark that can be used to ground a set of age-appropriate
ontologies.
We compared this benchmark “good practice” ontology to the advice provided by a wide-ranging snapshot of password-related children’s books and parents’ online resources. We then consulted the research literature to identify
the skills required to understand and apply each principle, and removed those
that were unsuitable for young children. We then consulted parents of young
children to help us to confirm the classification of the ontology’s principles in
terms of age appropriateness. Parents also helped us to rephrase each principle
to maximise accessibility and understandability for each age group.
We conclude with our final set of three age-appropriate password best practice
ontologies as a helpful resource for early education professionals and parents.

1. Introduction

Jou

The use of digital technology by children has increased dramatically in recent
years [1]. Systems designed specifically for children are becoming increasingly
popular1 . Primary school children have never known life without technology,
and are increasingly using digital technology without supervision. Tablets are
the most popular digital devices with 42% of children aged 5-7 owning their own
tablet, compared to 5% for mobile phones [2]. Parents and teachers have a vital
1A

search in February 2019 for “software for children” delivered 3,587K results
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role to play in helping children to learn how to behave responsibly in the online
world [3, 4, 5, 6].
Many of the applications used by children require them to authenticate themselves. Most developers of children’s software use the password to authenticate children. Despite the increased interest in biometrics as an authentication
method, many still believe that it will be necessary to use these alongside, not
instead of, a password [7]. Moreover, there are understandable concerns related
to the ethics of capturing and storing a child’s biometric data [8].
The current situation is thus one where children are increasingly operating as
independent agents in an online world, without necessarily having the requisite
knowledge and skills to use passwords wisely [9, 10]. Children are not exempt
from identity theft cyber attacks [11] so they need to be taught how to protect
their information by engaging in responsible password practices.
In the absence of an ontology that can be used to inform child-related password “best practice” teaching, those who teach children about passwords understandably create and implement their own guidance and requirements. Studies
have found that teachers value having standards to follow, to ensure that they
teach the correct topics to their pupils [12, 13, 14]. There is also evidence that
we cannot rely on parents to have the requisite understanding of good practice.
For example, Livingstone et al. [15] report on an incident where parents shared
passwords with their children, perhaps due to the parents themselves being unaware of best practice in this area, and not realising that they are setting a bad
example.
We commence with a review of related research in Section 2, making the
case for the development of age-appropriate ontologies. To address this need,
we propose an evidence-based ontology to support both parents and teachers in
communicating officially-grounded password “good practice” to children.

Figure 1: Overview of the Reported Research

Our research methodology is depicted in Figure 1. The first step was to
develop an understanding of exactly what the state of password “best practice”
guidance is. To determine this, we derived an ontology of best practice from
documents published by official standards bodies (Section 3). The next step
was to consider what advice children and parents currently have access to in
2
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children’s books and online documents (Section 4) and to compare these to the
derived best practice ontology. Section 5 explains how we worked with educators and parents to produce three age-appropriate password “best practice”
ontologies for the age groups: 4-5, 6-7 and 8-9. Section 6 concludes.

Jou

rna

The UK’s Information Commissioner’s office published age-appropriate design guidelines [16], which says: “The best interests of the child should be a
primary consideration when you design and develop online services likely to be
accessed by a child ” (p.24). Authentication is something every online service
user engages with, regardless of their age. We are required, therefore, to consider
the child’s authentication needs, as well as those of adults.
O’Brien [17] highlights the lack of approved cybersecurity curricula for primary schools, which confirms the need for the research reported in this paper.
Some notable studies have indeed focused on children’s password behaviours
and mental models of passwords. Most academic studies of under 18’s understanding of cyber principles have focused on teenagers [18, 19] yet some have
indeed focused on younger children.
Read and Cassidy [20] carried out an investigation into how children created
textual passwords. They provide some design guidelines for software aimed
at children. Yet Dempsey et al. [21] argue that the guidelines would produce
software that is too easy to compromise, while acknowledging that those systems
not using these guidelines could lead children to use coping skills, such as writing
down passwords.
Choong et al. [9] reviewed all the literature related to children and passwords since the year 2000, only one of which reports children’s knowledge of
passwords [22]. Choong et al. [9] subsequently carried out a study with American children, to determine understanding of password principles. They reported
that children were somewhat confused about why they needed passwords, with
many referring to privacy and safety rather than security. While passwords are
certainly necessary in assuring privacy and child safety they are not sufficient
in this respect. A number of other measures work together with passwords to
assure privacy and safety.
Many of the younger children needed help creating passwords, which highlights the need for the role of responsible adults to be included within the ontologies. This is confirmed by Kumar et al. [18]. Relatively few of Choong et al.’s
child participants (12.5%) admitted writing down their passwords while 54% of
Ratakonda et al.’s [10] child participants also doing this. A third of Choong et
al.’s participants reported sharing their passwords, as did 68% of Ratakonda et
al.’s child participants. Many of Choong et al.’s participants mentioned reusing
passwords for multiple accounts, as did 8 out of 22 of Ratakonda et al.’s child
participants.
Lamichhane and Read [23] used an Android game to study password and
username creation with young children, aged 7 and 8. They discovered that
most children used passwords that were six characters long. Most also used the
3
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names of familiar items in their passwords. This suggests high guessability, and
this is confirmed by Maqsood’s [19] study with older children (aged 11-13). Read
and Cassidy [20] report on a child shouting their password across a classroom,
evidencing a lack of understanding of the need for password security.
Chartofylaka and Delcroix [24] developed a game to teach children password
principles and report a positive impact in terms of teaching children about
stronger passwords. They encourage use of lowercase, uppercase, digits and
symbols (LUDS) in passwords though, which is now considered suboptimal [25].
Hundlani et al. [26] developed a way for parents to log in on their children’s
behalf, which is an innovative tool, but at some stage children have to learn to
function responsibly in the online world [27], and then they will need to know
password “good practice” principles.
These studies confirm the need for age-appropriate password good practice
ontologies, and this need is also highlighted by both Kumar et al. [18] and
Livingstone et al. [15]. The ontology we derive in this paper will act as a
foundation for further work in this area, all moving towards a more grounded
password-related education for young children.
3. A Password “Best Practice” Ontology

An ontology: “defines a common vocabulary for researchers who need to
share information in a domain. It includes machine-interpretable definitions of
basic concepts in the domain and relations among them” [28, p.1].
Ontologies have been developed in cyber for digital forensics [29, 30], cyber
investigations [29], cyber defence systems [31]. risk management [32] and more
general cyber security principles [33, 34]. In creating our benchmark ontology,
we followed the methontology approach proposed by Fernández et al. [35]. We
worked through each of their stages, as follows:

rna

3.1. Specification

Jou

Domain: Authentication
Purpose: Ontology about password principles to be understood by a password
user.
Level of Formality: Informal
Scope: List of password-related concepts from an end user perspective.
Sources of Knowledge: Official reports including the National Institute of
Standards and Technology (NIST) [25], the Centre for the Protection of National
Infrastructure [36] and the UK government [37].
3.2. Conceptualisation
The conceptualisation was achieved as follows: we searched for official guidance from the UK and other governments. These included guidance directly
from the UK and USA government and from organisations linked to them. We
worked through the documents and created a card for each concept, redundancy
was achieved very quickly with these documents. We then worked together to

4
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cluster concepts into groups so that we were able to identify relevant concepts,
instances, verbs and properties. Only aspects that directly related to the end
user control were included.
We classified the advice into one of three categories, and seven subcategories,
as follows:
1. Password Understanding:

(a) Why Passwords? (Wi )
(b) Password Issues (PIi );

(c) Password Leakage Consequences (PLCi );
2. Good Practice Application:

(a) Password Creation (PCi );

(b) Password Retention (PRi );
(c) Password Entry (PEi );
3. Password Tools (PTi ).

Jou

rna

For each password issue, we included the mitigating behaviour under one of the
application-related behaviours (see Figure 2). We only included the one PLC:
“Impersonation”. Many consequences could occur as a result of a password
being leaked, but all stem from impersonation.

Figure 2: Mapping Leakage Avenues to Behaviours

3.3. Integration

Since the other cyber security ontologies did not include password-relevant
concepts, we were not able to integrate any existing ontology concepts.

5
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We depicted the ontology concepts and their relationships in diagrammatic
format to facilitate evaluation.

We recruited six cyber security experts, using convenience sampling, based
on our personal contacts. We asked for their help in confirming the advice to
be included in the ontology. We gave them the headings (password creation,
password retention, etc.) and asked them to help us add principles under each
category. The experts had not seen the created ontology at this point. We
grouped their suggestions to identify themes. Three concepts emerged that had
not been included in our ontology. Unfortunately, none of these were in keeping
with the latest guidance:
• LUDS: use of Lowercase, Uppercase, Digits and Symbols;
• Passwords should be changed frequently;
• Write them down in one place.

What struck us was the level of disagreement amongst the experts, something we
did not anticipate. This exercise did not add any new “good practice” principles
to the ontology.
We then asked two more cyber security experts to evaluate our ontology.
The first was an academic teaching in the area of cyber security, the second
a chief security officer a large company who also had primary school teaching
experience. The final refined ontology, which incorporates their suggestions and
refinements, is shown in Figure 3.

rna

4. Comparison to Extant Advice

Having derived a “foundational” ontology, we wanted to compare the password principles parents and children were being exposed to, to assess the coverage and correctness of the principles in children’s books an online resources.
4.1. Advice from Children’s Books

Jou

There are many resources available to parents and educators wishing to
improve children’s knowledge on a range of topics. However, the physical book
still remains an important resource, especially in Scotland, where this research
was carried out. The Scottish Book Trust gifts a selection of books to every
child on four occasions between birth and age five2 to encourage children to
enjoy reading. Other countries are likely to have similar schemes, and most
primary schools still have libraries.
2 https://www.scottishbooktrust.com
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Figure 3: Password “Best Practice” Ontology
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Retrieving Books: We searched for books aimed at children, which provided
password-related guidance. To find books we visited the UK’s national bookseller (Waterstones), as a first step. They had a wide range of cyber bullying and
cyber safety books, but none that dealt with password-related principles. We
then searched for books on amazon.com, amazon.co.uk, ebay.co.uk, ebay.com
and second-hand bookshops. We purchased paper copies of relevant books,
and downloaded Kindle books. We visited our city’s local public library and
searched their catalogues. We retrieved a total of 21 books, of which 6 were
discarded because, despite seeming applicable, they did not include password
best practice guidance. See Tables 1 and 2.

Books
[38, 39, 40, 41]
[42, 43]

Table 1: Reasons for Book Rejection

Reason
There is no mention of passwords within the book.
Book is aimed at adults not children.

7
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Table 2: Books Used in Ontology (F=Fiction;NF=Non Fiction)

Book Title & Author
Internet Safety by Josepha Sherman [44]
Internet Safety — Kids’ Guide by Victoria Roddel [45]
Keep Your Passwords Secret by Shannon Miller [46]
Passwords and Security by Eric Minton [47]
Lizzy’s Triumph over cyber-bullying by Nina Du Thaler [48]
Understanding Computer Safety by Paul Mason [49]
Usbourne Staying Safe Online by Jennifer Perry, Felicity Brooks
[50]
The Magic Zablet by James Gosnold [51]
Lucy’s Family Launches into the Cyber World by Nina Du Thaler
[52]
Dot.Common Sense by Ben Hubbard [53]
A focus on...online safety by Steffi Cavell-Clarke [54]
Passwords Are Secret by Anthony Ardely [55]
Staying Safe Online by Steffi Cavell-Clarke [56]
Safety and Security by Ben Hubbard [57]
Sharing Passwords Featuring Peggy the Parrot by Dave Stanley and
Sandrijn Stead [58]

Year
2003
2006
2014
2014
2015
2015
2016

NF
NF
NF
NF
F
NF
NF

2016
2017

F
F

2018
2018
2018
2018
2018
2019

NF
NF
NF
NF
NF
F

Jou
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Findings Table A.4 shows each book’s coverage of the official guidelines.
The books contain 26 items of advice, as compared to 29 within the official
guidance. On average, the books contained 10.9 (SD = 6.8) references of information in 8.2 (SD=4.3) categories. Fiction books contained, on average, five
(SD = 2) references to information in 4.3 (SD = 1.15) categories. Non Fiction
books contained on average 12.7 (SD = 6.7) references to information in 9.4 (SD
= 4.2) categories. Table A.5 shows the aggregate coverage of official guidelines
by the children’s books.
The books contained seven items of guidance that was ambiguous, out of
date and/or incorrect. For example, children were advised not to write down
passwords, but were also advised on ways of doing so securely. The majority
of books advise the use of LUDS (lowercase, uppercase, digit and special characters) when creating passwords, whereas the official guidance rules that this
is no longer “good practice” [25]. In the case of some books, this is likely to
be because the books were published before this guidance appeared. However
it is interesting to note that even the most recent books contained this advice.
This serves to highlight some of the challenges in presenting up to date cyber
security information.
Three categories relate to incorrect information on trust: readers were advised to work with other people to create passwords and in some cases to work
with “an older friend”. The main threat within books was that of strangers (i.e.
someone who might hurt them). This might cause children to conflate security
and safety, which is bound to cause problems later on.
Children are also advised to change their passwords frequently, another piece
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of advice that is no longer considered good practice [25]. None of the books
suggested an essential piece of advice: “match password strength to value”
(PC1). By this, we mean that a bank account password should be much stronger
than a password that protects a newspaper subscription, for example. Of course
“value” here is personal. To a child, a game might be very important and they
would want to keep their siblings out of their game, whereas for an adult the
same game might be unimportant.

Jou

rna

We searched for documents outlining password principles for children, using
Google.co.uk, on the 18th March 2020. We analysed all the hits on the first
two pages because very few people go beyond the first page returned by an
Internet search engine [59]. This makes it likely that the majority of parents
will focus on these first two pages of results. This snapshot gives us a sense
of the advice that is available online, to compare to our official ontology. A
search for “password advice for children” returned no results. A children and
“password principles” returned 341 results. Eighteen of the links on the first
two pages were not relevant to children, and one was a link to a Bachelor’s
Thesis reporting on password behaviours on the entire age range, from age 10
to retirement [60]. The final link incorrectly recommended LUDS passwords, as
well as frequent password changes to children [61]. The third search we carried
out was for children and “password advice”. This returned 34K results. On the
first two pages, one link gave advice to teachers managing passwords for their
classes [62] and the rest (19) did not provide child-specific advice.
The final search for “password advice for children” returned 161 million
results, being the most fruitful. The following advice was provided via the links
in the first two pages:
Why passwords? [63, 64]
Password Issues: (1) Consequences of leaked passwords [65, 66, 67]; (2)
Phishing [64]; (3) Keylogging [64].
Password Creation: (1) {Incorrect} LUDS advice for creation3 [65, 68,
69, 67]; (2) Don’t choose predictable passwords [68, 66, 63, 69, 64]; (3) Use a
passphrase [68]; (4) Don’t reuse passwords [68, 66, 67]; (5) Create memorable
passwords [69].
Password Retention: (1) Don’t write them down [65, 68, 66]; (2){Incorrect}
Change passwords often [66, 69]; (3) Change password if it has been leaked [64];
(4) It’s ok to share with Mum and Dad [63, 69].
Password Tools: (1) Password managers [65, 68, 64]; (2) Two factor
authentication [68]; (3) Don’t share passwords [65, 66, 63, 69, 64].
Password Entry: Check the site’s URL before entering the password [65];
There were also links to advice for University students and adults4 , for par3 https://www.youtube.com/watch?v=9LxdtaSvQ3I

4 https://www.connectsafely.org/passwords/;https://us.norton.com/
internetsecurity-how-to-how-to-secure-your-passwords.html
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ents in keeping their children safe online5 and password manager adverts. One
linked to a password generator for children6 .
Findings: The online sources offered advice, once we arrived at the right
search term. Some of the advice was incorrect, and the coverage was not as
broad as that of the children’s books. Online sources, like the children’s books,
also incorrectly advised the use of LUDS and frequent password changes. Some
also tell children that passwords are required for privacy and online safety, which
is not entirely accurate. While passwords control access to accounts, they do
not, in and of themselves, guarantee privacy and online safety. An important
new category of advice emerged i.e. parental role, which is useful in addressing
the role of the educator in our context of use. This can be included in lesson
plans when delivering the child-specific ontology principles.

Jou
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The differences between the official ontology (Figure 3) and the offered advice
(children’s books and online sources) are reflected in Table A.5. We can now
highlight noteworthy differences.
Strangers and Friends: Both fiction and non-fiction books often contained the suggestion or idea that a hacker is a stranger, linked to the “stranger
danger” idea often contained within children’s education. However, within cyber security, this is inaccurate. A child is at risk of hacking from both known
and unknown persons. Many children’s charities advise that parents know their
child’s passwords in order to monitor their activities online and to protect them
from abuse [70]. This is often depicted in books as sharing a password with a
person you trust. This could be a confusing message: they are likely to trust
their best friend, but sharing their password with their best friend is neither
appropriate nor advisable.
Recency of Guidance: Cyber security is a fast evolving field and, as
a consequence, password creation and management guidance is changing at a
faster rate than most other guidance. The oldest book in our study was from
2003, with the majority being from 2015 or later. It is clearly impossible for
a physical book to stay current in this domain yet even the Kindle books we
reviewed did not present current advice.
The online advice was also somewhat out of date, advising password complexity and frequent password changes. Moreover, some sources argue that
passwords deliver privacy and guarantee safety, both of which are inaccurate.
Summary: Those wishing to develop educational resources, such as books
in the area of cyber security, need to consider the challenge of keeping pace with
the changing environment. Online sources are much easier to keep current and
updated, but this requires continuous engagement and effort, and our investigation suggested that this is not happening as often as it should. When a resource
5 https://us.norton.com/internetsecurity-kids-safety-stop-stressing-10internet-safety-rules-to-help-keep-your-family-safe-online.html
6 https://www.dinopass.com/
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reflects good practice in a fast moving field, it has to be reviewed at regular
intervals, and this has to be scheduled, and the next revision date noted within
the existing document. It is infeasible for books to be able to achieve this, and
our snapshot review suggests that online sources also do not keep their advice
current.
5. Deriving an Age-Appropriate Password “Best Practice” Ontology

The ontology depicted in Figure 3 is essentially context independent. While
this is a strength when it comes to informing adult behaviours, it is a flaw when
it comes to the ontology being a resource for teachers. Our focus is on “good
practice” password principles to be taught to children as they move through the
early education schooling system.
In deriving age-appropriate ontologies for the three age groups, we did the
following:
Step 1. Scrutinize each of the principles in the official ontology. Remove those
that are inappropriate for children aged 9 and under. Add new ones
that are required to tailor the ontology for use by educators and parents.
Step 2. Consult the child development literature to identify the skills required
to apply each “good practice” password principle.
Step 3. Consult parents to:

(a) identify the principles that they consider their child, aged 4-9,
would reasonably be able to understand and apply.

rna

(b) rephrase the text of the identified principles so that they will be
understood by a child of the targeted age.
5.1. Step 1: Contextualise Principles
We first added a new item to “Password Creation” (PC8), which instructed
the child to speak to his/her Teacher, Carer, Mummy or Daddy if they were
unsure of anything. We removed too advanced and too abstract principles, as
follows:
1. Too Advanced:

Jou

(a) PC3: Don’t Choose Complex Passwords: this advice does not align
with the way young children are taught, because negation is an advanced and complex concept [71]. Children are taught what to do, not
told what not to do. Moreover, PC2 refers to the use of passphrases,
which is essentially the equivalent of this piece of advice, phrased
positively. A passphrase focuses on the length of the authentication
text, as opposed to a concentration on lowercase, uppercase, digits
and symbols [25]. Hence PC3 is both inappropriate and superfluous.
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(b) PT1 & PT2: Password Tools: the ontologies are targeted at under
9s, which makes the teaching of password tools premature.
2. Too Abstract: Ausubel [72] explains that primary school children depend
on prior concrete-empirical experience to develop their understanding of
new concepts. That being so, too-abstract principles, or those that the
child is unlikely to have direct experience of, are unlikely to be accessible
to under 9s. Hence the following “good practice” principles were not
included in our age-appropriate ontologies.
(a) PI8: Network Sniffing: network sniffing is a complicated concept.
The ability to prevent it often lies with the administrator of a network
— it is not a concept which children would be able to understand or
control their risk for.
(b) PE4 & PI3: Keylogging: most keylogging takes place via software,
which is invisible and impossible to spot. This piece of advice is
unhelpful, even for adults.

(c) PI2 & PR2: Phishing: many adults fall for Phishing so it might
seem worth teaching children about Phishing and checking URLs,
even at a young age. However, Google will only give an email account
to children aged 13 or over, so that it might be too soon to teach under
9s these principles. Moreover, the checking of URLs requires a child
to be able to combine several skills, literacy, problem solving, value
judgements and attention. This is likely to be beyond the capabilities
of the age ranges we are targeting.
We now consider the abilities required to support application of the remaining principles.

rna

5.2. Step 2: Required Abilities

Jou

We commenced with the skills mentioned by [73] in their password life cycle.
Then, with the help of a developmental psychologist, we considered each item
in the best practice ontology presented in Figure 3 to enumerate the required
cognitive skills needed by the child to apply each piece of advice. A number of
necessary cognitive skills were identified as being required in order to apply the
good practice principles. A child may understand a concept without being able
to apply it, so we do not consider PIi here.
Literacy: Ehri [74] proposed a staged reading model in 1995. She argues
that children go through four stages of development: (1) pre-alphabetic, (2)
partial alphabetic, (3) full alphabetic, and (4) consolidated alphabetic. Beech
[75] explains that Ehri’s stages assume eventual automatic reading as an adult
reader. Since passwords are essentially complicated sequences of alphabetic
symbols, children cannot be expected to use text passwords until they are fluent
readers. However, it is almost impossible to predict the age at which children
will reach Ehri’s 4th stage, although we can argue that children aged 4-5 are

12
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unlikely to be full alphabetic. This means that children aged 4-5 cannot be
expected to apply principles: PC2, PC7, PR1, PE2 and PE3.
Focus: Children spend years learning to read and building vocabulary. Certainly they cannot read at an adult level till they reach adolescence, and this
will influence their password choices. Children are frequently taught to spell
through phonological decoding [76], and to recognise words through this and
other scaffolding techniques, such as examination of adjacent words [77]. Both
of these approaches rely on a child being able to see the word that they are
typing to ensure it is correct. It also assumes that the password being entered
is a known word, as opposed to a series of random characters. This impacts on
the type of password which can be used by the child, and the length of password
which is realistic for them to enter. This means that PC7 is contra-indicated
for the youngest children. PE1 might also be problematic since it adds an extra
cognitive load as they are trying to enter their password [78, 79]
Creativity, problem solving, decision making, and attention: Children differ in their ability to focus attention on a particular task. Differences
have been attributed to bilingualism [80], gender [81] and dyslexia [82], to mention but three. This, in turn, will influence their ability to problem solve, be
creative and make decisions [83], impacting the password generation stage.
Gathercole [84] explains that the capacity to retain information improves
drastically as children age. She also explains that speech-based memory is linked
to literacy levels. Since passwords are often words, this suggests a link between
the retention of passwords and literacy levels. Sowell [85] explains that children
do not reach adult levels of retention ability until adolescence. Hence they might
well have difficulties retaining a password, especially if multiple character types
are involved.
When someone enters a password, they have to be able to type the password
and be able to track the position in the password mentally. We were not able to
find any studies on children’s ability to enter password correctly in the absence
of visual feedback. It is likely to be linked to attentional and literacy abilities.
This category has particular relevance when it comes to password creation
and password retention. The literature is clear about the fact that there is great
variability with respect to age and these abilities, so for these principles we will
need to find a way to communicate the principles in a way that does not require
these skills at a mature level. We will thus rely on Step 3’s parent consultation
to formulate the principles in a way that is accessible to under 9s. Certainly,
it is clear that the first age group, 4-5, is unlikely to have the skills required to
apply principles requiring these skills, including PC3, PC4, and PC5.
Secret keeping from peers: Peskin & Ardino [86] find that children do
indeed know how to keep secrets by the age of 5, and that this improves with
age. On the other hand, they are likely to share their secrets with their friends
[87]. Because they are likely to give a password if asked, we ought to teach them
specifically how to respond to such requests rather than trying to forbid sharing.
However, given that the age of 5 is mentioned, this means that secret-related
good practice principles (PR3 and PR4) ought not to be taught to the first age
group.
13
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Value judgements: This might require children to make value judgements,
something which usually develops by 8 years of age [88], but one can expect there
to be some variation in this, as in any other childhood development. This means
that good practice principles PC1 and PC5 should not be introduced to the first
two age groups.
Thinking about thinking & understanding others: Educational and
developmental psychologists would probably approach many of these concepts
from a meta-cognition [89] and/or theory of mind [90] perspective. However,
since children are being required to use passwords long before they have matured
sufficiently, we have to rely on parents and teachers finding a way to communicate these somewhat abstract good practice principles to children before they
have mastered these skills.

rna

5.3. Step 3: Parent Consultation
To ensure that the ontology components were formulated and delivered in
an age-appropriate way, we recruited parents of children in the three different
age groups: 4-5, 6-7 and 8-9. We asked our external relations team to publicise
our request for assistance and 12 parents from across our institution volunteered
to help us to validate our ontology contents, formulate the phrasing and finalise
the ontologies.
We asked the parents to help us to formulate each component in a childfriendly and understandable way, and also to help us fix on the age at which
they ought to be able to apply it. We gave each parent a sheet of A3 sized
paper, with sections labelled ‘4-5’, ‘6-7’ and ‘8-9’. Having recorded their child’s
age, we asked them to identify the good practice principles that they considered
their child would be able to understand and apply. We also asked them how
they would communicate that principle to their child.
We then compared the ages they chose for each principle to those that we
derived from the literature (Step 2). There were some differences, which we
dealt with as follows:
1. PE1 is related to being observed while entering the password. The parents
of 4-5 year olds thought their children would be able to check for observers
before commencing, conflicting with what the literature suggested. However, being aware of observation while entering their password is clearly
something 4-5 year olds could not yet do. We thus tailored PE1 for the
4-5 year olds, and upgraded it for the later years to include checking for
observers both before and during password entry.

Jou

2. PR3 and PR4 are both related to password leakage, and the parents
pointed this out. To simplify matters, we combined and simplified these
as follows: “If someone knows your password, change it”.

5.4. Summary
Table A.3 summarises the age-appropriate ontology derivation process, showing which good practice principles were removed, and how those that were retained were allocated to each of the three different ontologies.
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Based on their inputs, we produced three ontologies, one for each age group,
which we present in Figures 4, 5 and 6.

Figure 4: Password Good Practice for 4-5 Year Olds

5.5. Reflection

Jou
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We strove to develop age-appropriate password “best practice” principles as
a resource for primary school teachers, especially those who teach under 9s. As
we derived these, two findings were particularly surprising:
Expert Disagreement: While the official sources we consulted to derive
the ontology depicted in Figure 3 agreed on all points, the experts we consulted
did not. Some advocated the use of passwords managers, while others did not.
Some advocated LUDS passwords, others recommended the use of passphrases.
Before NIST and the NCSC published their guidelines, the use of LUDS was
accepted good practice, and it seems that these outdated guidelines have become ingrained. This confirms previous research related to people struggling to
abandon a habitual practice [91, 92].
The dominance of LUDS in Books and Online Sources: The overwhelming majority of the books and online sources issued this advice, essentially
recommending complexity. While it is understandable that books become outdated, we were rather surprised at the online courses also issuing this advice.
We expected online advice to be more current, but this was not the case.
These insights highlight firstly the need for everyone to go on refresher
courses, when it comes to a dynamic field such as cybersecurity. Good practice
in this domain is not static, and we have to make an effort to keep up. Secondly, it also highlights the need for organisations to keep their own educational
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Figure 5: Password Good Practice for 6-7 Year Olds
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Figure 6: Password Good Practice for 8-9 Year Olds
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materials current so that they do not unwittingly issue outdated advice, which
could lead to insecure behaviours.
6. Conclusion and Future Work

It is essential for children to learn good practice at the outset, because it is
very difficult to get people to change the way they manage their passwords after
poor practice has become entrenched, as was demonstrated when we consulted
out experts.
Technology has been embraced by society and by schools, and there is a need
to include password-related skills in the school curriculum. We have derived a
child-centred ontology of password “good practice” to help educators impart the
right principles to children at the right age. To ensure maximum efficacy, we
provide three age-appropriate ontologies. Parents and educators can use these
to ensure that children are taught principles as and when they are ready to
comprehend and apply them. We are currently working on developing lesson
plans for educators, to help them to deliver the best practice principles to their
charges.
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Table A.3: Summary of the Derivation Process (V=Value judgements; L=Literacy;
C=Creativity; F=Focus; S=Secret keeping)

Step 1
Context

Step 2
Skills

•

PI1
PI2
PI3
PI4
PI5
PI6
PI7
PI8
PI9

•
•

PLC

PE1
PE2
PE3
PE4

•

≥6 (C)
≥8 (VC)
≥6 (LF)
≥6 (L)
≥6(S)

≥6 (F)
≥6 (L)

Jou

PT1
PT2

≥8 (V)
≥6 (L)

Add

•
•

•

•

•

rna

PR1
PR2
PR3
PR4

Step 3 Appropriate Age
6-7 8-9 Notes
•
•

W1
W2

PC1
PC2
PC3
PC4
PC5
PC6
PC7
PC8

4-5

•

•
•

•
•

•

•
•
•
•
•
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PI1
PI2
PI3
PI4
PI5
PI6
PI7
PI8
PI9

•

PLC1

•

PR1
PR2
PR3
PR4
PE1
PE2
PE3
PE4

⊗
•
•
•
•
•

⊗
•
•

•

•
•

•

⊗
•
⊗

⊗

•

•
•

•
•

•

•
•

⊗
•

⊗
⊗
⊗
•
•
•
•
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[57]

•

[58]

•

•
•
•

•

•

⊗

[49]

[51]

[56]

[55]

[47]

[52]

[48]

•
•
•

⊗

•

•

•

•
⊗
⊗
•
•

[46]

[45]

•
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PT1
PT2

•
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PC1
PC2
PC3
PC4
PC5
PC6
PC7

•
•

•

[54]

•

[50]

W1
W2

[44]

[53]

Table A.4: Childrens’ Books’ Coverage of Official Guidelines (Left hand column refers to the
numbers in Figure 3; •:agree, ⊗:conflicts with official)

•

⊗
•
•

•
•

•

•

•
•

•

•
•

•

•

•

⊗

•

•

•

•

•
•
•

⊗

⊗

•

•

•

•

•

•
•

•
⊗
•
•

•
•
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Table A.5: Comparing Ontologies (O=Official, K=Kids, I=Online Advice) (•:agree,
⊗:conflicts with official, 6=:conflicting advice in different sources)
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Why Passwords?
To Protect Valuable Assets
To Prove Identity
Password Issues
Shoulder Surfing
Phishing
Keylogging
Social Engineering
Password Guessing
Someone Finding a Written Down Password
Forgetting a Password
Network Sniffing
Reused Password Cracked
Password Leakage Consequences
Impersonation
Password Creation
Match Strength to Value
Use a Passphrase
Don’t Choose Complex Passwords
Choose a Memorable Password
Don’t Choose Predictable Passwords
Don’t Reuse Passwords
Choose Easy to Type Passwords
Password Retention
Don’t Write Passwords Down
Don’t Change Regularly
Don’t Share Passwords
If Hacked, Change your Passwords
Password Entry
Prevent Observation
Verify URL before entering
Check for HTTPS before entering a Password
Check for Physical Keylogger
Password Tools
Password Managers
Two Factor Authentication
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O
•
•

K
•

•
•
•
•
•
•
•
•
•

•
•
•
•
•
•

•

•

•
•
•
•
•
•
•

6=
⊗
•
•
•
•

⊗
•
•
•

•
•
•
•

⊗
⊗
6
=
•

•
⊗
•
•

•
•
•

•

•
•
•
•
•
•

I
•

•
•

•
•
•
•

•
•
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