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Abstract. Employees play a crucial role in enhancing information security in the workplace, and this requires everyone having the requisite
security knowledge and know-how. To maximise knowledge levels, organisations should encourage and facilitate Security Knowledge Sharing
(SKS) between employees. To maximise sharing, we need first to understand the mechanisms whereby such sharing takes place and then to
encourage and engender such sharing. A study was carried out to test
the applicability of Transactive Memory Systems Theory in describing
knowledge sharing in this context, which confirmed its applicability in
this domain. To encourage security knowledge sharing, the harnessing
of Self-Determination Theory was proposed— satisfying employee autonomy, relatedness and competence needs to maximise sharing. Such
sharing is required to improve and enhance employee security awareness
across organisations. We propose a model to describe the mechanisms
for such sharing as well as the means by which it can be encouraged.
Keywords: Security Knowledge Sharing · Security Awareness · Transactive Memory System · Self-determination Theory
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Introduction

Employees play a crucial role in enhancing information security [1]. An essential
pre-requisite is for employees to know what it is they have to do, and how to do
it; in other words, that they possess the required knowledge and skills (knowhow). Knowledge sharing, of all types, improves the organisation as a whole and
engenders trust between employees [11]. Of particular interest in this paper is
information security knowledge sharing (SKS). Knowledge sharing, which improves information security awareness, is important when it comes to preventing
security breaches [14]. The knowledge held by an organisation’s employees is its
most important asset [51]. Moreover, information security can help employees see
the importance of information SKS in enhancing security awareness [41]. While
awareness drives and training are undeniably valuable and essential, a neglected
way of ensuring that all employees gain the requisite knowledge and know-how
is to encourage and facilitate SKS across the organisation [37].
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The biggest challenge of SKS is gathering and sharing information and exploring the key factors which affect it [38]. However, many other factors need
more investigation [29]. Previous studies used only a handful of different theories designed to mitigate those challenges [2]. Moreover, there have been other
approaches to improving security awareness. They have generally been based on
individualistic models (considering an individual in isolation) [44,45,7]
A lack of provision of an environment that facilitates and motivates the
process of information exchange within organisations was also found, which is
a powerful barrier to knowledge sharing. Most of the existing studies did not
propose effective solutions to mitigate such barriers [2].
In order to facilitate access to this knowledge, many companies are introducing knowledge repositories. This makes it easier to store and distribute knowledge, and has also facilitated the movement of knowledge to those outside of the
organisation. While companies routinely protect their information using firewalls
and filtering systems, it is crucial that they do not overlook the importance of
security knowledge held within the minds of their employees as well [15]. Organisations should therefore facilitate and engender organisational SKS. The aim
should be to make the knowledge accessible to those who need it and ultimately
to improve information security across the organisation.
To investigate this, we ask what the challenges are of Security Knowledge
Sharing in terms of improving security awareness? After identifying these challenges, we will consider how information security knowledge can be facilitated.
Thirdly, we explore how people can be motivated to share security knowledge.
The aim is to maximise such sharing to improve and enhance organisational
security awareness?
Section 2 reviews related information security and SKS research. Section 3
presents the research methodology, data collection, and data analysis we carried
out to model security knowledge sharing. Section 4 proposes a model to describe
SKS within organizations using Transactive Memory System (TMS) Theory. We
also incorporate the satisfaction of Self Determination Theory (SDT) constructs
in order to encourage SKS within organizations. Finally, Section 5.1 discusses
the potential for future work. Section 6 concludes.
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Literature Review

Knowledge and Information Security: Knowledge, which can be either tacit
or explicit [12], is gained when meaning is added to information. People can gain
knowledge from their environment [16] or from personal experience [16]. The
former refers to skills that cannot easily be recorded or expressed, which makes
it difficult to share and retain [17]. It is important for employees to transfer tacit
security-related knowledge to other employees – to externalise it [18]. Explicit
knowledge can be expressed in numbers and words [20] and can be recorded.
In the information security context, people can indeed gain knowledge from
training drives, or from recorded explicit sources, but are more likely to gain the
knowledge they need from other employees in the workplace [23].
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Information Security Knowledge Sharing: Many challenges deter SKS
between organisations, such as the reputation of the organisation in the eyes
of customers [49]. Vakilinia et al. [49] confirmed a strong relationship between
anonymity and sharing of cyberattack information [49]. The researchers proved
that the more anonymity there is, the more cyberattack information is shared.
Employees are concerned about sharing personal details in the security incident
record in case there are consequences that may ensue. Also, He and Johnson’s
study confirms the importance of sharing security incidents between employees
to mitigate the risk in the workplace [23].
Kim and Kim [28] show that social pressure influences compliance intention,
and that compliant behaviour is influenced by knowledge. SKS is crucial in the
information security arena [28]. Safa and Von Solms [45] explored the process
of information SKS in organisations and discovered that “earning a reputation
and gaining promotion” and “external motivations” had a positive influence
on SKS [45]. Mermoud et al. [37] report that people would share knowledge if
they expected to get something valuable in return; reciprocity was deemed to
be important. They suggest that organisations incentivise rather than mandate
sharing [37]. Safa et al. [45] aimed to deliver an insight into the phenomenon of
information SKS. They combined Motivation Theory and the Theory of Planned
Behaviour to deliver a SKS module [45]. Dang-Pham et al. [12] aimed to find out
why people provided information security advice to others. They discovered that
the primary barriers to sharing security of knowledge were behaviour and trust
[12]. Rocha Flores et al. [43] examined the impact of cultural factors on SKS.
The results show that national and cultural factors are worth considering when
it comes to the nature of sharing. They concluded that the most critical barrier
to sharing security knowledge was cultural [18]. Feledi et al. [16] examined the
efficiency of cooperation between participants during the process of SKS and
found a lack of motivation to be the primary barrier to sharing [16].
Summary of the Related Work: Previous research in social network and
technical systems has indicated that various reward system indicators can have a
significant positive effect on SKS [19,52]. Conversely, other studies have revealed
the negative impacts of reward systems [9]. Such tactics focus on short-term
motivation, yet SKS ought to be seen as a long-term solution to low levels of
security awareness.
Our literature review revealed that information security investigations generally use a specific limited number of theories, such as the Theory of Planned
Behaviour and Theory of Reasoned Action [32]. Also, there have been other approaches to improving security awareness. They have generally been based on
individualistic models (considering an individual in isolation) but our proposal
is to use a collaborative model to improve security awareness [44,45,7].
Yet individual-focused models have more to do with predicting factors leading to security-related behaviours than with factors that lead to security-related
knowledge sharing within organisations. We thus consider using the lens offered
by TMS in order to understand and encourage SKS. TMS has been used in
other contexts to model knowledge sharing between employees [50]. Moreover,
researchers in information retrieval have adopted the individual experience di-
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rectory of TMS to gain access to the data usage of IT-based expertise information [53]. Thus, this study considered using TMS to model the dissemination of
security knowledge in organizations. Choi et al. argue that knowledge sharing
activities have features that support specific communication and collaboration
practices to facilitate team-related TMS [10]. Yet TMS only describes existing
knowledge sharing within organizations; our interest is also in encouraging such
sharing. We thus propose incorporating the core tenets of Self Determination
Theory (SDT) into our model as well, in order to enhance SKS. Furthermore,
Tsohouet al. (2015) have confirmed limited studies examining Security awareness
in both levels (organisational and individual level) to have effective information
security awareness programmes [48].

3
3.1

Research Methodology
Study 1 (Semi-Structured Interview):

We conducted semi-structured interviews with participants from a Saudi and a
British university to elicit information regarding employees’ knowledge and beliefs related to SKS [8]. By so doing we were investigating SKS-related challenges
[6]. We engaged in two stages in order to extend previous research which relied
purely on either surveys and/or literature reviews. Surveys, on their own, do not
deliver in-depth analyses of human behaviours. Only one study was found to have
used interviews or focus groups to explore SKS challenges and barriers[2]. This is
surprising since observation and interviews are the most powerful techniques for
delivering comprehensive insights that lead to enhanced understanding of SKS
in natural environments [21,25].
Data Collection: Our study used interviews [31] in order to facilitate an indepth look into, and exploration of, perceptions and perspectives [8]. In 2018, interviews were conducted with participants from a Saudi university and a British
university. The interviews took from 15 to 20 minutes and explored how participants would respond to a security incident in the workplace. Participants were
also asked some general questions about trust, privacy, experience, and the effect
of the relationship in terms of sharing security advice in the security knowledge
system. Participants were employees between the ages of 20 and 60 years of age.
28 people participated (7 female, 21 male). 8 had a high school certificate, 13
had a Bachelor’s degree and 7 had a Masters degree.
Data Analysis: All of the audio recordings (n=28) were professionally transcribed. All transcripts were read through by the researchers while listening to
the audio recordings to confirm the accuracy of the transcripts. Transcripts were
de-identified and imported into NVivo 12.0 (QSR, Doncaster, Victoria). A thematic analysis approach was used to analyse the transcripts [47].
Codes were derived and categorised, with researchers using detailed and rich
descriptions to represent the findings [5]. The consistency of the coding was
verified by matching of the transcripts with their recording, as well as by the
researchers’ repeated reading and reflecting on the transcripts after coding to
ensure that the definition or meaning of the codes remained the same throughout
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the process. Lastly, a senior colleague unrelated to the research was asked to
assess the study, looking at areas such as the relationship between the data and
the research questions, the interpretation, and the level of analysis [5].
3.2

Study 2 (Quantitative Approach Survey):

The aim of this study was to examine scale reliability, correlations, and relationships between the TMS scale and other constructs in the security context in
order to understand SKS in organizations.
Measurement of Constructs: A questionnaire was used to collect empirical data to support the research model and hypotheses developed from the prior
literature review, as presented in Fig. 1. For each of the hypotheses, metrics were
derived from the prior research and the probes were rephrased as necessary as
the majority of the existing studies did not focus specifically on Security context. In order to measure the constructs of the research model, five-point Likert
scales were created with options ranging from 1 (strongly disagree) to 5 (strongly
agree).
Pre-test and Refinement of Measurement Items: A pilot test was carried out among a small group of computing science PhD students. The feedback
received from the students was used to make improvements to the design of the
instrument. Four independent researchers were then asked to carry out a final
validation before the questions were distributed.
Data Collection Procedure: A link to the questionnaire was sent to a
Saudi and a British university to collect information from a sample of employees.
The university’s information technology department was asked to send an email
containing the questionnaire link and the study objectives to employees across
all departments in order to obtain a diverse sample population. Participants
were asked to provide basic demographic information, but not their name or
email address. 204 people responded to the email request, eight of which were
disregarded due to incompleteness. 196 were retained for analysis.
3.3

Findings

Results of Study 1: We now answer the research question: “Which factors
impact SKS in organizations? ” (Table 1).
Infrastructure: This refers to the software and hardware that enable to
facilitate and disseminate the knowledge in the organizations. The participants
agreed on the importance of the infrastructure which facilitates communication
between people during the working day and after they leave the workplace such
as offer an electronic knowledge repository to record information security incidents which offer a high-quality knowledge: “there is a need for a knowledge
management process and database due to the ongoing risk of losing information
and knowledge as people transition from one role to another and/or leave the
University” (A21). It is important to note that we found little evidence that the
Universities fostered an environment that facilitates SKS.
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Table 1. Concepts and categories that emerged from the analysis

1st Order Concepts
Offer effective system to facilitate communication among those in
the workplace.
Offer an electronic knowledge repository to record information security incidents which offer high-quality knowledge.
Experience, Qualifications and Relationships with colleagues
Experience is more important than qualifications in an information
security incident.
Sensitive documents refused to anyone working outside the IT dept.
Trust based on the situation such as critical problems and need for
a quick solution. Lack of experience and knowledge in the security
field prevents helping others.
Security knowledge sharing, not violation of privacy. Those reporting would rather be anonymous. Recording a bad experience with
an employee’s skills by the incident reporting which show the employee’s name in the knowledge repository. Lack of knowledge of
policies, to provide a set of strategies and explain user responsibilities.
Annual evaluation. Financial incentives and moral incentives. Reward system based on their contribution to recording the incident
such as attending training and conferences.
Improving decision making, Reducing information security incidents
Mitigates the risk through learning from previous incidents.
Gain knowledge by practice and learn lessons from previous incidents. Lessons learnt when knowledge sharing. Reduce the loss of
know-how.

Themes
Infrastructure

Knowledge

Trust

Personal Factors

Motivation

IT Advantage
Employees’
Advantages

Trust building: Factors involved building enough trust to request help,
which focuses on the motivations, include encouraging employees to trust their
colleagues enough to accept their solutions or advice which are already available in the knowledge repository. When the participants were asked about it,
the majority commented that experience is one of the most important factors
involved in building trust in others, and the majority of respondents revealed
that experience is more important than qualifications in an information security
incident : “It is based on the relationship, and I can judge if I can trust him or
not. On the other hand, the experience together with an appropriate qualification
is essential in building the trust before asking anyone” (A1).
Factors involved in building enough trust to request help include encouraging employees to trust their colleagues enough to accept their solutions or advice
which are already available in the knowledge repository. When the participants
were asked about it, the majority considered experience one of the most important factors involved in building trust in others, and the majority of respondents
revealed this to be more important than qualifications.
Trust: The third theme is trust, which prevents employees from trusting
others in the workplace, such as sensitive documents leading to the refusal of
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any advice from anyone who works outside the IT department: “I have sensitive
documents which prevent me from asking anyone who works outside the IT department” (A1). Moreover, trust based on the situation such as critical problems
and need for a quick solution.
Personal Factors: What is surprising is that a lack of anonymity prevents
employees from sharing their incidents. Many feel that SKS can violate privacy
if they add an incident, which includes personal details, such as their names.
Many employees would prefer be anonymous when reporting incidents: “They
don’t have to know the personal information about me” (A13), “it will appear as
a bad experience about me” (A3).
Motivation: The current study found that a reward system affected the
employees’ likelihood of sharing knowledge. The most effective reward system
is annual evaluation, encouraging employees by financial incentives and moral
incentives a reward system based on their contribution to recording incidents.
The Advantage of SKS for Employees and IT Dept.: Enhancing the
IT Dept.’s response to cyber-attacks: An important finding was that SKS – improving decision making based on recording in the knowledge repository and
reducing information security incidents
Enhancing employees’ information security to prevent cyber-attacks: The
most interesting finding was that employees can gain knowledge by practising
and learning lessons from previous incidents and security advice. This reduces
the loss of knowhow and leads to increased security awareness.

4

Security Knowledge Sharing Model

To depict the factors impacting SKS, we propose the model shown in Figure 1,
building on Transactive Memory System (TMS) Theory.
Transactive Memory System (TMS):
TMS has been described as “a set of individual memory systems in combination with the communication that takes place between individuals” (p.186),
[51]. A TMS determines the specific division of cognitive labour within a group
of people, as a means to facilitate encoding, storage, and retrieval of knowledge
pertaining to various domains. When a TMS is being utilised, each group member is aware of “who knows what, and who knows who knows what” (p.260),
[10]. Simply put, the characteristics of a TMS mean that three crucial qualities,
common to other types of socially shared cognition, are absent; i.e. differentiated knowledge, processes of transactive encoding, storage and retrieval, and the
dynamic nature of TMS functions [34]. Thus, an alternative and more suitable
approach might involve a shift of focus away from repositories towards processes
[27].
Liang, Moreland, and Argote (1995) described three aspects of TMS: Specialisation: this is the term used to describe the degree of differentiation of the
knowledge held by team members [35]. Hence the first hypothesis is: H1: Specialisation (Employees knowledge) is positively related to SKS transfer within
the organization.
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Coordination: this describes the efficiency of the team in terms of knowledge processing while working together. The second hypothesis is: H2: Coordination (Infrastructure) is positively related to SKS transfer within the organization.
Credibility: this is the way in which individual team members perceive the
reliability of the knowledge held by the other members of the team. The third
hypothesis is: H3: Credibility (Trust) of shared knowledge is positively related
to SKS transfer within the organization. These three dimensions are considered
variables that can be used to measure the degree to which a TMS has developed
among the members of a group, and they have frequently been used for this
purpose in empirical studies [30,35].
As Lewis [33,50] (Lewis, 2003, p. 590) asserts, these three variables “reflect
transactive memory itself [33], as well as the cooperative processes illustrative of
transactive memory use” as shown in Figure 1.

Fig. 1. Using Transactive Memory System (TMS) to Model Organizational Security
Knowledge Sharing (SKS)

Davison et al. [13] argue that TMS facilitates knowledge sharing, leading to
improved team creative performance via team creative efficacy [13]. Our premise
is that organisations should facilitate and engender SKS by removing the challenges which prevent SKS i.e. “Specialization, Credibility and Coordination”
[30]. The aim is to make security knowledge accessible to all of those who need
it and ultimately to improve security awareness across the organisation. Our first
qualitative study delivered insights about which factors impact SKS, and we are
able to align these factors to the core tenets of TMS theory.
Results of Study 2: The research model and hypotheses were tested using
a component-based partial least squares (PLS) regression approach to structural
equation modelling (SEM). This kind of approach is the most appropriate for
the current study as it has a focus on theory development and the prediction
of data [29]. SmartPLS (v.3.0) was used to test the model as it is a powerful,
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user-friendly instrument for graphical path modelling with latent variables.
Our results of a real TMS Model strong support to two hypotheses which are
Coordination (t=3.840, p < 0.001), and Specialisation (t=2.241, p < 0.001).

Table 2. Path Coefficient of the Research Hypotheses
Hypo
H1
H2
H3

Relationship
SPE → SKS
COO → SKS
CRE → SKS

Std. Beta Std. Error
0.189
0.075
0.359
0.090
0.132
0.091

T-value
2.521
4.001
1.448

P-value Decision
0.012 Supported
0.000 Supported
0.148 Unsupported

Path Coefficient of the Research Hypotheses was used to determine whether
SPE, COO and CRE variables predict the participants’ intentions to SKS transfer within the organization. Dependent variable: Facilities SKS; Independent
variables: SPE, COO and CRE as shown in (Table 2.) Other results are omitted
due to space limitations. H1 and H2 are supported, but H3 is unsupported. We
will, however, retain all three tenets of TMS in our model, due to the smallness
of our sample, and the fact that we are not at liberty to pick apart TMS. Having
modeled SKS within organizations, we now turn to considering how to facilitate
and encourage SKS.

4.1

Encouraging & Facilitating SKS:

We now proceed to the second question: “How can security knowledge sharing be facilitated and encouraged?”
SDT requires the satisfaction of three core human needs. (1) The need for
autonomy, which refers to an individual’s desire for self-organisation of their
actions. (2) The need for a sense of competence, i.e. an individual’s sense of
self-efficacy. (3) The need for relatedness, which refers to the desire to feel a
connection with, and be supported by, people who are important to them [42].
Research has suggested that people are more likely to persist and have better
qualitative performance on activities that satisfy these needs [42].
According to recently published policy compliance research, satisfying SDT
has been successful in encouraging such compliance in organisations [4]. Moreover, Alkaldi et al. confirmed the critical effect of applying SDT to security tool
adoption decisions in the security context [3]. That being so, we can encourage
SKS by satisfying the self-determination needs of employees to enhance the TMS
of the organization.
In terms of facilitation, Wang et al. [50] suggest that IT systems be used to
enhance TMS.
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Modeling SKS Description, Facilitation and Encouragement
Model

We propose a model that describes SKS based on TMS constructs, encouraging
SKS by using SDT constructs (Figure 2). TMS relies considerably on information technology for support. The model complements prior SKS models including
Gagne’s [19] model of organisational knowledge use. The differences between the
models, however, are in the conceptualisation of facilitation by TMS, which is
multidimensional in the SKS model and also in the inclusion of psychological
factors that can impact on the quality of motivation by SDT. Our model gives a
detailed explanation of how and why certain HRM practices impact on engagement with SKS behaviour, thus providing solid advice for employees [19].

Fig. 2. A Model for Describing (1), Facilitating (2) and Encouraging (3) Security
Knowledge Sharing, thereby Enhancing Sharing (4)

There is a crucial need to investigate whether information technology has an
influence on the development of TMS within a team, and if so, how this happens
[10].
A number of existing studies identify communication as a key determinant of
TMS development. Communication is crucial for understanding the knowledge
held by others, for the encoding of new knowledge into the TMS of the group,
and for the retrieval of information from the TMS [24]. With this in mind, it
becomes clear that the processes of communication are crucial in developing and
utilising a group TMS [24,33]. It has also been posited that the frequency of
interaction between team members – that is, the quantity of communication –
that is important in the development of a TMS; indeed, the usefulness of the
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shared information in terms of its quality is also an influencing factor [36,30].
Moreover, the TMS’s function is most effectual when there is a reliance between
team members on each other to work towards achieving a shared goal [54,50].

5

General Discussion

Discussion of Study 1 Study 1 showed that the biggest challenges to SKS are
(1) facilitating infrastructures, (2) trust, (3) knowledge, and increasing motivation. Our results confirmed that SKS could enhance security awareness, leading
to many benefits for both employees and IT department (confirming [18,39]).
Previous research has indicated the positive effects of trust, which increases
interaction among employees in terms of SKS [19,52]. Prior studies that have
noted the importance of trust as an influential factor in the security field as
barriers can prevent the sharing of security knowledge advice [2,46].
The current study is one of the first to investigate SKS in nonprofit organisations. We showed that SKS mitigates risk [40] through learning from previous
incidents and security advice [23]. It reduces the loss of knowhow [18], The outcome of the study reveal that SKS can have a positive impact on employees’
willingness to comply with information security guidelines [45].
Our literature review revealed that SKS investigations use only a handful of
different theories, such as the Theory of Planned Behaviour [2]. We model SKS
using TMS [50,30] (the first time this will have been used in the cyber security
context). We augment this descriptive model by incorporating the tenets of SDT
in order to address individual sharing motivations, and IT facilitation to address
organizational factors.
We wanted to confirm the importance of SKS and show how its influence
on employees in the workplace leads to enhanced Security awareness [2]. Our
study highlighted the advantages of SKS in an organisational setting, especially
in terms of individual security awareness [2]. Hawryszkiewycz and Binsawad [22]
describe the impact of barriers deterring SKS. Our study indicated that trust
[14,2,22], affording anonymity [49], facilitating infrastructure [26] and engendering motivation [19,52] are factors affecting SKS. In particular, we found a lack
of provision of an environment that specifically facilitates SKS. Such an environment could improve incident reporting and inspire employees to participate
more fully in recording incidents and sharing their advice.
Discussion of Study 2 the path coefficient of the research hypotheses was
utilised to establish whether SPE, COO, and CRE positively affect the transfer of SKS within an organisation. In terms of employees’ intention to share
knowledge with others, SPE and COO were the strongest predictors here. On
the other hand, CRE was not supported as employees need to know who they
can trust to take information from and pass knowledge on to. Trust was found
to be one of the biggest challenges in the context of security knowledge sharing, mainly due to information security and sensitive issues among employees
in the organisation. These challenges can be mitigated through coordination of
the TMS, as this can play a key role in increasing credibility among employees
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and achieving classification of the specialisation. Moreover, Wang et al. . suggest
that technical system feed into the creation of TMSs. For instance, with the help
of IT-empowered collaboration platforms, colleagues may assemble a knowledge
index and mutual trust in expertise to maximise effectiveness. Moreover, the
researchers referred to the benefits of collective knowledge based on TMS as a
useful knowledge network for employees in organisations [50]. We will investigate
the impact of SKS model adoption as an effective system for implementation as
future work.
5.1

Future Work

Having confirmed the relationship between challenges in TMS and SKS, we plan
to implement a SKS facilitating App, which satisfies SDT needs and mitigates
SKS challenges. Firstly, an electronic knowledge repository of security knowledge and solutions.
Secondly, the app encourages SKS, by motivating employees to share knowledge using the App, with SDT enhancing features.
We will deploy the App in an organization and then determine whether SKS
is enhanced, and security awareness accordingly improved, over a period of time.

6

Conclusion

We conducted two studies to confirm factors impacting SKS in organisations;
thereby, making key contributions to the study regarding the use of SKS to improve security awareness among employees. We proposed a model that describes,
facilitates and encourages security knowledge sharing in organisations; we also
relied on TMS Theory (which is a new finding in the security context) and Self
Determination Theory. The study investigated significant challenges associated
with SKS, required to improve security awareness in organisations. Our aim was
to uncover ways to maximise knowledge sharing, both by facilitating and encouraging it. As future work, we plan to build a facilitating App, and to test it
in an organisation, to ascertain whether it accentuates knowledge sharing and,
as as consequence, improves organisational security awareness.
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