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Executive summary

ENISA is one of the key stakehaklen Europe in the area dfetwork andinformation Security (NIS).
Given its positioning, ENISA is active in the area of education and awareriegsfsiknowledge to
promote NIS skills and supportithe Commissionn enhancing the skills and competence of
professionals in this ared’his document continues work from previous activities daggesting
training materials, scenarios and a way forwéodimplemeningthe EC roadmap for NIS education
in Europe(®). In doing so, the Agency has recognisieel heterogeneous landscape of Europe in this
area.

This work was done in collaboration with educators for educators. The primary targets this

are professors and trainers that have daily activities in NIS education. The secondary target of this
reportis policymakersin the field of NIS educatiothose thatmake the decision on what enters the
curricdaand whchnew courses are adopted.

The eport is structured in three parts. The first part maps the courses and materials available. The
second part presents the gaps between existing training/certification schemes and market needs,
including proposals of scenarios to narrow the existing gaipallf a list of recommendationds
presented for further stepsnd an open call from ENISAavailable?) in order to identify leadhg
organisations best positioned to further work on the implementation:

1 the authors suggest the creation of a EuropasaNIS skills for the general publicryenuch
in line with the model from CEDERE)P
1 Deploying better continuing education programmes for teachers for enhancing the multiplier

NEfS (KSe KI@Sd {2fdziaAzya 2FFSNBRREEP A0Syl NA:

1 European organisations and authorities should start developing NIS MOOCs. Section on
MOOCs with examples.

f 5S@St2LAyYy3a | bL{ O2dzNES F2NJ KSIfGdK LN OdAd

A0SYlINxR2¢ D
91 Developing a Data Protection Officers (DP@syse directed at lawyers and digital security
ALISOAlfAAGAaAD { GNH2OGIZNE LINBaSydSR Ay a5l dl
1 Development of an EU information assurance training/education solution for the working

NBIFfAGASE 2F {a9ad t WNBRWBYINIRNRYSH {FOS I MVRE & ¢

1 Development of an Edased academic recognition for continuing professional development

Ay RAIAGIE T2NByaAOdao {2ftdzdirazya | O085848A0668 A

Furthermore, ve invite the reader to consult the tools developeddhgh this project:

V the interactive map with NIS courses in Eur@pe
V the NIS quiz addressed to all users dipdatingknowledge®)

(Y Mentioned in the EU Cyber Security strategy padt®://eeas.europa.eu/policies/@-cybersecurity/cybsec_comm_en.pdf
(3 In the news item announcing this report on ENISA webpage

(3) About Europasshttps://europass.cedefop.europa.eu/en/home

(%) NIS courses in Europkettp://cybersecuritymonth.eu/references/universities

(%) NIS quiz addressed to all users for updating knowleltip://cybersecuritymonth.eu/references/quielemonstration
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1 Introduction

The EU Cybseecurity Strategyn Open, Safe and Secure Cybersgicasks forthe development of
a roadmap for alMetwork and Information Security driving licefzes a voluntary certification
programme to promote enhanced skills and competence of professionals.

ENISA has started the consultation process in order to invbvesevant stakeholders and guide the
process in order to ensure quality results and the publication of a repois.réport introduces the
roadmap and its first steps that describe the certification ecosystem, relevant policies, stakeholders
involved and the gaps that need to be addressed with innovative solutions.

ENISA is well positioned to respond to the challemgidng into consideration the brokerage that it
has been achieving in the NIS environment in general and in NEfi@ationin particular with the
publication of annual report8) in these areas.

The process followed f@reparingthis current report included a research phaadarge consultation
effort in order toinvolve all relevant stakeholdersand drafting the final document. Thaqress is
depicted in themagebelow:

Research

Consultation

Drafting the proposal

1.1 Policy context and the perspective of this work

As mentioned in theintroductionz (G KS 9! / @06SNJ { SOdzZNAG& {GNX 4GS
/| @0 SNELI OS¢ adza3asSaita GKS RSOSt 2 LI Soff Secit], ada N2 |
voluntary certification programme to promote enhanced skills and competence of professionals. As
we describdn this document, we are supporting this objective of the EU Cyber Security Strategy, by
proposing an NIS /cybersecurity pass.

e
RY

Furthermore, theEU Cyber Security Strateggknowledges that cybersecurity can only be sound and
effective if it is based on fundamental rights and freedoms. Any information sharing for the purposes

(®)  http://ec.europa.eu/information society/newsroom/cf/dae/document.cfm?doc_id=1667
() NIS in Eucaion reports http://www.enisa.europa.eu/activities/stakeholderelations/nisbrokeragel/brokeragemodelfor-
network-and-information-securityin-education
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of cyber security, when personal data is at stake, shbaldompliant with EU data protection laf)
and take full account of the individuals' rights in this field.

The Strategy also acknowledgthe need foraY G @2f dzy i NB OSNIAFAOI GAz2Y
enhanced skills and competence of IT professionabsTep 6 S0 aAGS FTRYAYAAGNT (2 NA
a2F0 61 NB

a0K22faéx AGUNIAYAYy3a 2y blL{ YR &S0OdzNB
O2YLJzi SN aOASYyOS adGdzRSydaé¢ IyR dabL{ oFaAiro GNI AYA
As such, our doacuent has a broader perspective, from a general level of information security
knowledge for training in schools, basic knowledge to public administration persdinal needs to

understand security and data protection requiremenip to specialized kndedge addressed to IT
professionalg; responsibldor managdng, desigiingor developng secure IT systems and applications

that comply with data protection requirements.

1.2 Obijectives

The main goals of this work are to define the roadmap and introduce steppsan be implemented
in order tobe in line withbest practice in NIS education.

The objectives of the roadmap are:

1. Providean initial market analysis of the courses and certification scheawaable
2. Identify gaps between available training ¢ees, certifications and N&slucation needs.
3. Suggest scenarios to narrow the gaps and provide best practices to organizations from all

Member Stats.
4, Plan further actions based on the needs of NIS communities.
5. Identify and select partnerstcontinue and disseminate the work.

Regarding potential strategies to exchange best practices, ENISA will use its existdgdsdi®n
communities to disseminate the work.g.the ECSM (European Cyber Security Month) community,
the NIS inEducation graip, partner universities, etc.

Representatives of NIS organisations that will show interest in this report and that want to contribute
should check the suitability of the proposed scenarios and suggest a way forward for implementation.

1.3 Target audience

Thiswork has been prepared in collaboration with educators for educators. Professors and trainers
that have daily activities in NIS education represent the primary target. The secondary target is
represented by policynakers in the field of NIS education, #wthatmake the decision on what
enters the curricd and whchnew courses are adopted.

Note that this report tackles not only IT administrators but a larger audieimctuding training and
education solutions as already mentioned in the section dedat&b the perspective of this work

(8) More herehttp://ec.europa.eul/justice/dataprotection/
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1.4 Structure of this document

This report will unfold in three different parts: firstha mapping of the available courses and
certifications schemessecondly a presentation and discussion of the gaps in current couases
certifications and the presentation of new scenarios whose goal is to offer a way forward to fill the
identified gapsand thirdly, a series of recommendations for further considerations.

We identified the topics of the scenarios by taking into actonbjectives of policy strategies, the
policy context and provisions, the experience of the experts group, and the advice of the European
Commissia. For the purpose of this report we used desktop research and large consultation with
representatives of dierent organisations part of the consultative group. We formed the consultative
group as a result of a public announcement of this project.

In addition, he report benefits from the existence of some extra material:

1. A useful tool is the interactive map ith NIS courses in Europe available on
www.cybersecuritymonth.ecompiledwith the help ofby the NIS Platform WG3 group.
2. A NIS quiz addressed to all users fapdating knowledge available on

www.cybersecuritymonth.eu

clel; ca 2US theor & Socja i Subjecs
SPEmf'c SQHO a?r| 0t OL:(nnuom d;t

Infor t trlbl.lho“m?ﬁCf t Nica atiop
. o er sc
:‘3:3 Nknow | mventlon argumenl
oglc mm
Ed Ucation:
belief dtion:
= = b .1 conce
ished discipline i, o

developing od theory ilosophy
f;;tureﬂ KnE)'\‘NI dge jph ondition
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imporel jence ‘°°.'225’u‘293ana'vze
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2 Mapping the available courses and materials

This partof the studyprovides the readewith an overview of existing education materials, curricula

and courses. Furthermore, as theeéntion of this work is to provide way forward to address the
existing gaps, in this part we provide some scenarios to address existing needs, such as the lack of
proper data protection education for NIS professionals or for personal data processors.

2.1 Initiatives to gather information on existing certification and training
programmes

2.1.1 Cyber Security Month programmes database

In the context othe EuropearCyber Security Month initiative, a database has been established where
available courses and certifitten programmes linked to NIS and privacy/data protection are listed.
Thisdatabase ofvailable courses and certificatioppogrammess not an exhaustive list. The data
presented has come from work produced by the NIS Platform WG 3 maemideom we thark for

their collaboration.Furthermore,the webpageallows educational institutions to adth the map
courses, programmes and training that deal withtihark and Information SecurityWe invitethe
readerto access the web address

2.1.2 Privacy and securityalated educational information and reference material

PReparing Indistryfor Privacyby designby supportng its Application in Bearch(PRIPAREY)

PRIPARE is a twyear FP7 support actigi) aimed at identifying and developing processes and tools
capale of facilitating the widespread application of a Privacy and Sedwyribesign methodology.

Recognizing the essential role of stakehol@errmation and education about the risks, tools, best
practices, rightsand responsibilities associated withgial security and privacy, PRIPARE provides
educational information and reference material for the following set of stakeholders: general public,
ICT educators, ICT practitionemglicymakers, and governmental and negovernmental bodies
acting for hunan rights protectionAfter a detailed analysis of stakeholder groups, their knowledge
needs were identified:?) and project partners are currently producing and testing educational,
information and reference material addressing these needs. Once validhisanaterial will be made
available onling) in modular format.

Stakeholder analysifor PRIPARE support actiorsubgroups of stakeholders within the large
categories mentioned above have been identified and, for each one of thesgreups, their
informational/educational needs have been defined in terms of the learning outcomes that the
educational material produced within the project should trigger. The general public was analysed on
the basis of their level of vulnerability. Practitioners weragidered in terms of their professional
role, either managerial or development. The study of stud@mégds was based on the type of their
degree (technical versus ndachnical), the level of study (graduate, undergraduate)d career
goals.Regardingpolicy and legal stakeholderare have identifiedoolicymakers and governmental
bodies acting at different geographical levels (national, European, international) as well as non
governmental bodiesgncluding NGOs, thintanks civil society organisationand legal professionals.

(°) ECSMnttp://cybersecuritymonth.eu/references/universities

(39  This section represents the contribution of the PRIPARE team.

(*Y) PRIPARE project public webshép://www.pripareproject.eu

(*d  PRIPARE project, lileerable D4.1 Educational Requirements to Foster Risk Management CulturetyDaaft NOK Qmn 0 F @l Af o
http://pripareproject.eu/research/

(*¥) PRIPARE project repository: http://pripare.aup.edu/
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Information Learning Module®f PRIPARE support actiohe modules being produced respond to

the knowledge needs identified in the stakeholder analysis phadéress privacy risks (€b) and

focus on privacy rights (e.g. OECivdty Guidelines, EU Data Protection Directive, EU ePrivacy
Directive, etc.) Each module is implemented in the format best suited for communication of the
specific content to the specific stakeholder group, ranging from standard slide presentations to
crossword puzles, from videos to infographjcBom exercise series to structured references to
academic literature, etc. Sets of modules can be compiled to create curricular structures, workshop
material, individual lectures, awareness campaigns, Btecomplete list of modules is described in

the PRIPAREeliverable 4.1*. Below are a few examples of modules for two of the stakeholders
groups: the general public and the engineering practitioners.

Modules for the general publi@aimto raise awareness abouPrivacy byDesign (PbD), the dangers of
privacy violations and use@dghts; they also explain the actions users may take in case of privacy
infringement. They cover PbD in specific contexts, the tools for privacy proteatidomethodologies

for risk management.Modules for practitioners introduce PbD principles and concepts; themes
include privacy context (the legal context as a source of privacy requirements for a software
development process), risk management (what it is and its benefits for a gseftdevelopment
process,privacy impact assessment as a risk management methodology applied to PbD), best
practices (e.g. privacy patterns), technologies and solutions for privacy proteatidnfinally the
testing and validating of the outcomes of the Plprocess. Other specific knowledge modules for
engineering practitioners covearivacypatterns, privacyfailures, Privacy Design Strategilesation
privacy,anonymouscash, etc.

Modules Assessmenin PRIPARE support actiohssessment work includes tiatives such as a
seminar providing training on Privacy by Design to members from academia, EU research projects, and
industry with a focus on technolody), a roundtable with DPAS$), and university courses. In a course
designed by members of theRIFAREconsortium(:), it demonstrates how Privacy byDesign may be
effectively taught to a combined group of undergraduate and graduate students in the social sciences
whose knowledge of technology is limited to their own user experiefbe. curriculum expkes a

new educational space at the theoretical intersection of human rights and digital technology while
integrating a practical component that allows students to produce educational materials for
stakeholder audiences; this merging of theory and pragifoeides our students with the opportunity

to reflect on the convergence of law and technology. The curriculum incorporates Ann Ca@ukian
set of seven guiding principl€9) as core learning objectives and uses the principles in contexts that
are not limited to Privacy byDesign, showing how they can effectively be applied to other contexts at
the interface of human rights and digital technology. Each of CavaBlgamen principles is addressed
through the lens of a case studyith issues selected omé basis of their crossutting impact.

Regardless of whether the high level of user mistrust concerning privacy protection of digital
information is justified, international human rights law and the robust Data Protection Regulation
proposed by the Euroma Commission require protection of online privagyucational materials for
various types of stakeholdevgere produced in interaction with students. The focuerighe practical
problem of howto best implement the right to privacy on a d&y-day bass. Providing an already
mistrustful population with privacgnhancing knowledge and tools is a seminal example ofrtise

en oeuvreof participatory action research methods. By transferring privacy principles to the larger

(*)  http://pripareproject.eu/resources/

(39  See workpackage 3 attp://pripareproject.eu/research/

(*%)  Perry, S., Roda, C. Teaching Privacy bigés NonrTechnical Audiences. Cyber Security and Privacy (CSP) Forum 2014. Springer
CCIS series, forthcoming.

(*) Cavoukian, A Foundational Principles (Privacy by Design). (1997) Retrieved 22.5.2014 at
http://www.privacybydesign.ca/index.php/abotpbd/7-foundationatprinciples/
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domain of human rights and digltdéechnology, students were able to view security and privacy
protection as part of a larger exploration of how we are going to live in a digitally connected society.
Only by privileging the broader perspective can we deliver on the promise of digitaidiegly to
enhance democratic dialogue and facilitate human lifestydesi make sure that it is safe to use for
the generations to come.

Expected Uses of the Material and Outcomes PRIPARE support actioithe Consortium of the
project hopes that the information-educationalmaterial produced by the project will facilitate the
dissemination and application of Privacy by Design principles and methodology. On oneheand
modules will increase stakehold€¥amiliarity with their privacyrelated rights and esponsibilities

and with the current and potential technical solutions aimed at supporting the effective
implementation of such rights and responsibilities. On the other hand, the modules will promote a
mature reflection on the impact of privacy choicesotfb technical and regulatory) on societal
structures such as businesses, industry, educatlweglthcare transportation, etc. Overall, the
educational material will disseminate the results and support the vision of B RRBroject to help
Yorge sustinable links between the different privacy stakeholders (regulators, educators, engineers
and standardisation organisms) in order to set the necessary common grounds on which to build
trustworthy and privacyrespectful systemdzs).

2.2 NIS programmes for sclod education: an overview

School education is one factor used to reach the goaktdihg minors to use the Internet in\dafeQ
wayand iswidely perceived as an important component for improving cybersec(@fjitRReflecting on

this perceived importangea multitude of materials and associated activities such as traewegis

and certification are being offered to teachers on the Web. The materials that we surveyed do not
refer to a common theoretical or even terminological b&se Therefore we begn this section by
proposing a structure on the basic concepts that will allow us to then overview and relate materials
to one another. Based on this overview, we will make a proposal for a more comprehensive training
programme in the scenario of Sectiorl 3.

THE BASIC CONCERI'SBER RISKS AND SAFE

In line with the weHknown observation that doom scenarios do not have educational effects, the
Internet/Web is introduced as a space full of opportunities but alsnsés In the following, we will

call thesecyber risksThe goal of the educational intervention is to turn this situation into a safe (or
safer) spacé): thus,safetyis implicitly defined to be a state in which these risks are mitigated. (As in
other spaces with risk, a complete eliminatis probably not possible, although this is not discussed
explicitly.) The focus is on threats to the individual (here: the minor, the pupil) and on precautions that
the individuals themselves can take to mitigate the risks. The effects that one [@psimacyrelated
behaviour has on others mostly remain implicit: the Internet will be safer/better for all if all exhibit
safe behaviourThus, cyber riskshe state in which they are mitigated and safety are conceived of
similarly to, for example, roaddiffic.

(*¥  Nicolas Notario McDonnell, Alberto Crespo, Antonio Kung, Inga Kroener, Daniel Le Métayer, Carmela Troncoso, José ktaa Del Al
and Yod Samuel Marti?PRIPARE: A New Vision on Engineering Privacy and Security by Design. Cyber Security and Privacy (CSP) Forum
2014. Springer CCIS series, forthcoming

(*9 As an example, see the ENISA (2012) Report Collaborative Solutions for Netwanrkafioh Security in Education.
http://www.enisa.europa.eu/activities/stakeholderelations/nisbrokeragel/collaborativesolutionsfor-network-information-
securityin-education

(39 In fact, Vanderhoven et a(2014) observe that most materials are not bdson any theory and that only very few have been
evaluated. Vanderhoven, E., Schellens, T., & Valcke, M. (2014). Educational packages about the risks on social nestadekddites:
the art Procedia Social and Behavioural Sciences, 112603

(3Y)  An examplesthe activities around the annud8afer Internet Da@see below.
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A TAXONOMY OF CYBERKS

The cyber risks typically discussed comprise (a) the risk of encountering inappropriate material which
may comprisedisturbing materials (violence, sexual content) or materials that can easily be
misinterpreted especially yominors (false information, satirefc.); (b) the risk of committing a
criminal or otherwise sanctioned act oneself (copyright violations, plagiarism); and, increasingly, (c) a
range of cybersecurity issues that typically involve violations of the @upitn personal sphere or

that of his/her friends(?). We use cybersecurity in the sensedbk state of being protected from the
criminal, unauthorised or otherwise undesired use of data, computer hardware or soffjzRnand

the notion that WecurityQis a form of'\¥afetyQthat focuses on being protected against external
threats (). We do not regard (a) or (b) as cybersecurity issues because their focus is not on a personal
sphere or a computational environment being intruded upon. However, it shouldobed that the
categories are not mutually exclusive. For example, pupil A may Wi¢e speeck)category b or
verging on it) that deeply troubles pupil B (category a). Also, if pupil A cyberbullies pupil B, this may
be both criminal and invasive ofBersonal sphere (and damaging to A too). Within sutlixedset

of problems, we will focus on their contribution to category (c) risks.

ATAXONOMY OF CYBERSH®TY RISKS

In the remainder of this section and in line withis report focus, we will concdrate on category (c),
the cybersecurity issues deemed relevant for the school education of minors. The criterion of dividing
(c) into subcategoriegeflects the origin ofhe type of riskunder consideration

(c.1)Contact riskg=): abuses of data thafdentifies an individual

These risks comprise third parties (other people) communicating with the individual in undesired and
often unexpected ways. Examples include cyberbullying and grodmingSuch risks may be
intensifiedby the frequency with whiclminors interact with strangers onling). In general, a main
reason leading to these risks is the abuse of identifying personal data given away voluntarily by the
individual.

(c.2)Invisible audiencesand context collapse(2¢) unintended/inappropriate audences for data that
profile an individual

()  This toplevel taxonomy is inspired by De Moor et(@008), reused by Vanderhoven et @014).

® ¢KA& O2Y0AYySa& (G(KS RSTAYAILA 2 Yhe SaEbibeiip prdtected apanistihe erigfiiBal ok dn&uthérixed G A 2 v | NEB

use of electronic data, or the measures taken to achieveQtitp://www.oxforddictionaries.com/definition/english/cybersecurity

FYR 6KIFIGAadO02Y O0W/ 280SNBRSOdzNRGE A& GKS o02Re 2F (SOKyz2ft23A8azx
LINEINI YA FYR REFEGE FNBY | 4Gl 01 tp:/Rvharid.tetiBargdtNomitfinitimickb@riiguritarhed OO S a

definitions are broader still, highlighting only the protection aspect without detailing what to protect against, for exdémeple

aev w

definition by the International THO2 YY dzy A OF A2y ! YA2YY W/ 20S8NJ aSOdaNhiGe Aa GKS 02ttt S

safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies thaeédan be

to protect the cyberS Yy SANBY YSy i FyR 2NEHIFYyATFGA2Y FyR dzZASNRA F3aSdad hNAI YA

devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmittecseme(b

information inG KS O806SNJ SYFANRYYSYylo®Q 5STAYAGAZ2Yya T2 0 dzanakesd. Hwevek dzy I dzii K 2 N,

since privacy and security violations often occur after consent has been given only implicitly, or even after informetl eesen

(> http://www.dailywritingtips.com/safetyand-security/

(®»® The term is due to De Moor et al. (2008) and Vanderhoven et al. (2014). De Moor, S., Dock, M.SGakemerts, S., Scholler, C., &
Vleugels, C. (2008). Teens and ICT: Risks and  opportunities. Belgium:  TIRO. Retrieved  from
http://www.belspo.be/belspo/fedra/TA/synTA08_en.pdf

(*) ENISA report on Groomindnttp://www.enisa.europa.eu/media/presseleases/newreport-cyberbullyingonline-grooming18-
protectiverecommendationsagainstkey-risks

(?) Sharpls, M., Graber, R., Harrison, C., & Logan, K. (20)feEy and Web 2.0 for Children Aged18. Journal of Computer Assisted
Learning, 25(1), 784.

(%) The term is due to Boyd (2008), and the problem is widely discussed in the privacy literaturéd¢ga08) Taken out of context:
American teen sociality in networked publics. ProQuest.
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A second sulelass deals with the possible consequences of the permanence of information and its
uses out of the context for which it was intended. Among other things, this may inithk/evrong
people getting a j{@ce of information, maybe in the futu€xi® educational materials, this is usually
projected to a few socially stereotyped behaviours and their assumed consequences: alvede), (
nudity, and swearing are portrayed 8#sky informatioand thus, inplicitly, their opposites at¥afe

with regard to impressions made on teachers, peers, and potential future employers (e.g. Moreno et
al., 2009 =); Vanderhoven et al., 2013°)). The main reason leading to these risks is the
decontextualsed use, genelly by peers or other people, of communication and profiling personal
data given away voluntarily by the individualiwofold strategy is recommended against these risks:
(a) to use access control optioap¥vacy settingQjudiciouslywhen sharinganyinformation and (b)

to not share'sky informatiorfat all over social media, since even with carefully selected audiences,
future (ab)uses cannot be predicted or prevented.

While this approach can be helpful, it is also problematic because of its oftgniraplicit ethical
judgements and the assumption of stable and predictable categoridsky informatiof2 This may

lead to the illusion that by simply not sharitiys type of information (but sharing everything else),
one can bégafeThe learningbjective should not only be to avoid these risks, but also to appreciate
and apply data minimisation as a general principle, to be aware that there can never be full certainty,
and to use technology with a critical and informed perspective.

(c.3) Contextollapse llrepurposing of data for commercial and other ends

Common notions o#ligital literacy¥as a learning goébcuson knowledge and skillelated tocontent
risks and security risks (c.1) and (c.2). Other types of riskcuaiently covered l&s.

Some authors writingboutschool education analyse undesired uses of personal data by commercial
entities (e.g. De Moor et al., 2008; Vanderhoven et al., 2014). These include the commercial misuse of
personal data. Information can be shared with thimimpanies via applications and user behaviour

can be tracked in order to provide targeted advertisements and social advertiseigerin addition

to causing annoyance, profiling may also leaditzriminationin access to services, jobs, etc. A main
reason leading to these risks is the decontexssliand repurposed use, by commercial entities, of
personal data given away voluntarily by the individual.

(c.4) IT security riskénclude malware, phishing, pharming, or hacking. Some authors present
empirial findings showing poor dealings with passwords among minors (sharing passwords with
others, infrequently or never changing passwords, poor knowledge of what a strong pass@drd is
Reasons leading to these risks are the exploitation, by others, ofnesaks in computer software,
hardware, and human naivety.

(c.5) Cybersecurity conflicts of interest in the fabric of society and democracy

The categories described so far (and most teaching materials) implicitly assume that sedetjty
andprivacy arevell-defined and generally agreagpon values. However, as the privacy literature and
current public debates show, this is not the caRegardingprotections against intrusions by peers
(the main topic of categories (c.1) and (c.2), culture and educatiay work towards shared values

of respect for othe® spaces. However, this is less straightforward with regard to the relationships to

(®») Moreno, M. A., Vanderstoep, A., Parks, M. R., Zimmerman, F. J., Kurth, A., & Christakis, D. A. (2009). Reskicidglescen@
display of risk behaviour onsocial networkingvebsite a randomized controlled pilot intervention trighrchives of Paediatrics &
Adolescent Medicine, 163(1), 3.

(39  Vanderhoven, E., Schellens, T., & Valcke, M. (2&kB)oring the Usefulness of School Education about RisB®oial Network Sites:

A Survey Study. The Journal of Media Literacy Education, 5(129285

(®y) Debating, B., Lovejoy, J. P., HorARKA.& Hughes, B. N. (2009). Facebook and online privacy: Attitudes, behaviours, and unintended
consequences. Journaf ComputerMediated Communication, 15(1), 8308.

(39  Sharples et al. (2009), see above.
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institutions (commercial entities as in category (c.3) or government entities). Individura group$)

rights to privacy visa-vis institutions may be legally protected, for example via data protection laws
or fundamental rights such as informational se#ftermination (Germany) or thEourth Amendment
(U.SA)2. However, other interests and rights held by the individaradl/or others may conflict with
these rights. These other interests and rights include contract freedom and the business model of
financing a nofor-payment service by exploiting personal data, criminal investigations, or national
security (for a criticatliscussion, see Solove, 20%)). Yet other rights such as freedom of speech are
intimately tied up with privacy and security rights.

In other words, privacy and security are essential (andtneial) components of democracy and thus

a necessary compeamt of school education beyond informatics and also beyond the notion of digital
literacy explained above. It is important to note that in this area of NIS education, the diversity of
Europeans must be respected. Specifically, the nesdedtities of Euopeanst as citizens of Europe

but also of their respective country and maybe even regioimplies that national laws and culture
specific histories and concepts, in particular of privacy, must be a focus of teaching in addition to pan
European or even gbal content This would reflect the cultural diversity in the EU and the
determining impact it has on education. Such diversity can occur at different levels.

Factors include national (or even personal) histories of regimes with intensive surveiiaokes in
Germany or former communist states of Eastern and Central Europe, and likewise the histories of
media coverage of and civic engagement against surveillance. School curricula themselves are a
determining factor: is computer science being taughtali? (While it is welentrenched in some
European countries, it barely exists in others.) How much time can be allocated to a novel and cross
disciplinary content such as privacy/security educatigh#inally, "cultural variables" such as the
relativefocus on individualism vs. collectivism may affect the extent of learners' initiative and learning
behaviour and therefae choices of didactic methotfs

AN OVERVIEW OF MATARS AND TRAININE/ENB

In the followingparagraphswe give an exemplary overweof materials and trainingvents, with a
specific focus on Europedavel resources, and highlight their respective foci on selected categories
of cyber risks/ cybersecurity risks. We also outline possible ways forward.

Basic requirements ENISA has idéfied key points and success factors for teaching security in
schools in the 2012 repokollaborative Solutionfor Network Information Security in Educat@p).

The report also contains descriptions and pointeerselected school projects, e.g. dmetseparation

of digital identities (regarding risk category c.2). Key findings from the report are offered as
downloadable posters that can be used for disseminagign

(33) The right to informational selletermination was formulated in the German Federal Constitutional Court ruling on the Census of 1983:
"[...] in the context of mdern data processing, the protection of the individual against unlimited collection, storage, use and disclosure of
his/her personal data is encompassed by the general personal rights of the German constitution. This basic right wirsnesjrect tie
capacity of the individual to determine in principle the disclosure and use of his/her personal data. Limitations toothigiichal self
determination are allowed only in case of overriding public interest.” This ruling has strongly influencedwaiiisegrman and European
data protection legislation. The Fourth Amendment of the US Constitution is "the right of the people to be secure inrfwis peouses,
papers, and effects, against unreasonable searches and seizures, shall not be violatem\andants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things tabeSseizeillance

and other privacy invasions are often regarded as breachebeofburh Amendment (e.g. Slobogin, 2008). Privacy at Risk: The New
Government Surveillance and the Fourth Amendment. Chicago, IL: University of Chicago Press).

(3%  Solove, D. (2011). Nothing to hide. The false traffdbetween privacy and securityalé University Press.

(3 As an example, see the observations recordedH&R E

(®%) e.g. M.S. Rosenberg, D.L. Westling, J. McLeskey (2008). Special Education for Todays Redciroduction, p. 684.]

(®)  https://www.enisa.europa.eu/activities/stakeholdeelations/nisbrokeragel/collaborativesolutionsfor-network-information-

securityin-education
(%8  https://www.enisa.europa.eu/activitiestakeholderrelations/nisbrokeragel/nis-in-educatiorinfographics
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Certification: The ECDL Foundation, a #ot-profit organisation of the European éfessional
Informatics Societies, offers the European Computer Driving Licence (ECDL), also krtbemn as
International Computer Driving Licence (ICDL). This is a computer literacy certification with several
modules, one of which is IT Secul#, i.e. ou category (c.4). Its focus lies &he secure use of ICT

in daily lif€and on¥hanaging data and information appropriat€yd

ECDL/ICDL also recommends its certification for teachers, emphasizing the advantages of using ICT for
teaching (e.g. creation foonline content) and related and administrative tasks (e.g. online
communication with students and parepntmanagement of student datgy).

Certification (accreditation) for institutions is discussed as a-pmibt of European Schoolnet
activities to be discussed next.

European Schoolneta network of 31 European Ministries of Education, offers teaching materials and
infrastructure for teacher collaboration, resources directly addressing pupils, activities and
frameworks for pupHteacher-led activites, and a first step towards certification for schools as
institutions:

1 Thematerials collectionInsafein the Learning Resources Exchange: close to 300 resources on
topics such as digital literacy, cyberbullying, safe searcbirgrjvacy and personal farmation,
with a focus on categories (a), (¢.and (c.2)*). Resource types vary, including lesson series
descriptions and detailed materials, games, and interactiebsites. Other materials have been
created by the National Safer Internet Centfes Their foci resemble those tiisafematerials.

91 Infrastructure: the European networking platforie) for teachers.
1 Activitiesframework: the annual Safer Internet D&y
1 Institutional accreditatiornt $he eSafety Label offers an Assessment Form coverdproad

range of actors who can impact, within and beyond the school walls, the level of eSa#aty of
educationalinstitution. Based on a schd®lresults an Action Plan is drawn up to increase the
level of eSafety, which might lead the way towards eSakabel AccreditationX] (). Sample
guestions indicate that the notion d8Safetflised covers (at least) selected aspects of IT security
(c.4) such as protection against malware, and of privacy, such as having a school policy about
taking photographsf and by pupils (c.2).

1 Incentive schemesENISA and European Schoolnet created an awatéaiching online safety
and citizenshi@n schoolg+) with the 2010 winner project focusing on contact risks (category c.1
above) and online games.

Teaching magrials and trainingevents on IT securitye-skills UKthe United Kingdor® sector skills

council for the IT industry, offers teaching resources with a view to attracting gogilgersecurity

careers. It offers various basic-30 minute modules on ises and methods mostly of categdig4)
such as phishing, hacking, digital forensics, and auwos$cular resource§*). More advanced

(39  http://www.ecdl.org/programmes/index.jsp?p=2928&n=2944

(*9  4YCT skills enable teachers to use technology meffectively in the teaching process, thus achieving educatiguals more
efficiently, and in doing so saving time, and increasing productivity in the clasStdibpy//www.ecdl.org/index.jsp?p=10&n=330

(*Y)  http://ireforschools.eun.org/web/guest/insafe

(*3  Examples are http://www.saferinternetday.org/web/finland/home and  http://www.klicksafe.de/ueberklicksafe/die
initiative/project-information-en/

(*3  http://www.etwinning.net

(*9  http://www.saferinternetday.org/

(*3  http://www.esafetylabel.eu/web/guest/esafetyschool

(“6)  https://www.enisa.europa.eu/media/presseleases/enisaeuropeanschoolnetnew-prize-for-teachingof-online-safetyin-schools

(*)  http://www.bigambition.co.uk/securefutures/resources/

Page 10


http://www.ecdl.org/programmes/index.jsp?p=2928&n=2944
http://www.ecdl.org/index.jsp?p=100&n=330
http://lreforschools.eun.org/web/guest/insafe
http://www.saferinternetday.org/web/finland/home
http://www.klicksafe.de/ueber-klicksafe/die-initiative/project-information-en/
http://www.klicksafe.de/ueber-klicksafe/die-initiative/project-information-en/
http://www.etwinning.net/
http://www.saferinternetday.org/
http://www.esafetylabel.eu/web/guest/esafetyschool
https://www.enisa.europa.eu/media/press-releases/enisa-european-schoolnet-new-prize-for-teaching-of-online-safety-in-schools

X ® Roadmap for NIS education programmes in Europe
Education

October 2014

materials, partially in the form of (hacking) games, are available foev&l studentg+). Similar
initiatives, espeially hackathons etc. focusing on spotting pupils with cybersecurity talents, are now
emerging across Europ®&( example,see the presentations at the 2014 ENISA Workshop on Cyber
Security Issues in Euroge.

Teaching materials and trainingvents aboutthe economic and democratic issues of privacy and
security: In spite of the growing perception of the importance of these isstmsexample see the
sections on tracking and the monetisation of personal data in the 2012 ENISA report) and the presence
of good work in the privacy literature, this is hardly covered in t@l&gaching materials. Exceptions
include materials and lesson plans developed in the context of the interdisciplinary 88#0Utity

and Privacy in Online Social Netwddgoject: from the short treatments of economic risks in the
privacymanual(), via its extension and evaluation in Vanderhoven €t to the lesson serie$f
you@e not paying for it, yo@e the productls) that explores the cybersecurity risk categories )c.3
and (c.5) in detail and in their interrelationship, and teachertrainingworkshop based on {t:).

Additional teaching forms: ISC2 (International Information Systems Security Certification
Consortium), a membership body of certified information anéivsare security professionals that is
best known as a certification body (e.g. CISSP, accredited by ARSI @tndard 17024:2003), offers
one-hour presentation visits of volunteer security practitioners at sch@glsTarget groups are pupils
aged 7-10 or 1314 and parentsJudging from the content that is available online, content is a
combination of issues from the categories (c.1), (@8 (c.4) (cf. Th&afe and Secure Gme Top 10

Tip<E).
CONCLUSICS!
In summary, this overview shows that:

9 There is an abundance of materials and programmes for helping European teacheralleatn
and teach cybersecurity;

1 While some cybersecurity risks and remedies are covered well (especially contact risks and
invisible audiences / context collapse, with €Ewrity being welcovered but only partially so for
school purposes), others are touched on rarely (commercial risks such as the repurposing of
personal data) or very rarely (privacy, securdyd democracy);

9 The nonuniform use of terms such dgafetyQand WecurityQand various derivatives of these
words, and the lack of definitions or theoretical underpinnings, may make it difficult for teachers
to perceive, exploreand teach the field in a structured fashion. The risk is that lesson plans
become aather arbitrary collection oflo@ and dos(that seem unrelated and do not support
deep learning, reflection, and transfer skills.

In the scenario described in Section 3.1.4, we will propose @aiayprove on this situation.

(*®  http://www.behindthescreen.org.uk/projects/cybesecurityadvanced/

(*9  https://www.enisa.europa.eu/activities/identityand-trust/whats-new/cybersecuritychalengesn-europeworkshop

(59  http://www.spion.me/publication/spionrdeliverable922-first-versionof-privacymanuator-educationalusersat-the-microlevel

(5y) The various publications are aggregated and summarised in VanderhBvégB014). Raising risk awareness and changing unsafe
behaviour on social network sites: A desiggsed research in secondary education. PhD Thesis, University of Ghent, Belgium, 2014.

(53 Berendt, B., Dettmar, G., Demir, C., & Peetz, T. (2Kd@tenls ist nicht kostenfrei. LOG IN 178/179,-3A. Links to teaching
materials and English summarytdtp://people.cs.kuleuven.be/~bettina.berendt/Privagyducation/

(%3  http://w ww.hyfisch.de/Fachgruppe/tagung13/wsl_2014

(5%  https://www.isc2cares.orglhternet-securityfor-kidsteachers/

(%%  https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/ S8 TenTips.pdf ¥. Keep passwords private. 2. Think
before you send. 3. Respect yourself and others. 4. Report bullying. 5. Keep all settings privilways log off. 7. Never meet an
online only friend alone. 8. Tell someoriesomething makes you feel uncomfortable. 9. Keep personal information private. 10. Use
these tips for smartphones téd Q
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2.3 NIS education roadmap ahMOOCs

One of the goals of this report is also to provide an initial-ewhaustive map of NIS Education
opportunities. A current trend in edation is the emergence of MOOGsMassive Online Open
Coursegs). MOOCs are a new way of delivering online edion and cater for a wide audience,
although there is debate on this. MOOCs are currently being used also to deliver NIS education,
however the current status of MOOCSs in this specific area is quite fragmented. In this section we
provide an initial overew on the status of NIS MOOCSs, also focusing on two key relevant aspects: a
MOOC on the subject of Cybersecurity funded and supported by the UK Government as part of its
Cybersecurity policy and a MOOCs platform launched by the EU Commission whiclercesieafant
opportunities within the EU contexCourses resemble university courses in teiwh content and
breadth, but the delivery model, assessment and peer collaboration is different from traditional
university courses. MOQG@re delivered via tail@d online platformsin most cases they are free and
open to access, but the platforms could be both commercial andaoonmercial. They are often
delivered by elite universities from Europe aieé U.S and hence there is the promise for top level
educatbn for a wider audienceHowever MOOCs havso farseen a high level of enrolment coupled
with a low level of completiof= ). However, i needsto be noted that according to some
commentators the completion rate should not be considered as the key rodtsi MOOCsiability,

and other benefits come from accessto high quality material, peer collaboration and learning
experienceg). Data also showsthat studentscompletingMOOCsoften alreadypossesdachelor
degreegq®). Thiscouldbe arelevantaspet to considerwhenthe audiencefor this project moduleis

mainly composedof IT professionas or teachers(i.e. professionalsalready possessingachelor
degrees}hat would seekto obtainfurther trainingin specialisedgreas(e.g.NIS)yviaaMOOGmodule.

MOOG could hence constitute an interesting avenue for Béiacation and a way of deliveriniyIS
Education modulego large audiencesThis is an approach that can be potentially embraced by
interested stakeholders. In particulahere are two aspecti this perspectivehat could contribute

to the interestsin MOOG. Firstly, among Member States for instance, the UK is actively looking at
MOOCs as part of its Cyber Security Strategy. In a docutitiext Whe National Cyber Security
Strategy Our Forwad Plangs)Qthere is an indication that the government is investing in MOOCs as
part of its plan to increase NIS training and in particlthe Open University is developing a Massive
Open Online Course (MO@@yber securityo be run for the firstime by summer 2014. The course

has the potential to reach 200,000 studenitscluding internationallyThe MOOC is intended to run
over an eight week period and will be presented four times a year for three years. The goal is to help
raise awareness ofyber security among a mass audience as well as providimighequality course

which will make the subject accessible to ssprcialist learners and encourage those with an interest

in the subject to study furth€ The Open University MOOC on Cyber Sgcuras opened for
registration in September 2014 and lecturing started in October of the same Iyethie perspective

of the NIS education roadmap, results of this MOOC (in terms of reached audience, atteratahce
awarenessaising) could offer indicatin for future diverse implementations of NIS modules via MOOC
platforms. A second relevant aspect to consider is that the EU Commission is also looking at this
delivery model with a focus on using MOOCSs to bridge gaps in digital and IT skills. The ©arhasss

(%) See for an exhaustive revievattps://www.gov.uk/government/uploads/system/uploads/attachment data/file/240193/1373
maturing-of-the-mooc.pdf

(5)  Seefor instance comgetion data from MIT and Stanforéttp://www.edtechmagazine.com/higher/article/2014/02/harvardyend-
mitxsmooc-datavisualizedand-mapped

(%8)  https://www.gov.uk/government/uploads/system/uploads/attachment data/file/240193/13 73maturing-of-the-mooc.pdf

(%9  http://theinstitute.ieee.org/ieeeroundup/opinions/ieeeroundup/low-completionratesfor-moocs
(60)

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/265386/The Matl Cyber Security Strategy
Our_ForwardPlans December 2013.pdf
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already taken steps fékaunching a network of providers of MOOCs related to web and appgtgkilis
European Commission Vice President Neelie Kroes, responsible for the Digital Agentzy 2820,

90% of jobs will need digital skills. Tha just around the corner, and we a@neady! Already
businesses in Europe are facing a shortage of skilled ICT workers. We have to fill that gap, and this
network we are launching will help us identify where the gapsp&deIn addition to this, a pan-
EuropeanMOOCplatform (=) was launched by the Commissionfinanced through the Lifelong
Learning Programme. Thisplatform now hostsa number of MOOCssomerelated to IT skills(e.g.
computer programming,network architecture),but currently no courseis directly related to NIS
education.

MAPPINGAMOOCODURSES

The following is a neaxhaustive list of MOCn the area of NIS courses. Few of these are or were
delivered by Europeamniversities andnstituteswith the majoritybeingdelivered by U8 universities.
This might be an aspect to consider in a {famopean perspective and offer a further
recommendation for action with more NIS MOOCSs delivered by European entities.

Title URL Provider Platform
Public Privacy: Cyber Secur| https://iversity.org/courses/publi| The Hague Institute | Iversity
and Human Rights c-privacycybersecurityand for Global Justice
humanrights
IT Security http://www.opencourseworld.de | Technischen OpenCourseWorld
[pages/coursedescription.jsf?coy Universitét
rseld=485951 Darmstadt
Malicious Software and it| https:/www.coursera.org/cours | University of London| Coursera
Underground Economy: Tw| &/malsoftware
Sides to Everyt@&y
Information Security and Rig https://www.coursera.org/cours | University of Coursera
Management in Context elinforiskman Washington
Cybersecurity https.//www.coursera.org/special University of Coursera
lization/cybersecurity/7?utm_me| Maryland
dium=catdogSpec
Internet History, Technology https://www.coursera.org/cours | University of Coursera
and Security el/insidetheinternet Mary]and
Usable Security https.//www.coursera.org/cours | University of Coursera
elusablesec Maryland
Building an Information Rig https:/www.courseraorg/cours | University of Coursera
Management Toolkit elinforisk Washington
Industrial cybersecurity https://formacion- INTECO INTECO
online.inteco.es/en/web/advanc
ed-coursein-industriat
cybersecurity
Introduction to Cyber Security https://www.futurelearn.com/co | The Open University| FutureLearn
urses/introductionto-cyber
security

¢y

http://europa.eu/rapid/pressrelease [IP14-335 en.htm

*?

http://europa.eu/rapid/pressrelease [P14-335 en.htm

http://www.openuped.eu/

*)
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https://www.coursera.org/course/insidetheinternet
https://www.coursera.org/course/usablesec
https://www.coursera.org/course/usablesec
https://www.coursera.org/course/inforisk
https://www.coursera.org/course/inforisk
https://formacion-online.inteco.es/en/web/advanced-course-in-industrial-cybersecurity
https://formacion-online.inteco.es/en/web/advanced-course-in-industrial-cybersecurity
https://formacion-online.inteco.es/en/web/advanced-course-in-industrial-cybersecurity
https://formacion-online.inteco.es/en/web/advanced-course-in-industrial-cybersecurity
https://www.futurelearn.com/courses/introduction-to-cyber-security
https://www.futurelearn.com/courses/introduction-to-cyber-security
https://www.futurelearn.com/courses/introduction-to-cyber-security
http://europa.eu/rapid/press-release_IP-14-335_en.htm
http://europa.eu/rapid/press-release_IP-14-335_en.htm
http://www.openuped.eu/
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3 ldentifying gaps between available training courses, certifications and NIS
job market needs

This section aims to describe the identified gaps between available training courses, certifjeatibns
NIS needs. Furthermoyecenarios will be suggested to provide bpsictices to organizations from
all Member Stats with the hope thattogether with the consultative groypve may plan further
actions based on the needs of NIS communities and identify partners to continue, impleandnt
disseminate the work.

3.1 Recommendihg NIS educatiorscenarios for a patiEuropean Level

The scenarios were developed by following an agreetemplate with publicly available information
from universities, institutionsand other projects.

The scenarios are put forward for wider debate asidsemination in order to achieve a truly
consultative process. This can be considered as the theoretical part, phase one of the initiative, with
a phase two to follow for implementation by publicivate partnerships or single organisations that
have thewill and resources to put the scenarios into practice.

The scenarios can be implemented as activities for continuing professional development for
professionals from the respective scen&itarget group(s). We would like to emphasize that these
scenariosshould be viewed as frameworks for concrete implementations. For example, concrete
implementations should be adapted to their specific contexts (such as the duration of the course).
Also, these scenarios capy definition only portray the area at the itie at which this report was
written. Given the rapid developments in the NIS area (in terms of technology, vulnerabilities, user
behaviour and concerns) and also evolving legal frameworks, concrete implementations of the
scenarios should strive to keep neaials and course contents ttp-date.
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3.1.1 Continuing Education for Teachers Scenario

Security and Privacy: Continuing Professional Development (CPD) for School Teachers

Summary

According to a 2012 ENISA Reffett Eybé¥ security is gendlpin the hands
of specialists who implement technical solutions. Citizens and SMEs (Sm
Medium Enterprises) are left out of this action despite the fact that a thord
awareness of end users about cyber security is the first line of defenceta
cyber threats. As such, these players must be provided with the skills to p
their devices, their data, and their online idendity

The Eurobarometer survey on cyber secufity NI @ S IMbsSER citiz&rs
do not feel very or at all well inforea about the risks of cybercrime (&9
while 38% say they are very or fairly well informed. There is a clean
between being well informed and feeling confident orfire ¢ KS &
also discovered socidemograplic variations, for instance, access to t
Internet or type of crime in which citizens of different ages are victims. An
other categories of citizens, children and young adults deserve parti
attention. On average, children start using the Interregtthe age of 7.
Together with quality content, they need to be provided with appropriate s

and awareness for ensuring their safety online.

This scenario aims to close the gap identified in the 2012 ENISA rep
suggests an intervention on a spiecitarget group whose multiplier rol
means that having increased capacities in terms of transferable NIS edu
skills could have a wide and lasting impact on EU society and its citizen
in particular on children and young adulsshool teachers

This target group is interesting not only because of their role as soc
multipliers. Teachers are also a target group specifically intereste
O2yGAYydzZAy3d LINPFSaairRgyd RSDSH R YN
topics in particular, manyschool teachers face the challenge that puy
O2yaARSN) KSYaSt @Sa Y2NB (1y2s6f SR
YSRAFQX S0 GKIYy GKS GSI OKSNE®
important that school teachers display and express ‘faihded, structured
knowledge and reflection. In addition, a school itself is an environmet
which practical measures can be tested and institutionalised (such a
responsible dealings with personal data of pupils, teachers, and ¢
personnel). To thedent that teachers can be agents of change in this W
they can set examples for effective action orientation.

In sum, we therefore consider developments of training activities for the ta
group of school teachers a possible blueprint for-lifieg learning activities
which can also be used for other citizens.

(54  http://www.enisa.europa.eu/activities/cert/otherwork/eisas _folder/eisadargescalepilot, p.1

(%%  http://ec.europa.eu/public_opinion/archives/ebs/ebs 404 en.pdf
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Target audience | School teachers of computer science and with other specialisations who
to offer courses on privacy and security for children and teenagers. This 1
participants is esseial for our concept of security/privacy education being
overarching topic: neither only technical nor only social. Ideally, the cou
will stimulate collaboration between teachers across traditional boundarie
their subjects.

According to a Eury@S NJ dd2andin Bn okiSe safety (OS) is include
GKS a0K22f OdzNNA Odz dzy, but the EUNKidO@ntid
wS L322 NI NBix mahy éouniiigé,Itdachéps provide little in the way,
safety awareness and training to guide pap2 Ly 4§ SNy S dza
and adoption of new initiatives is now spreadi(f)

Therefore, school teachers are those IT professionals that can be
SFFSOUGADBS a YdzZ GALX ASNE Ay (2R}

that will, in their own professional training later, not necessarily themse
receive privacy/security training but whose actions will determ
privacy/security outcomes: i.e. those pupils who will not become
professionals themselves or who will become IT profesd but will only,
have a narrow technological focus in their professional context experieng

European Schoolnet, eTwinning
National and regional teacher (training) associations

Main 1 ECDL Foundation
stakeholders f I1SC
involved T SANS

1

1

Current status See Sdmn 2.3.

Recommendations for Implementation

Objective:to reduce the gap between the need for NIS security skills in the wider EU society
direct intervention on a key target group school teachers. School teachers are those
professionalstha®l y 6S Yz2aid STFSOUGABS & YdzZ GALX A
population. This objective can be achieved by developing appropriate NIS education ti
Y2RdzA S& GFNBSGSR Id G(SIFHOKSNBRQ ySSRa ebagd on
existing modules.
Implementation aspects
9 Duration and other factors of context adaptatiofhe duration of the course could diff
from a standard smallescale professional development course spanning one or twg
days to a more itlepth exension of qualification involving weekly meetings 8 hours
over a year or more. The requirements for duration of teacher CPD activities as well
incentives given to teachers in the form of recognition for their job requirements,
across Eunpean countries. We recommend an exploratory questionnaire concerning
breadth and depth of such a training among the target group in order to determin

(%)  http://eacea.ec.europa.eu/education/eurydice/documents/thematic _reports/121EN.pdf

(67)  Livingstone, S, and Haddon, L (2009). EU Kids Online: Final report. LSE, London: EU Kids Online. (EC Safer Interasinpdus Prog
Deliverable D6.5).

http://www.Ise.ac.uk/media@Ise/research/EUKidsOnline/#20Kid€6201%20%282006
9 %29/EW20Kid€6200nliné%201%20Reports/EUKidsOnlineFinalReport, 1.
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F LILINE LINA F 0SS RdzN» A2y ® /2y GSEG | RFLIGHG
local le@l and cultural context as explained in Section 2.3 of this report.

f Continuing Professional DevelopmentA G KAy | (0 SI OKS NI a&imOCPH
activity. This would most likely be the model if the course is of short duration. If the ¢
isalongeti SNY ljdzZl f AFAOFGA2Y | yR>Z NB&a2dz2NOS3
made possible for participants to update their knowledge byalkéng updated individua
modules. In addition, other interested persons can use the online nadseri

9 Specific properties of this course, added value compared to existing éffedetailed in
Section 2.3, there are a multitude of offers on regional, national and European lev
materials, lesson plans, etc. for teachers of primary and secoretiugation on various
y2iA2ya 2F WwoSovalfFSieqQs WwaSOdNRiGeQxr WY
covered well, the underlying notion(s) of these terms are often not explained, et
assumptions are not questioned and often remain litip action orientation remaing
fAYAGSRT IyR LIaaroftsS O2yFtaodia o0SiosS
identified nor discussed. This leads to fragmented knowledge and skills thatsariet to
developing, let alone teaching, comghensive security knowledge and skills. An additig
shortcoming is that the privacy practices of teachers and schools are rarely disc
although these are required for teachers to set a credible example. This course adg
this challenge by (1)aboting a full module to clarifying and discussing the different noti
2F WYaASOdzNAR(G&@Q IyR NBfIFGSR G4SNXYAT OHO
each module, and specifically in the additional module 6 on collaboration and conti
ek NYyAy3a> fa2 FRRNBaaiaAy3a G(GSHOKSNERQ 294
These modules can reuse materials from the existing stock; cf. the mapping be
materials and risk types provided in Section 2.3 and used in the module descriptions

1 Training and training the trainers All modules should help teachers in their o
gualifications but also be a basis for their educational activities. Therefore, partici
should be given ample opportunity to discuss their own teaching practice anectve
concrete ideas (case studies) as well as concrete materials that they can use or e
lesson series. Many such examples are included in the overview in Sectio

Curriculum proposalbasic structureThe curriculum consists of six modulBgsources permitting
modules could be updated and revised in version numbers. Materials of previous instantiati
the course are made available online.

f a2RdzZ S MY S5AFFSNBYy( ysaféty Seyudty, &yFersébdrity, Sela
andLINRA @ 0 s L¢ aSOdaNARGe | yR Yyl éta:ugtanglings
conceptual mess and the inherent as well as the illusory conflicts and-tffisidetween
the different notions

0 This presents an overview and synopsis of the issues\ihlin modules 26, and
AYOAGSEAa LI NIGAOALI yiaQ NBFESOUAZ2Y |

1 a2RdA S HY W{SOdNRGEQ Ay (KS asdyas 2]
dzy RSaANBR | dzi )\Syéé Iy R O2 gfis Bfddiing enildseh dn
teenagers
0 CKAA Y2RdzZ S F20dzaSa 2y 0Oe0SNDaSOdzNA

Course participants learn about problems that affect children and adolescer
LI NI A Odzf | NJ 6dzli y2i0 2 yYINR LINKEYI SO § dRR S
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WAYFLILINRLINRFGS O2yiGSyiQue ¢Kdzaz GKS
AyOfdzZRAYy3 | NBFESOGA2Yy 2y O0FYyR L}Raan
0 Recommended specific topics in this module include: contesits, safe searching
contact risks (cyberbullying, groomirggc.), and audience management (priva
settings).

f a2RdzZ S oY W{SOdNARGE&Q Ay GKS aSyasS 27
0 This module focuses on cybersecurity risk type (c.3). Raatits receive &
comprehensive overview of privacy and data protection issues. Tech
computational, legal, and social aspects are covered with a special focus on h
participants develop lesson plans tailored to their subject and time constraints.
0 Recommended specific topics in this module include: basics of-ldeted web
business models, interest conflicts between companies and users, tracking an(
tracking tools and PETSs, basics of data mining tasks and methods, data pro
legislation, ad practice.

f a2RdzZA S nY W{SOdz2NAGe&Q Ay G(KS aSyasS 27

0 This module focuses on cybersecurity risk type (c.4). Participants learn theo
foundations and practical skills. The goal is twofold: first, to learn (and be able to t
protection measures for daily life; second, to help course participants create a s¢
IT environment at their schools which may include technical as well as
institutional arrangements. The module also deals with appropriate ways for pup
participate in hese measures. This module is key in that it shows to pupils, tead
and school management that security is not something the individual can ac
Ff2ySd W2AyG STFF2NIa GKFG OFy fSFR
institution are desdbed (¢).

0 Recommended specific topics in this module include: basic safety measures s
dealing with passwords, communications and encryption, malware, social enging
such as phishing, network security, hacking, and secure data management.

f ModulepY W{SOdzNA(GeQ Ay G(KS &aSyasS 2F WLNNEP

0 This module focuses on cybersecurity risk type (c.5). In this module, the ma

relationships between IT, security, privacy, and society are discussed.

o Recommended specifit 2 LJA 0a Ay (KAa Y2RdzZ S Ayd

informational selfdetermination and free speech rights, surveillance, and chi
SFTFSOGAT LINRARGIFOes (NI yaLELNSyZdede Qa/ R

f a2RdzZA S cY W{SOdNAILS@I M2y (KBl MAySa/E SLINEFO N

o In this module, practical skills are introduced and exercised to enhance
sustainability of learning outcomes.

0 Recommended specific topics in this module include: methods for networking
joint teaching projects onhe European level as supported by etwinning.net or
national analogues) as well as successful initiatives that foster stumgrttic learning
(such as recent editions of the Safer Internet Day).

(%8  This discussion of accreditation and seals shdubtvever, also discuss failures in the past (e.g. Rifon, N.J., LaRose, R., & Choi, S.M.
(2005). Your privacy is sedt Effects of web privacy seals on trust and personal discloslmesnal of Consumer Affajré39):339
362). It should be made clear that security is never perfect and that having a seal or accreditation should not leddsorasénse
of safety.
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Estimated resultsSchool teachers across EU Membete&dare trained, awareness is raised, &
the level of online safety for young generations is enhanced. Institutional change is encou
There is also potential for having a letegm and lasting impact on the wider EU society in a-p
European perspedte.

Means to achieve the goal@idactical elements): A means to implement the curriculum prop
is the pedagogic perspective of tt@ommunities of Practick y ¢ K A O Kendade linNdint
activities and discussions, help each other, and share iattom They build relationships th
enable them to learn from eachotf®d® ¢ KSNBEF2NB X f S NYyAy3I 0S¢
O2YYdzyAGGASE 2F §SFNYSNB GKIF{G dhizk deRelog a shake
repertoire of resources: pgriences, stories, tools, ways of addressing recurring problémshort,
I AKFNBR LIN}Y OGAOSd® ¢KAa& (9. FEaropean MaBfornsysikh
etwinning.net could be used to coordinate and support folop activities that bring dgether
teachers, pupils, and other relevant stakeholders from different European countries.

The suggested approach considers offline courses with the target audience (teachers)
together (for short or long periods) for a collective learning expegerand sharing thei
experiences among colleagues, possibly across diverse countries, and learning from each o
GKS RAOSNBRS O2yiSEG&ad ¢KAA I LILINRI OK O2d«
daSOdzNR & SRdzOI { qo2fgsteringa parEubpeandperépectivé éndeshsierring N
education from teachers to pupils.

Thepractical implementationof this approach focuses on linking (sometimes abstract) cong
with reallife settings and impact. Itincludes: lectures foeoxiew and structure; case studies, joi
RSOSt 2LIYSy i 27T Waia+behily SkaQstructdre? dzfessonINdrigsl ahDa@ th
components: informaticgentred exercises, crossibject exercises, balance between knowled
and skills and attitudes delopment; concrete exercises with participants drawing on technid
such as programming, data analysis, and role plays; lessons learned from empirical evalug
securityrelated teaching materials such as the adequacy of simulated (rather than aigh
scenarios, the importance of individual reflection in a domain heavily influenced by peer pre
etc. can be useh).; discussion of existing modules and lesson series and their applicability (o
F2NI FRFLIWGEFGAZ2Y 0 AyngdpeaceB S LI NGAOALI yiaQ |

These offline courses can be accompanied by structured collaborations on a platform s
etwinning.net where teachers already organise joint courses, share their experiences, and c3
further collaborative projects across borders. Thesntinuing activities are key for ensuri
continuingprofessional development in the fashanging area of security/privacy, and they a
embody ablended learningpproach (offline courses plus online activities on the teacher platfq
needed for deiving maximum advantage from different media and interaction modi.

Means and incentives for stakeholderéiccording to a Eurydice repdrt), continuing professiong
development for teachers has gained importance in Europe and is considered a profedaign
in a majority of Member States. The same report notices that CPD activities could contrib
promotions and that this is an incentive for teachers to undertake such activities. NISDL t
deliverers can leverage this need for teachers andtaNlitSDL modules that would contribute

(%9 Wenger, E. 2007. Communities of Practice. A Brief Introdudtimtine] Available from http://wenger-trayner.com/theory/

("9 http://ecesm.net/sites/default/files/Dev%201.2 %206 %20v1.1.pdf

(" Vanderhoven, E. (2014). Raising risk awareness and changing unsafe behaviour on social network sitesb#sedsigsearch in
secondary education. PhD Thesis, University of GHgeigium, 2014.

(» http://eacea.ec.europa.eu/education/eurydice/documents/key data series/151EN.pdf
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0KS GSFOKSNRQ /t5d ¢KAA Aa fAY{ISR 6AGK {f
Europe is usually jointly delivered by the ICT teacher and other teaghers

As mentioned in Section 2.3, ECiMeady addresses teachers with a broader vision to cons
them key actors for a multiplier effect for IT security skills for citizens. This could constity
incentive for the creation of a tailored NISDL module for teachers. Furthermore, as ndted,4
ECDL already has a module on IT security; this could also constitute a training of interest
target audience.

A further incentive for stakeholders relates to education on online safety being widely incluc
the school curriculum in severll! aSYoSNJ { (i (iS&a 6aSS Ww¢lI NH
can be offered training that they can transfer in their classes, in line with the goal of bri
security and privacy education to schools.

Evaluation methods and metric€Evaluation methodshould include qualitative and quantitativ
aspects. It would be possible to measure the number of school teachers (both in Europe as :
and in each Member State) entering CPD activities in the area of NIS education. This col
knowledge for tageted actions (in each Member State and in a-gamopean perspective). It w
also offer information to stakeholders implementing NIS education modules in terms of v
conduct further targeted interventions and filled market gaps.

Qualitatively, teaches should be offered opportunities for seltsessment both in terms of ho
NIS education training contributed to CPD as well as in terms of knowledge and skills acquir
will help teachers identify further training needs and opportunities. Thisuai@n will also offer
relevant information for stakeholders implementing NIS education modules as to where the
direct demand and gaps to fill.

To assess the continuing use of materials and activities foidgelfted continuing professiona
develgpment, learning analytics such as those defined for the eTwinning platform (Berendt
2013)(*) could be employed.

Participants will also want to think about success metrics for their own courses. One optio
test knowledge and transfer abiliieof pupils by exam®). Further metrics will be characterise
by anabsence an absence (or reduction) of regrets concerning behaviour in social rfedan
absence of incidents of cyberbullying among pupils, an absence of hacking attacks on th@
infrastructure, etc. Such success metrics are, to the best of our knowledge, not yet existg
education; measures from IT Security and penetration testing could serve as inspiration.

("3 http://eacea.ec.europa.eu/education/eurydice/documents/thematic _reports/121EN.pdf

™

™)
)

Berendt, Bettina; Vuorikari, Riina; Littlejohn, Allison; Margaryan, Anoush. Learning analytics and their applicationdlodgch
enhanced professional learning, Littlejohn, Allison; Margaryan, Anoush (eds.), Advancing Technology Enhanced Learrdgg, Routle
Taylor & Francis Group, 2013

E.g. Berendt, B., Dettmar, G., Demir, C., & Peetz, T. (2014). Kostenlos ist niehir&iodtOG IN 178/179, &6. Links to teaching
materials and English summarytdtp://people.cs.kuleuven.be/~bettina.berendt/Privaggducation/

Yang Wang, Gregory NagcSaranga Komanduri, Alessandro Acquisti, Pedro Giovanni Leon, and Lorrie Faith Cranéregodited

the minute | pressed shafiyqualitative study of regrets on FacebookPimceedingsf the Seventtsymposium on Usable Privacy

and Securit{SOWPSW®1). ACM, New York, NY.34, Article 10. http://doi.acm.org/10.1145/2078827.2078841
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3.1.2 HealthcareScenario

Information Securityffor-Healtbare Professionals

Summary

Several reported incidences in theealthcaresector have shown that man
healthcareproviders do not live up tahe legalrequirementsfor security,
safety and data protectionoften due to a lack of a security culturks such
we propo® this scenario/moduledd L Yy F 2 NI I (i At2 yhforrhaBad
Security Management iRracticeQ7%, 5ECTS.

The principal basis for the content of the education is a Swedish frame
(SVISA frameworKy for the deployment of an information securit
management system (ISMS) supplemented with other material fr
information securitystandards SO/IEC 27000), regulatmrand research
The SVISA framework was developed by the project SVISA led by the S
Civil Contingency Agency (MSB).

The course is given hblocks of 2 days and, between these blocks, prac
task assignments being conducted at the particip@régular jobs.

Target audience

Participants come from different areas ledalth care organsations and have
their backgrounds as clinical stdffjsiness analysts, and/or IT professional

Main
stakeholders
involved

The course is given by Skdvde Univerdlity,Computer Science Departmer
on behalf of Vastra Goétaland County in Sweden. One of the ca
coordinators isDr RoseMharie Ahlfeld whds an IT security researcher a
university teacher Alsq information security professionals working in tf
health care sector of Véstra Goétaland County have been involved when
course was designed.

A similar course could also belti by otheruniversties in cooperation with
other health care providers provided that they have a similarly qualified te
consisting of IT securignd privacy researchers and IT security professiof
from the health care area.

Recomnendations

for implementation

Objective and
estimated results

The course has the objective to apply the SVISA framework with the exp
result that participants from théwealth care sector will gain knowledge ar
understanding, skills and abilities, judgment, and an approach to impler
aninformation security management system (ISMS).

Incentives for

stakeholders

There arespecial legatequirements for safety, securitand privacy in the
healthcaresector (e.g. pursuant to the Swedish Patient Data Act) as we
ethical obligations oftte medical profession to keep patient data confiden
and safeln Swedenthere are special incentives fbealthcareproviders to
have such an educational programme in place with the aim of increasin
security knowledge and awareness of their danistaff, business analyst
and/or IT professionals, and successively establishing a security culture i
organisations

7 MSB (2014). SVISA frameworiMSB's method support for deployment of information security management systems. Available:

https://www.informationssakerhet.se/sv/Metodstod/
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Means to achieve
the objective

The course consists ofdwires, reports, seminargfoup discussionsand
workshops.

It includes an introduction and the following six blocks, including b
theoretical and practical elements: Block 1Business analysis, Block Risk
analysis, Block 3 Gap analyses, Blockt4 Identify security measures an
processes, Block® Develop and impree guidelines and instructions, Blo
61 Follow up and improve information security.

The theory part is based on standards for the introduction of ISMS (IS
27000 family) as well as the latest research in order to providéepth
knowledge of the fill. The practical part has its basis in the ISMS of
participantQworking environment in order to practically train them

implement the management system at the operational level. For t
students have to conduct and apply practical applicationiggssents
undertaken in thestudent@working environment for providing the skills af
ability to apply ISMS in practice.

Metrics The course examination consists of two parts where the results from the|
three blocks are presented at a seminar atfhishe and the remaining dats
from blocks4-6 are presented in the final seminar at the couBeonclusion
The students also have to submit a final report.

Evaluation The students wereresentin the final report to include both reflections abol

the aourse content and design. In the currently ongoing course tlageano

written reflections, but the oral feedback so far has been clearly positive.
aspects were considered to marticularlyvaluable: the practical linkf the

education with the studet® work and the seminar components whe
students get a lot of input and feedback from each other. Furthermore,
course organisers report that a key success factor of the education has
the student group composition consisting of professionals frahe

healthcare sector with different backgrounds and the motivation f
dedicated, ceative discussions that have been extremely valuable

rewarding.

The observations and comments from the participating parties of the {
that the course was hold weiiaput for a SWORnalysis for the course.
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3.1.3 Data ProtectionOfficers Scenario

Data IProtectionOfficer Education

Summary Data Protection Officer Education, 7.5 ECTS.

Dataprotection officers (DPOs) designated by data controllers or proces
play animportant role according to the European Data Protection Lé
Framework.

The proposed EU General Data Protection Regulation (GDPR) requirg
data protection officers pursuant to Art.35, shall have expert knowledge
data protection law and practis, andthe ability to fulfil the tasks referred tq
in Article 37. This includes the task t#honitor the implementation and
application of this Regulation, in particular as to the requirements relate
data protection by design, data protection by delteand data securitgas well
as the task to¥honitor the performance of the data protection impa
assessment by the controller or procesQob

The educational programme proposed here aitm®ducak lawyers and |7
security specialisten privacy law and fivacy technologies for achieving th
qualifications required for data protection officers. Different specialisati
should be offered for lawyers and forformation security specialists.

Target audience | Students should already have a degree in lanoonguter science, or a relate
subject with an academic and/or practical specialisation in IT security.

Main This programme can be offered by universities with a research or educa

stakeholders profile in privacy or other qualified institutésrganisations.

involved

Current status Dedicated programmes for educating data protection officials have alrg
been offered to Computer Science students by the Hochschule UIm sing
early 1990¢%).

In addition to this, courses oprivacy andprivacyenhancing technologies
(PETs) have been offered by several Europgdaversities such as Karlsta
University and the Royal Institute of Technology in SwedeiKU Leuve(w),
or other universitieg).

EuroPriSe GmbH offers 8ay<bf internationalexpertworkshops addressin
legal or technical privacy professionals withdiepth knowledge in data
protection and privacye). It specifically introduces the EuroPriSe privacy
certification scheme, provides training evaluation, and focuses on privac
caseswith the objective to provide participants with the opportunity
qualify to become EuroPriSe evaluation experts.

("8  http://www.hs -ulm.de/Fakultaet/Informatik/Zusatzqualifikationen/Datenschutzbeauftragter/

(") http://www.csc.kth.se/~buc/PPC/syllabus/

(89  PETSs: Privacy and Big Data (http://ondgsaanbod.kuleuven.be/syllabi/e/HO0Y2AE.htm); various aspects of privacy: Interdisciplinary
Privacy Course (http://people.cs.kuleuven.be/~bettina.berendt/teaching/ Privacy12/)

(8) See the list of courses created by NIS Platform Working Grdufp8://ec.europa.eu/digitalagenda/en/news/nigpublic-private-
platform- %E2%80 %0 3-callexpressiornterest

(8?9  https://www.europeanprivacyseal.eu/ws/EP&n/ExpertAdmissioRWorkshops
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Data protection officers should also possess the privacy expertise exp
from EuroPi$e evaluators, especially as privacy seal certificatschemes
should be encouraged by the European Commission pursuant to Art. 39 (

Reommendations for implementation

The objective of the proposed educational programme is to provide lawyers or IT sed
specialists with the qualification for becang or assisting DPOs in organisations handling pers
data. The qualification required for DPOs comprises expertise in datid protectionlaw and
privacy technology. Asrasult, participants will have knowledge of both domains. They will be
to evaluatea design or product, highlight problems, and suggest improvements. They will b
to communicate with other DPOs and experts from both the legal and the IT side.

Means and incentives for stakeholderd{nowledge transfer from universities to instey and
society is gaining increasing importance throughout Europe, not only in the form of joint res
projects but also in the form of training programmes offered for fumiversity members
Incentives can be monetary (participation fees), knowledigmsfer to society, and also the
knowledge transfefrom participants and possible joint followp projects. In this way, academi
and practitioners gain new ways of engaging in and shaping societal debates and develof
Universities that already aff such trainingevents (3) could help others realise this potential |
sharing their expertise on organisation, benefits, and challenges.

The advantages of reciprocal knowledge transfer may be sufficient incentive for voluntary fo
the proposed coums. These may then be offered at irregular intervals within weited
environments that are typically nepermanent such as externally funded projects, and/or w
different specialisations in each iteration. If, in contrast, the trairéngnts are to ofer not only
education and universithased certification of attendance and/or completion, but also an offi
certification, they form a new task for universities that will typically go beyond their no
teaching tasks and capabilities, and additionedans and incentives are needed. Public fung
that covers actual costs should be provided to ensure that sufficient and qualified ted
resources can be devoted to the courses.

Curriculum proposal and means to achieve it (didactical elemenid)e edwational programme
consists of four parts.

The first part, for all participants, offers a basic introductiopivacy anddataprotectionlaw (incl.
the concepts of privacy, data protection, and related rights and obligations, OECD H
Guidelines, EWData Protection Directive, EURrivacy Directive, GDPR, national data protec
laws as well as the tasks and responsibilities of DPOs,betsig IT security conceptprivacy
enhancingtechnologies (incl. basic concepts for anonymous communicatiah agplication
protocols, anonymisation of databasesmd privacy policy languaged)rivacy Impact Assessme
andprivacy bydesign.

In the second part, different specialisations are offered for lawyers and IT security specialis
legal specialisatiowill teach more details of privacy legislation and will train the legal evalug
of systems and products. The technical specialisation provides more technical details of PE
mixes, Tor, blind signatures, zero knowledgeofs, anonymous credentls, kanonymity and
differential privacy, P3P, PRirjvacy andidentity management, transpareng¢and control tools)
andprovidestraining evens on the technical evaluation and certification of PETS.

(8%)  See the list of courses created by NIS Platform Working Group 3
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The third part is complementary to the second patere, the objective is to teach the tw
participant groups an understanding of the otkeconceptualisations. The objective of this par
a deep understanding gqirivacy bydesign (PbD). Care will be taken to highlight typical pitfalls §
as the merelyadditive combination of data types, transfer, storaged use from atffline¥ersion
of the application task with technological safeguards such as encryption. This can be illun
with case studies of problematic or even failed PbD such as ELENBetiman Electronic Proof

Earningg#). The case studies will serve as important didactical elements in teaching the

audience key elements of the oth€konceptual models of data protection and privacy. The rea
for this is that both designerand critics (such as DPOs with the task of overseeing or audit
privacyby-designprocess or product) casften determine whether a system truly h&grivacy built
inCif they have (a) a formal model of requirements (both of the application task solwed and of
the privacy requirements), (b) an understanding of the purpose and what its minimal
requirements are, and (c3tate-of-the-art ITsecurity. (¢s).

Based on this understanding, the fourth part concludes the programme with pra&ticzcy
Impad Assessment angrivacy bydesign assignments and a privacy seal evaluation assignt
Both will be conducted jointly by groups of students with technical and legal background
assignments should include learning methods such asplalgs tha are appropriate foralso
highlighting the difficulties of conflicting privacy requirements and their treatment in design.

Evaluation methods and metricShe education programme is passed if the practical assignn
have been solved successfully andoaal or written test has been passed.

Oral and anonymous written course evaluations and reflections by students will be required
different course elements (i.e. after the introduction, specialisations (part 2) and integration
3), and after eaclassignment).

(®9)  Schaar, P. (2010). Privacylgsign Identity in the Information Society, 3:2&774; and digital courage.V.(2011).Datenkrake ELENA

erledigt. http://www.foebud.org/datenschutdbuergerrechte/arbeitnehmerdatenschutz/elena/datenkrakéenaerledigt/

(8% Gurses, S., Troncoso, C., & Diaz, C. (2&hbjineering Privacy by Design. In Conference on Computers, Privacy & Data Protection
(CPDP 2m1); and Deng, M., Wuyts, K., Scandariato, R., Preneel, B., & Joosen, W. (2011). A privacy threat analysis framework:

supporting the elicitation and fulfilment of privadgequirements Engineering Journa(1) pp.3-32.
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3.1.4 Small and Medium EnterpriseScenario

Training fforsSmalkand/MediumrEnterprises\(SMES)

Summary Small andmedium enterprises (SMEs) have become targetsnudlicious
online activities and the level of cybercrime faced by SMEs
increasimg (=) 8 (=). This and theapparent lack of knowledgen and
awareness bthe problem could have a serious impact on the continui
economic development of the EU especially as the vast majority of «
European businesses are, in fact, SNAEgortunately, as reported by a recer
workshop on cybersecurity trainir(@), private sector companies such
SMEs, and to a lesser degree public sector organizations, are either ung
unwilling to fund information assurance and security trainifrg.addition,
those SMEs that are actively looking to improve their knowledge
understanding of information security are forced down the 1SO 270001 r
which, in most casesis unnecessary and unobtainablk.is thislack of
knowledge, awareness, aover bureaucatic certification process, and g
course the lack of funding thadre the key asped of this problem.The
intention is to develop and deliver (viiakeholderst see below) a lovcost
mini ISO 270001 suitable for the working realities of SMEs.

Target aulience | SME owners and employees

Main 1 Academidnstitutions (e.guniversities polytechnicscolleges of
stakeholders further education)
involved 1 Certificationbodies (e.g. IASME, (ISC)2, ISACA, SANS, etc.,)

1 Regionabusinessassociations (e.g. Federatiaf Small Businesses,

European Business Support Network, etc.,)

1 Regionablevelopment Orgamations (e.g. Northumberland
Community Development Network, Association of Regional
Development Agencies, etc.,)

1 Regional &ationalgovernment Orgarsations (e.g. Vélrning, Advice
& Reporting Points, International Cyber Policy Unit, Informa
Commissione® Office, ENISA, Action Fraud, etc.,)

1 NGOs (e.g. Business Crime Reduction Centre, Scottish Bu
Resilience Centre, The Analogies Project, Cloud SecuritycAll
etc.,)

1 Lawenforcementagencies (e.g. NCA, Europol, etc.)

Current status This section of the scenario offers a list of materials, initiatied training
that illustrate the current status of implementation of this scenario with
regard to the targeuser (SMESs) in Europe. The list is not exhaustive and
meant to provide an initial and reasoned overview:

1 ENISA») has developed NIS training material for SMEs

®8  Hayes, J., & Bodhani, A. (Z)1Cyber security: Small firms under fimgineering & Technolog§(6), 8083.

(®)  http://www.fsb.org.uk/frontpage/assets/fsb_cyber security af0 fraud paper 2013.pdf

(8)  http://www.iiea.com/ftp/Publications/Cybersecurity Ho@#20Cybercrimé@0Affects¥@0your¥%20Business
IIEA 2013 compressed.pdf

(%)  http://www.copura.de/cnf/workshopreport

(°)  https://www.enisa.europa.eu/publications/archive/traininghateriatSMEs
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1 European ProjedNSEMOT Information Security Modular Trainin

for SMEs (LifeLong LeargiRrogrammef:)

ISACA)

SANS Institute

Security Awareness for SME3
Free Welsast for SME§*)

1 UK governmer@® Centre for the Protection of National
Infrastructure(), initiative on securing the data and network
infrastructures osmalland mediumenterprises (SMES)

1 Cyber Essentials Scheme: Cyber Esseftipis a UK government
backed, industnsupported scheme to help orgamations protect
themselves against common cyber attacks

1 IASMHE®): information assurance management standard for SME

= =4

Recommaedations for implementation

1 Obijective:to develop faken advantage of the experience witte UK model) an EU
Information Assurance training/standard/certification for SMEs (EUIASME).

1 Proposed curriculum:

- Assessing Risks

- Policy & Compliance

- ldentifying Asets

- People Management

- Physical & Environmental Protection

- Access Control

- Operations Management

- Malware Intrusion Detection

- Systems Monitoring & Protection

- Backup & Restore

- Incident Response Management

- Disaster Recovery & Business Continuity

9 Estimated resilts: While ISO27001 is comprehensive, it is also extremely challenging
small company to achieve and maintaim BUIASME training/standard/certification wou
offer a new, easily accessible and sustainable route for SMESs. In essence the E
stardard (following its UK counterpart) will be developed as per the 1SO27001]
specifically tailored for small companies, while still demonstrating baseline complianc
the international standard.

1 Encouraging participationThe biggest problems facimgceptance by SMEs, will firstly
their reticence (i just another EU bureaucratic hurdle we have to jump over),
secondly, how much it will codt.is suggested that economic incentives for companie

(®Y)  https://www.insemot.eu/en/

(®  http://www.isaca.org/Journal/Pastssues/2012/Volumé/Documents/12v6SMECybersecurity.pdf

(%3  https://www.securingthehuman.org/programs/sme

(®9  https://www.sans.org/webcasts/practicahreat-managementncidentresponsesmaltmediumsizedenterprise 98260
(®  www.cpni.gov.uk

(%) https://www.gov.uk/government/publications/cybeessentialsschemeoverview

(®)  https://www.iasme.co.uk/
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the same way as UK government cybersecwitychers(ss) are usedln addition, there arg
a group of SMEs that are required to undertakatinuing professionabdevelopment (CPL
Points).They are lawyers, accountants, solicitors, etc., and CPD points are a man
element of their contining professional recognition. In addition, this group could also
considered at¥nabler€that is, they also have a client base, which in all probability w
also be SMEs.

1 Stakeholderincentives starting from top to bottom

- Academidnstitutions: The majaty of UKhigher educationinstitutions will have
some form of business engagement/outreach programme targeted at local
regional businesses; offering various business development activitlésh will
include SMEs. The incorporation of the informatassurance certification woul
have addedraluefor business support and development activities.

- Theremainder (apart from certification bodiexs see below) are all (certainl
within the UK) committed to the causéhis includesagional business associattis
because they must be seen doing somethirand regional developmen
organizations, government organizatioasi\d NGOandlaw enforcement agencie
because they are a#¥in messag@and follow central government directives.

- The certification bodies: Alheir standards and certifications (CISSP, CISM,
CISA), have been directed at large national and mnalfional orgarsations.
However, they haveecently realized that SMEs represent an untapped &
potentially quite profitable sectorThis group repsensthe key to the success ¢
the project If we are able to progress an EU standard (EUIASME) that
organgations can develop, delivegind then certify, then | suspect they would or
be too happy to get involved.

Evaluation methods and metricsA mix of quantitative and qualitative measur
will be used. For example, quantitative metrics could be based on the nhumk
SMEs undertaking this specific training; in the UK, the Federation of Small BU
(FSB) estimate that Zéof SMEs have undiken some form of security training
This metric could have a further differentiation, e.g. per sector (fina
manufacturing, etc.), per country and at an EU general level. This will
information about the impact of the action and indication whahere are gaps
and market needsln addition participants could also be offered qualitati
opportunities for seHassessment with further identification of existing gaps ¢
training opportunities to fill the identified gaps.

9

https://www.gov.uk/government/news/supporffor-smaltbusinessego-tacklerecordlevelsof-cyberattacks
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3.1.5 DigitalForens

014

icsScenaio

Digital Forensics €ertification

Summary

Given the current increases in cybercrime, it is suggested that many EU
organgations need highly skilled and professional individuals able to resg
the problems with the collection, preservatipand analysige.g. digital
integrity and continuity of evidence) of cybercrime activities within an
organkgational environmentln addition, such individuals will need to assis
the organgation in developing a tactical (e.g. incident response) and
strategic approacto the investigation of cyber criminal activiti€guch
individuals must also consider the legal, sq@ad ethical issues when
undertaking an investigation within a weldased environmentTherefore, a
European worlbased postgraduate certificate in digl forensics
investigations is proposed the following sections will outlings structure
and implementation.

Target audience

Public & Privat&:ctor Organsations

Main
stakeholders
involved

Academidnstitutions (e.guniversities polytechnicscolleges offurther
education)

Lawenforcementagencies (e.g. NCA, Europol, etc.)

Current status

This section of the scenario offers a list of initiatives and training that
illustrate the current status of implementation of this scenario with regarg
the target user in Europe. The list is not exhaustive and is meant to prov
an initial and reasoned overview:

Commercial (Software Vendor) Orgamations:

EnCasé») isa suite ofdigital forensicglevelopedby Guidance Softwarthat
isdesigned fodigital forensic, cybersecurity ande-discoveryln addition to
the product, Guidance Software also providesning which can resulh the
award of anEnCas€ertifiedExaminequalificationte- NBThis requires
attending classroom sessions.

Access Dat) also provides vendor specific training on its suite of softw
products (e.g.Digital & Mobile Forensics, Litigation &Discovery, Cybe
Security). As with EnCase, Access Data also offers Certified Exa
certification. In addition they also offer acadnic institutionstteadymadeQ
digital forensics courses.

Commercial (Training Providers) Orgaations:

In the UK, companies such as FireBranxbffer a number of digital forensic
courses.Again this requires attendance at classroom sessions. Whilana

(*9) https://www.guidancesoftware.com/training/Pages/encaserensictraining-series.aspx?cmpid=nav
(29 https://www.guidancesoftware.com/training/Pages/eneeertification-program.aspx?cmpid=nav
(21 http://www.accessdata.com/

(29 http://www.firebrandtraining.co.uk/courses
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international level, the SANS Institutes) has a number of digital forensig
certifications (norvendor specificj:#). In addition, the SANS Technolo
Institute (ws) offers various degreeg®) in cybersecurity. However, ne
enrolments on these programes are normally limited to 100 per year.

Recommendations for implementation

Objective: to develop a worlbased distance learning digital security postgraduate certifig
offered by various academic partners across the EU.

Proposed Curriculumit is siggested that theprogrammecould make use of the knowledgge
understandingand/or skills specified by the UK Skills for Justiadgiond Occupational Standard
(NOS)»7): SFJ COL1: Identify and secure electronic evidence sQUBEESO2 Seize and recor
electronic evidence sourcesSFJ CO3: Capture and preserve electronic evigeBEd COA
Investigate electronic evidenc8FJ CO5: Evaluate and report electronic evid&ieé CO6: Condu
InternetinvestigationsSFJ CO7: Conduct network investigati@d CO8: Conduct covémternet
investigations SFJ CO9: Take first response actions in investigations involving digitally
evidence SFJ CO10: Provide single point of contact services for investigations into digitally
crime, SFJ CB1: Gathemd submit information that has the potential to support policing objectjv
SFJ DB4: Collate and provide papers for individual court/tribunal ,c&&ed BIT4: Leadin
workplace organisation activitieSEM BIT24: Leading the application of Six Sigmaadelogy to
a project SEM BIT27: Leading the application of Six Sigma metrics to a pE&dtBIT29: Leadir
the carrying out of capability studieSee Appendix A for NOS Learning Module

The programme cosist of the following modules:

Principles of Djital Forensicsinvestigations focusing on the priciples and techniques @
identifying and securing electronic evidence sources, including the capture and preserva
digital evidenceThe module will also introduce the types of investigations tlaat lse undertaken
and how to evaluate and report digital evidence.

Digital Forensics Investigation Strateglyt this module, individuals will evaluate current issue
digital forensics investigations in the light of their comp@nynanagement, strategicand
operational perspectivesfter which they will be able to provide a single point of contact wh
investigating a digital related criméake appropriate first responder actions, and prepare
necessary documentation rekd to the digital crime.

Workplace Digital Forensics Projedh this module, individuals are required to identify and
successfully lead a workplace digital forensics project. The individual will be accountable for
development and management of the project, and will ensure thatfroject provides sufficient
opportunities for personal, professionand organsational development.

Estimated resultslt is anticipated that the enhancement of the technical and business skills
staff will help in raising the general businessounityQ @awareness of cybercrime, and by
improving the conditions for business growth and successes, will ultimately benefit the EU.
addition, the provision of a formal academic qualification (as opposed to vendor driven
certification) for practitiones will enhance the IT industry sectéurthermore, the workbased

(209 http://www.sans.org/

(2% http://www.giac.org/certifications/forensics
(%9  http://www.sans.edu/

(2% http://www.sans.edu/cybersecuritydegrees
(2% http://nos.ukces.org.uk/Pages/index.aspx
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learning approach will help embed expertise into orgations and pull together practitioners
able to disseminate digital forensics intelligence across Europe.

Encouraging participationGiven that the programme is envisaged as being a viaged learning
programme with expert speakers delivering their sessions vieamiing platforms such a
Blackboard or via video streamiagdpodcastingparticipants will not need to take time from tire
work. This should prove beneficial to thaioncernedorganiations In addition, the programme
provides opportunities for participants to develop new and highly relevant technical
managerial skills, enhancing their career prospects and encour#ggirgcontinuing professiong
development.

Stakeholder Incentives

Academidnstitutions: For example, the majority of Ulghereducationinstitutions will have
some form of business engagement/outreach programme targeted at local and regional
businessespffering various business development activiti@ssuming that European institution
have similar programmes, the incorporation of the information assurance certification would
provideadded valudo business support and development activities.

Lawenforcement agencies:Anything that helps to reduce the impact of cybercrime and helps
with the detection and investigation of such activities will be welcomed by the majority of lav
enforcement. In addition, we may find that such agencies would also likedheidigital
forensics investigators to hold this academic qualification.

Evaluationmethodsand metrics: A mix of quantitative and qualitative measures will be used.
example, quantitative metrics could be based on the number of osgéinns undertakig this
specific training. This metric could have a further differentiation, e.g. per sector (finance,
manufacturing, etc.), per countyand at an EU general level. This will offer information about
impact of the action and indication where there ar@pg and market need#n addition
participants could also be offered qualitative opportunities for-sal§essment with further
identification of existing gaps and training opportunities to fill the identified gaps.

Page 31



X ® Roadmap for NIS education programmes in Europe
Education

October 2014

3.2 Developing a pilot application oNIS seHassessment

ENISA has developed a satsessment quiz as part of its Mtfication activities. The audience for

this quiz is the broad public and the quiz is intended to combine an entertaining activity with a serious
goal: offer an opportunitydr participants to familiarise themselves with some of the key themes of
NISeducation and some of the ENISA recommendations, including material developed in recent years
by ENISA through its worBome questions are also directly connectedhe canceptsintroduced in

the first partof this report.

During the work of the expert team, several models for a quiz and delivery options were considered.
ENISAtogether with the expertsagreed that the quiz should be a simple way to measure some of
the participants(skills related to NIS but should also offer a way for participants to identify knowledge
and skills gaps and offer information on how to bridge these gaps. Furthermore, the experts agreed
that the quiz should contain opportunities for the participaatoffer his/her own suggestions. The
quiz therefore, is not just a way for the public to seifsess some of their skills, but it is also an
opportunity to offer their voice and discuss their own NIS challenges. Ther#iere isa form where

the participants can input their expectations about the gaizthe beginning of itAt the end of the

quiz a further opportunityasking what could have been done differentiyoffered to participants

This material will, at a later stage, be analysed and aBd$BA in its activities in the NIS education
area for the general public, including improving the existing quiz and the development of further
quizzesFollowing the input form, at the beginning of the quiz, participants are required to select their
level of confidence about NIS: frotow to medium to high levelDepending on the initial choice the
quiz offers increasingly more difficult questions for testing own skills and knowledge.

Selection of skills levélLow, medium, high)

10 Narratives with questions or dihmas

t I NI A OA LI y 0 Qahswers are presented for each questic
Feedback
|

Participants answer the question & recei\
immediate feedback

A profile is generated
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The quiz contains 1NNIS questions and in totattogether with input forms, it should take
approximately 10 minutes to complete. Each question starts with a short narrative and then a dilemma
or a direct question. For each answer (either correct or not) there is then a short
explanation/discussion wittsome further suggestionsA profile will be generated dsed on the
overall result of the quiZzThe profile can be one of the following:

1. Beginner: with limited number of correct answers. This profile signals limited level of skills or
knowledge of NIS (aording to the quiand the difficulty level selected by the participant).
2. Intermediate: good number of correct answers. This profile has a reasonable level of skills
and knowledge of NIS (according to the i the difficulty level selected by the
participant).
3. Advanced: high number of correct answers. This profile has an excellent level of skills and
knowledge of NIS (according to gaizd the difficulty level selected by the participant).
For each generated profile further indications are being offlere terms of documentation and
material to consuliwith particular attention to ENISA reports. At the low and medium levels there is
also the suggestion for attempting the next confidence level quiz.

The applications available on the websiteaww.cybersecuritymonth.efrom October 2014 as a pilot
with a possibility of renewal after the first evaluation.

Existing SelAssessment Quiz

Some of the NIS education stakeholders offer-asfessment quizzes most casesttey are intended

as preparation tests for certifications (e.g. CISM, CISA) or modules (ECDL IT Security). ,theyefore
have different goals compared to the ENISA NIS quiz whicla hamre geneal goal of signalling
relevance of certain subjecand to make relevant suggestions. The following is a list of the existing
relevant NIS selissessment quizzes offered by the stakeholders:

1 ISACA CISMCISA SelAssessment Exarfre): ISACA has a selfsessment quizrultiple-
choice) whose goal is tappare candidates for the certification exam$he selfassessment
is made against the learning material and it is meant to be used in preparation for the exam.

9 ECDL IT Security Module): ECDL Foundation has a sample tasil{iple-choice) for seH
assssmentandthe IT Security Module. The quiz allows tegknowledge about the
content for the ECDL IT Security Module.

1 ISC (studISCOPHas a test that allowdnablingsecurity staffs and individuals to assess
their knowledge of th€lSC) €BK®, taxomay of information security topics that serves as
the foundation for allISC) gertificationgy ).

1 SANS Cyber Talent Skill Assessment Qulizs quiz reasures skills againgte Wlobal
Information Assurance Certification (GIAEBANS Cyber Talent Assassts can provide
benchmarks across many information security domains includingmunicationssecurity,
internet security, networkingconcepts andperatingsystemssecurity(ju).

(208  http://www.isaca.org/Certification/CISM ertifiedInformation-SecurityManager/Prepareor-the-Exam/Pages/CISiBelf
Assessment.html http://www.isaca.org/Certificiion/CISACertifiedInformation-SystemsAuditor/PrepareExamold/Pages/CISA
SelfAssessmeniNew.html

(209 http://www.ecdl.org/programmes/index.jsp?p=2928&n=2944

(119 https://www.isc2.org/cbk/Default.asphttps://www.expresscertifications.com/ISC2/

(1Y https://www.sans.org/press/sansybertalentassessmenguizfinds-a-winner.php
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4 Recommendations

To conclude with, we would like to underline some key ragss of this current workelow:

T

While there is an abundance of cybersecurity materials and programmes for helping European
teachers, unfortunately, such materials often make use of terms suasetyCand ‘BecurityQ

in an inconsistent manneConsequetly, this lack of standard usage may limit the ability of
teachers to understand, explorand hence teach cybersecurity basics in a structured manner,
resulting in lesson plans becoming a collectiortlof2 and do@sQthat do not support deep
learningand any form of reflection on that learning by the student. By deploying better
continuing education programmes for teachers we advocate for enhancing the multiplier role
they have. The scenario presented suggests an intervention on this specific taoget gr
whose multiplier role means having increased capacities in terms of transferable NIS
education skillghat could haveawide and lasting impact on EU Society and its citizens.
Massive Online Open Courses (M@D@ay offer opportunities for the distandearning
delivery of network and information security modulieslarge audienced-urthermore this
approach could be easily adopted by interested stakeholders. Consequently, it is felt that
more emphasis should be placed on NIS and that European li@tgighould start to develop

NIS MOOC#n addition, any future pafiuropean MOOC initiatives should consider including
WIS for Dummig@nodules within the programmes portfolio. To sum, uge advocate for:
more NIS MOOCs developed by Europe@anisatiors over Waditional(platforms where at

the moment most of them are developed by.8 universities; that parEuropean MOOC
initiatives should consider basic NIS modules in their portfolio.

By developing a course fbealth practitioners, participants fra the health care sectorcould

gain knowledge and understanding, skills and abilities, judgment, and an approach to
implement aninformation security managemensystem (ISMS).

For IFsecurity educational programmeasr practitioners:

0 There shouldea pradical link of the education with the participar®ork and
the security challenges that the participants face at their work places. Especially
practical assignments during this course should be designed accordingly to
address this requirement.

o It is alsobeneficial to have seminar discussions with groups consisting of
students coming from different disciplines and having different professional
backgrounds, representing people that typically should cooperate
implementing security and creating a secugtyture in an organisation.

The development ahe Data Protection Officers (DP@surse directed at lawyers and digital
security specialists would help ensure that both groups have an understandidgtaf
protection laws and privacy technologie§inceparticipants will have knowledge of both
domains technical specialistwill be better able to evaluatea design or product, highlight
problems, and suggest improvemeititem a legal perspective, while a lawyer may be able to
do the same, but from a techealperspective

The development adin EUinformation assurance traininglucatian solution for the working
realities of SMEsnay prove extremely usful in the fight against cyberiminal activities
directed at European SMEs

The rising increases of diditarime directed at European private and public orgations
suggest that EU orgasaitions require individuals skilled in digital forensics investigateoms
the collection and presentation of digital evidence of the criffiee development of @EU
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basedacademic recognition for contimug professional development in digital forensics may
helpin the provision othose skilled investigators

Furthermore, we invite the readeo consult the tools developed through this project:

1. The interactive map with NIS courses in Europe available on
www.cybersecuritymonth.ewompiled by the NIS Platform WG3 group. One can also add a
new reference simply by using th&DOXbutton.

2. NIS quiz addressed to all users fdmowledge update, available on
www.cybersecuritymonth.eu

As a finalconclusionthe authors suggest the idea of creating a Eurogagsfor NIS Skills for the
general public, very much in line with the nmeddf the Europass Language Passpejt Skills can be
selfassessed for certain NIS areas (e.qg. privacy, general security) and according to an established self
assessment frame. WIS Europaskould facilitate for examplejobseekers in applying faolps across

Europe and could facilitate employers in assesshuggective candidateClearly the development

of this passport will require appropriate research and the need to work directly with key stakeholders
delivering NI®ducation for the public, wik to befollowedin the future by interested organisations.

f'l'llltl“c
L

(*?)  http://europass.cedefop.europa.eu/en/home
(113)  http://europass.cedefop.europa.eu/en/documents/europeakillspassport/languaggpassport
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Annex A: NOS Learning Module

Title

Post Graduate Certificate: Digital Forensiogestigations

Targe Group

This programme is aimed at individuals who are involved in preverangre,
specifically those individuals who are responsible for the forensic monitoring of
organisatiof® IT securityrhis programme may relate to a criminal or civil
investigation, or to due diligence and internal discipline

Type of Programme

PIT courset selfstudy

Link to NOS

SFJ CO1: Identify and secure electronic evidence sofittes

SFXQ: Seize and record electronic evidence soufte€s

SFJ CO3: Capture and preselegtronic evidencé®)

SFJ CO4: Investigate electronic evidehde

SFJ CO5: Evaluate and report electronic evidéi®e

SFJ CO6: Conduoternetinvestigationg**9)

SFJ CO7: Conduct network investigatitfy

SFJ CO8: Conduct coverternetinvestigations (*2%)

SFJ CO9: Take first response actions in investigations involving digitally
evidence(*??)

SFJ CO10: Provide single point of contact services for investigations into d
related crime(*?9)

SFJ CB1: Gather and submit information that haspbtential to support policing
objectives(*?%)

SFJ DB4: Collate and provide papers for individual court/tribunal ¢83es

SEM BIT4: Leading workplace organisation activ{ti&s

SEM BIT24: Leading the application of Six Sigma methodology to a (¥dject
SEM BIT27: Leading the application of Six Sigma metrics to a (ft&)ect

SEM BIT29: Leading the carrying out of capability stifthggN—(

Objective

To produce highly skilled and professional individuals able to resolve problems
the collection, preervation and analysis (e.g. digital integrity and continuity of
evidence) of cybecrime activities within an orgasitional environment.

Learningoutcomes

At the end of this programme participants will be able to demonstrate that they
design, delive and evaluate procedures used to:

1 Identify and secure electronic evidence sources

1 Seize and record electronic evidence sources

1 Capture and preserve electronic evidence sources

1 Investigate electronic evidence sources

(4 http://nos.ukces.org.uk/PublishedNos/SFJCO1.pdf
(*%)  http://nos.ukces.org.uk/PublishedNos/SFJCO2.pdf
(*8)  http://nos.ukces.org.uk/PublishedNos/SFJCO3.pdf
(**1)  http://nos.ukces.org.uk/PublishedNos/SFJCOA4.pdf
(*8)  http://nos.ukces.org.uk/PublishedNos/SFJCO5.pdf
(*9)  http://nos.ukces.org.uk/PublishedNos/SFJCO6.pdf
(329 http://nos.ukces.org.uk/PublishedNos/SFJQgaif .

(*2Y)  http://nos.ukces.org.uk/PublishedNos/SFJCO8.pdf
(*??  http://nos.ukces.org.uk/PublishedNos/SFJCO9.pdf
(*23)  http://nos.ukces.org.uk/PublishedNos/SFICO10.pdf
(324 http://nos.ukces.org.uk/PublishedNos/SFJCB1.pdf
(325  http://nos.ukces.org.uk/PublishedNos/3$BB4.pdf

(32 http://nos.ukces.org.uk/PublishedNos/SEMBIT4.pdf
(*2%)  http://nos.ukces.org.uk/PublishedNos/SEMBIT24.pdf
(*28)  http://nos.ukces.org.uk/PublishedNos/SEMBIT27.pdf
(329 http://nos.ukces.org.uk/PublishedNos/SEMBIT29.pdf
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1 Evaluate and report electronic evidenc

1 Conductinternetinvestigations

1 Conduct network investigations

At the end of this programme participants will be able to demonstrate that they

1 Contribute to the development of an organisat@negal & ethical
obligations to the nature and varietyf csomputer crime

1 Contribute to the development of an organisat@rawareness of the
nature and variety of computer crime

1 Contribute to the improvement of an organisat@niT security

Content/Syllabus

Admissibility of electronic evidence

Digital evidene controls

Processing incident scenes

Electronic evidence collection and preservation
Forensic examination of digital and electronic media
Internet & network investigations

Writing investigation reports

Legal and ethical issues with electronic evidence

E R I I I ]

Learning strategy

Training session led by facilitator and wdrésed independent study

Learning support

Kruse, W.G., & Heiser, J. G., (20D@nputer Forensics: Incident Response
EssentialsAddison Wesley

Britz, M. J., (2004 omputer Forensics and Cyligtime; an IntroductiofPearson
Prentice Hall

Slade, R.M., (200§oftware Forensics, Collecting Evidence from the Scene of a
Digital CrimeMcGraw Hill

Phillips, A., Enfinger, F., & Nelson, B., (2@#hputer Forensics and Investigatipn
Course Technolyy

Bainbridge, D., (2004itroduction to Computer Layd" Edition, Pearson Educatior
Limited

Casey, E., (200Bjgital Evidence & Computer Crin8 Edition, Elsevier Academic
Press

Schneier, B., (200@ecrets & LiedWViley Publishing Inc

Mitnick, K., & Simon, W., (2005he Art of IntrusionWiley Publishing Inc
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